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Promulgation Statement

This plan, herein entitled the “Near Southwest Preparedness Alliance – Regional Emergency Operations Plan”, was developed by the Near Southwest Preparedness Alliance (“the Alliance”) under the auspices of the Western Virginia EMS Council. It was developed pursuant to a “Memorandum of Understanding” between the Virginia Hospital and Healthcare Association (VHHA) and the Alliance.

This plan will define the relationship between hospitals during an emergency or disaster, and enhance and improve coordination and response capabilities of hospitals in the region. It also establishes a regional emergency preparedness infrastructure for healthcare institutions. This plan will facilitate the development of a regional healthcare emergency response system, as well as support the development of a statewide healthcare emergency response system. Regional hospital preparedness coordinating groups, such as this Alliance, will foster collaborative planning efforts between the medical care facilities and local emergency response agencies in the established geographically and demographically diverse region. 

The Alliance Chair, the Executive Director of Western Virginia EMS Council, and the Hospital Preparedness Coordinator will be assisted by designated personnel from all regional hospitals in the maintenance and implementation of this plan. Additionally, regional emergency first responder agencies may provide guidance and support as required or requested.
Recipients of this plan should review it periodically and notify the Hospital Preparedness Coordinator, in writing, of any staff and/or operational changes at their facility; this is required to maintain a current and viable plan. Official changes must originate from the Hospital Preparedness Coordinator to ensure all recipients receive the changes.

This plan shall remain in effect until substantially amended or rescinded. 

By our signature, we support and promulgate this plan and agree to its provisions:

____________________________

____________________________

Dr. Carol Gilbert




Robert Logan, Executive Director

NSPA  Chair





Western Virginia EMS Council

____________________________

____________________________

Morris Reece

Hospital Preparedness Coordinator
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Basic plan

The Basic Plan provides an overview of the Near Southwest Preparedness Alliance’s approach to emergency operations; it details policies, describes the organization, defines the region, and assigns tasks. It will also provide a solid foundation for the development of Functional Annexes and Hazard-specific Appendices.

Virginia is continually threatened by emergency and disaster situations. The Commonwealth of Virginia Emergency Services and Disaster Law of 1973 requires the state and each county and city within the state, to develop and maintain a current Emergency Operations Plan (REOP), which addresses their planned response to extraordinary emergency situations. This plan, for the Near Southwest Preparedness Alliance (hereafter, the “Alliance”), is designed to enhance and improve the overall regional response to emergencies with regard to hospitals’ capabilities and patient care.

The Virginia Department of Health (VDH) and Virginia Hospital and Healthcare Association (VHHA) have identified six hospital planning regions for the Hospital Preparedness Program, which is primarily based on existing patient flow. Each of these planning regions has a response plan that is tailored to region-specific needs and assets. This response plan supports Emergency Support Function (ESF) 8 (Health & Medical Services) of the Virginia Department of Emergency Management (VDEM) Virginia Emergency Operations Plan. This document details the regional hospital preparedness plan for the Near Southwestern Region; it was developed with the participation of regional hospitals, the Virginia Department of Health, and the Virginia Hospital and Healthcare Association. 

Defining the Region

The “Near Southwest” region is defined as:

· 4th Planning District (New River area): includes Floyd, Giles, Montgomery and Pulaski Counties and the City of Radford

· 5th Planning District (Roanoke and Alleghany area): Alleghany, Botetourt, Craig and Roanoke Counties as well as the Cities of Clifton Forge, Covington, Roanoke and Salem.

· 11th Planning District: includes Amherst, Appomatox, Bedford, and Campbell Counties; the cities of Lynchburg and Bedford; and the towns of Altivista, Amherst, Appomatox, and Brookneal.

· 12th Planning District (Piedmont area): includes Franklin, Henry, Patrick and Pittsylvania Counties and the Cities of Danville and Martinsville

The region covers an area of 7,798 square miles* and has a population of 910,900#. There are 25 localities and 16 hospitals” in the region. 

* U.S. Bureau of the Census, 2000Census of Population & Housing.

# Weldon Cooper Center for Public Service: July 2002 estimates.

“ AHA database 2003: Acute Care General Hospitals.

	Near-Southwest Virginia Region
	Jurisdictions:

Alleghany                  Franklin

Amherst                    Giles

Appomattox              Henry  

Bedford                     Lynchburg City 

Bedford City              Martinsville City

Botetourt                   Montgomery

Campbell                   Patrick

Clifton Forge City      Pittsylvania

Covington City          Pulaski   

Craig                         Radford City

Danville City              Roanoke

Floyd                         Roanoke City

                                 Salem City


	Facilities:

Alleghany Regional Hospital

Bedford Memorial Hospital

Carilion Franklin Memorial Hospital

Carilion Giles Memorial Hospital

Carilion New River Valley Medical Center

Carilion Patient Transportation System

Carilion Roanoke Community Hospital

Carilion Roanoke Memorial Hospital

Danville Regional Medical Center

Lewis-Gale Medical Center

Lynchburg General Hospital

Memorial Hospital of Martinsville

Montgomery Regional Hospital

Pulaski Community Hospital

Veterans Affairs Medical Center -- Salem

Virginia Baptist Hospital

R. J. Reynolds-Patrick County Memorial Hospital
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Purpose 

The purpose of this Basic Plan is to establish the legal and organizational basis for operations in response to any type of disaster or large-scale emergency situation. It assigns broad responsibilities to participating agencies and support organizations for disaster mitigation, preparedness, response, and recovery. These responsibilities are generally extensions of normal, day-to-day functions of participating facilities involving the same personnel and material resources. 

More specifically, the purpose of this plan is to define the relationship between hospitals during an emergency or disaster within the region, and to enhance and improve coordination and response capabilities of hospitals in the region. The Alliance is organized to facilitate the development of a regional healthcare emergency response system. This regional system supports Virginia Hospital and Healthcare Association’s (VHHA) development of a statewide healthcare emergency response system that addresses the requirements of the second year of the Health Resources and Services Administration (HRSA) Bioterrorism Hospital Preparedness Program Cooperative Agreement that began on August 31, 2003. This system also establishes a regional emergency preparedness infrastructure for healthcare institutions in Virginia. Regional hospital preparedness coordinating groups, such as the Alliance, will foster collaborative planning efforts between medical care facilities and local emergency response agencies in the established geographically and demographically diverse regions. These groups will also provide representation to the VHHA’s Hospital Emergency Management Committee (HEMC) to develop standardized protocols, agreements and operating procedures necessary for a statewide system. 

Situations and Assumptions

Emergencies of various types, sizes, intensity, and duration may occur within or near the regional boundaries with or without warning. Disasters that can be expected in the region assigned to the Alliance are: flash flooding, wildfires, hurricanes, tornadoes, severe winter weather, hazardous materials incidents, resource shortages, infectious disease transmission, and terrorism.

This plan addresses regional responses for emergencies requiring an integrated response from hospitals, municipalities, and public-safety first responders. This plan is designed with inter-agency coordination and cooperation in mind, and should not interfere or interrupt individual agency’s disaster plans or responses. Each participating hospital will maintain its integrity and individuality under the plan, and each hospital’s community disaster response should be enhanced and improved by the plan. Disaster planning is considered to be an essential hospital function. This plan should minimize interference with daily operations and improve patient care and overall capabilities.

Hospital Response

Hospitals’ responses will not supplant the roles and responsibilities of public safety and other governmental agencies. Responses to emergencies will be the minimum required to effectively manage the incident once it is defined. Although written to address the issue of bioterrorism and other infectious disease, this plan will be sufficiently expandable and flexible to address other natural or man-made emergencies.

During an emergency, hospitals in the Near Southwest Region may share and request information and medical resources via the Regional Hospital Coordination Center (RHCC) located at Carilion Patient Transportation Services, 431 McClanahan Avenue, Roanoke, or the mobile alternate RHCC based at Lynchburg General Hospital. Hospitals must make accurate assessments of their ability to triage, admit, and care for affected patients; they must also assess the need for additional staff, specialty assistance, and specialized equipment.  During a mass casualty event, the hospitals will be responsible for informing the RHCC in a timely manner of any needs or changes in their operational abilities. In cooperation with the RHCC, hospitals will determine the appropriate distribution of patients by considering real-time and projected in-patient surge capacity estimates.  During periods when large numbers of patients requiring triage arrive, the hospital(s) will notify the RHCC of the increased casualty numbers.

Contacting the RHCC:  Call  1-888-377-7628

Calling this toll-free telephone number will allow the caller to request activation of the REOP and the RHCC. The caller must give the Dispatcher as much information as possible about the emergency, as well as a contact person and call-back number.

Hospitals in the Near Southwest Region will continue to coordinate their individual facility support needs, such as security and law-enforcement augmentation, food, fuel, and other related issues through the local or county emergency management officials, as required in their facility specific disaster plans. Requests can also be made to the RHCC, and when these needs are communicated, the RHCC will make every attempt to fulfill requests.

Communities will expect hospitals to remain open and operational at all times. A small incident involving hazardous materials may incapacitate all or part of a facility, or a large-scale disaster may cause one or more facilities to become overwhelmed--having the same result. Hospitals must plan for such contingencies and continue to function at all times, if at all possible.

At disasters involving large numbers of people, many patients may require decontamination at the scene; many others will present themselves at hospitals in a contaminated state seeking immediate treatment. Hospitals must anticipate and manage this event safely. Hospital operations and personnel cannot be needlessly endangered.

In the event of an emergency situation which exceeds local emergency response capabilities, outside assistance is available, either through mutual support agreements with nearby facilities, public safety departments, governmental jurisdictions, volunteer emergency organizations, the regional hazardous materials team, the Virginia Department of Health, or through the State RHCC. 

The RHCC will be in a position to assess the overall regional situation and develop recommendations for the request and deployment of additional specialized medical assets. It will analyze the existing data and make recommendations to the VDH for the request and use of State and Federal medical assets, to include Disaster Medical Assistance Teams (DMAT), Disaster Mortuary Operations Teams (DMORT), and Military or National Guard medical units. The RHCC will assist in the local briefing of any incoming federal or state assets as needed.  

Alternate Care Centers

Alternate Care Centers (ACC) are temporary facilities, designed to augment the existing healthcare infrastructure during emergencies. Examples of use include: temporary triage areas, casualty collection points, acute care centers, and/or mass vaccination/prophylaxis sites. Alternate Care Centers should not be confused with Mass Care Shelters or First-Aid Stations. ACCs, when activated, should be capable of either triaging large numbers of patients (for a disposition of admission, transfer, or discharge) or for treating in-patients on a temporary basis.

When patient numbers and regional facility capacities or capabilities are forecast to be exceeded, regional hospitals, in conjunction with the RHCC, may determine the need for alternate care sites to facilitate triage or the care of in-patients. Hospitals that choose to open alternative external triage sites or an ACC may request assistance from the RHCC in addressing staff and equipment shortfalls. The operation of the triage area or ACC will fall under the administration of the particular hospital or organization choosing to open the facility. Credentialing and scope of practice requirements will be managed by the administering hospital or agency. Should an ACC be set up and staffed by a DMAT, National Guard, or other federal agency, that organization will administer the policies within the ACC.  All alternate care facilities must have communication capabilities to include voice, fax, and data (phone, fax, and e-mail). In the absence of an immediately available telephone/fax/data capability at an ACC, consideration should be given to utilizing two-way radios (supplied by the hospital or arranged via the RHCC) to remain in contact with essential coordinating and support agencies. Any hospital opening an ACC, will notify the RHCC as soon as possible.  

There are many issues that must be given much consideration when opening an ACC. Just some of the critical processes to consider when an alternative care site is necessary are as follows:

· Patient packaging (medications, admissions, medical records) and tracking

· Inter-facility communication

· Transportation of patients, staff, & equipment


· Cross-privileging of medical staff

· Disaster recovery

· Availability of essential utilities (electricity, water, fire protection, fuel sources, medical gas, & vacuum)

· Back-up systems for internal and external communications.
Schools and other buildings in the Region may be used as Neighborhood Emergency Help Centers (NEHC) to be used for dispensing site or other function. Specific facilities will be predetermined by the VDH. They will be activated at the time of an event, and will be selected depending upon the situation and availability at that time. When activated, the RHCC will cooperate with the ACC and NEHC administrators with locating and transporting needed staff and or equipment from throughout the region.

Should a DMAT be tasked with staffing or providing an ACC, they commonly travel with a cache of equipment including tents, generators, food (for 72 hours), pharmacy cache (72 hours), showers, and toilets. A DMAT will require fuel for a generator and an appropriate site to set up. Site selection should be made considering proximity to roads, security, accessibility (to patients and equipment), drainage, telephone and electrical connections, and parking.

A copy of “Concept of Operations for the Acute Care Center” may be obtained from SBCCOM’s web site at http://hld.sbccom.army.mil/bwirp/bwirp_acc_conops_download.htm or contact Mr. James Church, U.S. Army Soldier and Biological Chemical Command, Biological Weapons Improved Response Program at 410-436-5686 or email at james.church@sbccom.apgea.army.mil 

This manual has everything you will need to open, staff, and operate an acute care center.

Concept of Operations

During normal operations, each facility will operate as usual. When a disaster is declared or this emergency operations plan is activated for any reason, the provisions of this plan will be incorporated into existing facility emergency plans.

The Virginia Department of Health provides epidemiological surveillance and control measures, emergency planning and training, and medical and mortuary support, among other services. VDH is also responsible for disseminating state and federal resources in the region, and shall function as liaison to state and federal agencies. 

Under this plan, hospitals in the region can combine and coordinate their capabilities and resources to respond to a large-scale emergency occurring in the region. They may also respond to requests from other regions in the state under prearranged agreements. Teams of health care providers from multiple disciplines will be maintained at each facility, and these teams will join other teams as required and dictated by the emergency that occurs. 

Hospitals should analyze and make projections of their capabilities to accept and treat patients over a protracted period of time. Due to the nature of biological agents/events, the need for extended disaster operations over several weeks is a possibility, especially with highly contagious agents; therefore, the RHCC will be requesting operational capability projections in the 4-, 12-, and 24-hour range from each hospital throughout the disaster period. In addition, the RHCC will continually share information with the VDH and jurisdictional EOCs. This information will include current status reports, identified gaps in supplies or medical staff, and any data or projections regarding the status of the regional hospital and public health operations. This will assure adequate incident data for the RHCC to develop supplemental, region-wide logistical and staff support strategies.  

Hospitals may cancel elective procedures, discharge non-critical patients, convert private rooms to semi-private rooms and take other steps to increase their patient capacity. Psychiatric and long-term care facilities may not be able to provide acute care for patients; however, the unused beds may be transported and utilized by other facilities during protracted emergencies.

Regional Trauma Centers will continue to receive trauma and other patients requiring specialty services during a mass casualty incident.

There is much to do before, during, and after an emergency. Following is a simple overview of the major phases of an emergency:

Mitigation – 

· Participating facilities will adopt the provisions of this plan, and they will integrate the plan into their individual plans. 

· All emergency response team members shall know their roles and responsibilities and the procedures and provisions of this plan. 

· A risk analysis should be performed to discover “weaknesses” in building security and vulnerability and operational effectiveness during times of disaster (mostly accomplished through drills and exercises).

· Programs should be undertaken and the physical plant improved to address any foreseeable weaknesses or deficiencies at all facilities. 

Preparedness –

· If the disaster is expected, teams will be notified and put on standby.

· If the disaster is unexpected (sudden onset), teams will be notified when and where to respond and specific resources will be requested. 

· Training of key personnel and small- and large-scale exercises will be developed and conducted to assess and evaluate the capabilities and readiness of participating personnel and agencies.

· Special-function equipment and personal protective equipment will be purchased and staged in multiple locations around the region.

· Pharmaceutical caches will be purchased and staged in multiple locations around the region.

Response –

· A “partial response” will occur when the emergency is defined and limited resources will be requested. The Regional Hospital Coordinating Center (RHCC) will be made operational, but with minimal staffing.

· A “full response” will occur when the emergency is widespread or large-scale and undefined, but it is certain that all available resources may be needed. The RHCC will be made operational with full staffing.

· Keeping records for expenses and resources expended is a vital function of response, especially if reimbursement is anticipated.  

Recovery – 

· Participating facilities will take measures to return to normal operations at their earliest convenience. 

· Records must be compiled and submitted for reimbursement.

· A debriefing and evaluation of emergency operations will be conducted as soon as practicable after an emergency; the results of which will be used to improve operations.

This REOP may be activated by the Hospital Preparedness Coordinator, the WVEMS Council Executive Director, the Alliance Chair, or a Virginia Department of Health District Director. If a state or local emergency is declared by state or local officials, this REOP will become activated and the RHCC will be staffed and made operational. Deactivation of this REOP may only be authorized by the Hospital Preparedness Coordinator, the WVEMS Council Executive Director, or the Alliance Chair. 

Organization and Assignment of Responsibilities

The Alliance
The Near Southwest Regional Hospital Preparedness Alliance is comprised of volunteer representatives from participating hospitals in the region, representatives from VDH, the Directors of the Blue Ridge and Western OEMS Councils, and representatives from regional public safety first responder organizations. The Alliance is organized under the auspices of the Western Virginia Office of Emergency Medical Services (WVOEMS), which is located at 3229 Brandon Avenue, Suite 7, Roanoke, VA 24018-1547. WVOEMS provides overall fiscal management. The Virginia Department of Health will act as liaison to state and federal agencies. 

The Alliance is organized to facilitate the development of a regional healthcare emergency response system. This regional system supports Virginia Hospital and Healthcare Association’s (VHHA) development of a statewide healthcare emergency response system that addresses the requirements of the second year of the Health Resources and Services Administration (HRSA) Bioterrorism Hospital Preparedness Program Cooperative Agreement that began on August 31, 2003. In the second year, an “All-Hazards” approach was addressed. This system also establishes a regional emergency preparedness infrastructure for healthcare institutions in Virginia. Regional hospital preparedness coordinating groups, such as the Alliance, will foster collaborative planning efforts between the medical care facilities and local emergency response agencies in the established geographically and demographically diverse regions. These groups will also provide representation to the VHHA’s Hospital Emergency Management Committee (HEMC) to develop standardized protocols, agreements and operating procedures necessary for a statewide system.

The Alliance has appointed a Chairperson, a Vice-Chair, and a Secretary, which are nominated and elected at-large. HEMC representatives have also been appointed. As of December 2003, a full-time Hospital Preparedness Coordinator and a part-time Hospital Preparedness Trainer position have been allocated and filled, and will function as staff for the Alliance, and in part for VHHA.

The Hospital Preparedness Coordinator will update the Emergency Operations Plan as necessary. Emergency services representatives at each participating facility will supply information to the Coordinator to keep the plan current. He or she will coordinate with participating facilities and emergency resource organizations, and assure the development and maintenance of an appropriate emergency response capability. The plan will be reviewed and updated at least annually. The Coordinator should have the plan readopted every three years.

Primary Regional Hospital Coordination Center 

The role of the primary Regional Hospital Coordination Center (RHCC) is to receive and to disseminate emergency information throughout the region. The RHCC will act as the coordination point for near southwest regional hospitals. Once activated, the center will remain open twenty-four hours-a-day, seven-days-a-week until emergency response and coordination between hospitals is no longer required, and it is deactivated. The RHCC will be the staging and distribution area for medical supplies and pharmaceuticals used by hospitals in the region.

Contacting the RHCC:  Call  1-888-377-7628

Calling this toll-free telephone number will allow the caller to request activation of the REOP and the RHCC. The caller must give the Dispatcher as much information as possible about the emergency, as well as a contact person and call-back number.

The center will be opened in the event of any one of the following occurrences:

· Whenever the federal terror alert status is elevated to red.

· In the event of a significant regional, state, or national emergency having the potential to significantly impact regional hospital function.

· At the request of any regional hospital requesting support to assist with hospital response to a local emergency.

· At the direction of the Hospital Preparedness Coordinator, WVEMS Executive Director, the Alliance Chair, or the VDH District Director.

· During drills of the hospital regional response system.

Responsibilities – Prior to an event:

· Identify and maintain a list of individuals to staff the RHCC.

· Develop operational procedures.

· Provide necessary training; understand emergency responsibilities.

· Inventory and maintain appropriate equipment, forms, and office supplies.

· Participate in regional and statewide drills.

Responsibilities – During an event (in no particular order):

· Activate (open) regional coordinating center for declared emergencies:

     
- Regions to identify causes for regional activation; 


- When notified by VDH of state emergency.

· Notify VDH of activation of regional emergency plan or coordinating center.

· Notify and activate personnel and teams according to procedures established by the regional planning committee.

· Establish communications between the command center and each regional hospital.

· Access the “EM System” for resource tracking.

· Disseminate appropriate information from governmental, public health, and public safety agencies to individual hospitals.

· Identify and maintain a list of current hospital needs and location of resources during an emergency.

· Assist with the transportation of medications, equipment, personnel, and patients to hospitals within the region.

· Locate resources required by regional hospitals responding to the emergency.

· Maintain documentation of hospital coordination and response.

· Coordinate diversion status/patient distribution within region.

· Disseminate information from VDH to hospitals.

· Provide regional situation reports to VDH during emergency.

· Maintain a 24-hour point of contact.

· Coordinate regional sharing of resources during emergencies based on guidelines developed in regional plan.

Note: VDH will coordinate allocation and distribution of state and federal resources.

Staffing


The RHCC will be activated initially utilizing a core group of trained individuals. Staffing will increase commensurate with the needs of the incident. The core group will consist of personnel familiar with the facility, transportation, communications, information technology, an incident commander, an RHCC manager, and a representative of VDH (if possible). It will open initially using staff support from the Primary or Alternate Coordinating Centers. In a prolonged emergency, Regional Hospitals may provide additional support.

Command Structure

The RHCC will function initially using the basic Incident Command System (ICS). The expanded ICS/IMS (Incident Management System) or the National Incident Management System (NIMS) will be implemented in large-scale incidents involving multi-jurisdictional agencies (state and federal). See Tabs A1 and A2.

Supplies 

Supplies and equipment will be pre-positioned by the Hospital Preparedness Coordinator. Infrastructure improvements to enhance the capabilities of the CPTS facility have been made and will continue to be evaluated. Office supplies, prescribed forms, and supporting documents will also be pre-positioned in an amount sufficient to serve the incident command staff in a protracted incident. Food, drink, personal hygiene, and convenience supplies will also be similarly pre-positioned at the CPTS facility; all pre-positioned inventory and supplies will be inventoried and secured to assure their availability.
Minimum Equipment and Capabilities

At a minimum, RHCC and Alternate sites should have the following equipment and capabilities:

· Safe, secure location (isolated if possible)

· Full array of communications equipment, including: compatible radio communications for emergency and transportation services; telephone services (preferably with proprietary switching equipment); computers with dedicated Internet access; and emergency amateur radio compatibility; and television with cable feed for news and weather.

· Lavatory/bathroom facilities.

· Sleeping quarters.

· Kitchen.

Mobile Regional Hospital Coordination Center (M-RHCC) / 
Mobile Interoperable Communications (MIC)

A mobile operations and communications center in the form of a transportable trailer is available to serve this function and/or as an alternate Regional Hospital Coordination Center. The trailer and its tow-vehicle will be stationed in Lynchburg at the Lynchburg General Hospital in Lynchburg, VA. It may be pre-positioned at any secure, accessible location within the region. The “MIC” will be maintained operational at all times for immediate deployment. The MIC’s purpose and capabilities include: interoperable communications; mobility; emergency power generation; rehabilitation; incident command; and education and training. 

· Act as primary RHCC in the event that the designated Primary RHCC cannot be contacted or is rendered inoperable.

· Assist the Primary RHCC with dissemination of information and staffing, if necessary.

· Roles and responsibilities are the same as Primary Regional Hospital Coordination Center.

· Keep “EM System” resource-tracking program current.

· It may be necessary to utilize an established Emergency Operations Center (RHCC) in a neighboring jurisdiction that is in an unaffected area apart from the disaster.

Regional Hospital

A regional hospital is any hospital maintaining a 24-hour emergency department within the Near Southwest Region and delivering patient care to the general public.

Responsibilities:

· Participate in the regional hospital disaster planning process.

· Maintain necessary training, equipment, medications, and standards described in the plan.

· Keep “EM System” resource-tracking program current.

· In the event of a disaster, follow the procedures outlined in the plan.

· Receive and respond to information from Primary or Alternate RHCC during a disaster.

· Participate in collecting and maintaining information on availability of equipment and supplies.

· Provide periodic information updates to Primary RHCC during a disaster.  

· Provide information regarding the status of the event in the area of the hospital.

· Provide information regarding current individual hospital capabilities and needs.

· Assist with staffing of the RHCC during prolonged events.  

Administration and Logistics

Daily operations and administration are the responsibility of the Hospital Preparedness Coordinator. Office space is provided at the WVEMS Council headquarters at 3229 Brandon Avenue, Roanoke, VA 24018, and administrative support is provided. In the absence of the Hospital Preparedness Coordinator, the Executive Director of WVEMS holds concurrent administrative duties. All financial and other records will be kept at this location.

During emergencies, the Hospital Preparedness Coordinator, the WVEMS Executive Director, or the Alliance Chair may establish an emergency operations center at the RHCC or another appropriate location. 

The Alliance has entered into written agreements with [15] hospitals in the region in support of its mission to establish a regional emergency preparedness infrastructure for healthcare institutions. These Memorandums of Understanding (MOUs) commit the Alliance and the hospitals to establishing and maintaining this infrastructure as a part of a statewide emergency preparedness infrastructure for healthcare institutions. 

The Alliance is also committed to fostering collaborative planning efforts between medical care facilities and local emergency response agencies within the region. The Alliance will also work closely with the Virginia Department of Health (VDH), the Virginia Department of Emergency Management (VDEM), and other state and federal agencies to accomplish its mission.

The Alliance and its partners will participate in regional HRSA funds budgeting process using hospital budget forms. They will also comply with state and VHHA funding and record-keeping requirements, as well as maintain current organizational information on the VHHA-EM web site. 

Hospitals will maintain current resource and contact information on the WVEMS website (Hospital Preparedness Information System at https://www.rke.vaems.org/hospitals 

/default.asp) for quick reference and for planning purposes. They will also maintain current status information on the “EM System” (http://www.vhha-em.com/ ), an Internet-based tracking system customized for Virginia healthcare facilities. 

Integration With Other Plans

The Alliance Emergency Operations Plan is designed to be similar in format and compatible with individual hospital EOP’s and those of the state and municipalities in Virginia and the federal government. Provisions in established plans, which may conflict with this plan, shall take precedence over provisions of this plan. 

Exercises and Training

Exercises and training will be utilized to evaluate the validity and effectiveness of this plan. At least annually, each facility will conduct a drill exercising at least one part of this plan as “refresher” training. At least biannually, there shall be a regional drill that offers every participating facility an opportunity to exercise this plan and their part in it. The Coordinator will develop these plans in conjunction with all participating facilities. Any or all exercises can be combined with other required drills or training. 

Annual training exercises may be partially or fully simulated, such as “table-top” or scenario based training. Biannual training exercises should be broad in scale and realistically portrayed in real time. Expenses for training may be grant-funded, but in the absence of such funding, expenses will be born by participating facilities.

A critical evaluation must be conducted after each training exercise, and evaluation reports returned to all participants. These evaluations will be used to validate the plan, to discover its deficiencies, and to make improvements. 

Plan Development and Maintenance

Plan revision shall be a continuous process. Constituents shall continually advise the Hospital Preparedness Coordinator of any changes in their emergency plans, operations, or staff that may affect this plan. The Coordinator will make changes as needed to keep the plan current. A full review of all information shall be conducted by the Coordinator at least annually. At least every three years, the entire REOP shall be reviewed and re-adopted by the Alliance. 

Authorities and References

The original impetus of the plan is a homeland security type grants program initiated by the U. S. Department of Health and Human Services and the Health Resources and Services Administration (HRSA) to upgrade the preparedness of the Nation’s health care system to respond to bioterrorism, other outbreaks of infectious disease, and other public health threats and emergencies. The need to define the relationships between hospitals during an emergency or disaster, and to enhance and improve their coordination and response capabilities was especially recognized since September 11, 2001. 

The Near Southwest Preparedness Alliance was established as an ad-hoc committee for some months after which it became a standing committee under the auspices of the Western Virginia EMS Council, which is headquartered in Roanoke, VA. 

Although there is no legal mandate for accomplishing its mission, all actions taken under this plan shall be in compliance with federal, state, and local employment and emergency management requirements and regulations. 

Definitions

Aerosol – Fine liquid or solid particles suspended in a gas, for example, fog or smoke.

Biological Agents – Living organisms or the materials derived from them that cause disease in or harm to humans, animals, or plants or cause deterioration of material. Biological agents may be used as liquid droplets, aerosols, or dry powders. 

Chemical Agent – A chemical substance that is intended to kill, seriously injure, or incapacitate pREOPle through physiological effects. Generally separated by severity of effect: lethal, blister, and incapacitating. 

Consequence Management – Measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism. State and local governments exercise primary authority to respond to the consequences of terrorism. (Source: FRP Terrorism Incident Annex, page TI-2, April 1999). The Federal Emergency Management Agency (FEMA) has been designated the Lead Federal Agency (LFA) for consequence management to ensure that the Federal Response Plan is adequate to respond to terrorism. Additionally, FEMA supports the Federal Bureau of Investigation (FBI) in crisis management. 

Crisis Management – This is the law enforcement aspect of an incident that involves measures to identify, acquire, and plan the resources needed to anticipate, prevent, and/or resolve a threat of terrorism. The FBI is the LFA for crisis management for such an incident. (Source: FBI) During crisis management, the FBI coordinates closely with local law enforcement authorities to provide successful law enforcement resolution to the incident. The FBI also coordinates with other Federal authorities, including FEMA. (Source: FRP Terrorism Incident Annex, April 1999)

Decontamination – The process of making pREOPle, objects, or areas safe by absorbing, destroying, neutralizing, making harmless, or removing the HazMat.

Emergency operations plan 

Federal Response Plan (FRP) – The FRP establishes a process and structure for the systematic, coordinated, and effective delivery of Federal assistance to address the consequences of any major disaster or emergency declared under the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (42 U.S. Code [USC], et seq.). The FRP Terrorism Incident Annex defines the organizational structures used to coordinate crisis management with consequence management. (Source: FRP Terrorism Incident Annex, April 1999)

Lead Agency – The Federal department or agency assigned lead responsibility under U.S. law to manage and coordinate the Federal response in a specific functional area. The FBI is the lead agency for crisis management and FEMA is the lead agency for consequence management. Lead agencies support the overall Lead Federal Agency (LFA) during all phases of the response.

Lead Federal Agency (LFA) – The agency designated by the President to lead and coordinate the overall Federal response is referred to as the LFA and is determined by the type of emergency. In general, an LFA establishes operational structures and procedures to assemble and work with agencies providing direct support to the LFA in order to provide an initial assessment of the situation, develop an action plan, monitor and update operational priorities, and ensure each agency exercises its concurrent and distinct authorities under U.S. law and supports the LFA in carrying out the President’s relevant policy. Specific responsibilities of an LFA vary according to the agency’s unique statutory authorities.

Mitigation – Those actions (including threat and vulnerability assessments) taken to reduce the exposure to and detrimental effects of a WMD incident.

Non-persistent Agent – An agent that, upon release, loses its ability to cause casualties after 10 to 15 minutes. It has a high evaporation rate, is lighter than air, and will disperse rapidly. It is considered to be a short-term hazard; however, in small, unventilated areas, the agent will be more persistent.

Persistent Agent – An agent that, upon release, retains its casualty-producing effects for an extended period of time, usually anywhere from 30 minutes to several days. A persistent agent usually has a low evaporation rate and its vapor is heavier than air; therefore, its vapor cloud tends to hug the ground. It is considered to be a long-term hazard. Although inhalation hazards are still a concern, extreme caution should be taken to avoid skin contact as well.

Plume – Airborne material spreading from a particular source; the dispersal of particles, gases, vapors, and aerosols into the atmosphere.

Preparedness – Establishing the plans, training, exercises, and resources necessary to achieve readiness for all hazards, including WMD incidents.

Radiation – High-energy particles or gamma rays that are emitted by an atom as the substance undergoes radioactive decay. Particles can be either charged alpha or beta particles or neutral neutron or gamma rays.
Recovery – Recovery, in this document, includes all types of emergency actions dedicated to the continued protection of the public or promoting the resumption of normal activities in the affected area.

Response – Executing the plan and resources identified to perform those duties and services to preserve and protect life and property as well as provide services to the surviving population.

State RHCC – 

Terrorism – The unlawful use of force or violence against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in furtherance of political or social objectives. Domestic terrorism involves groups or individuals who are based and operate entirely within the United States and U.S. territories without foreign direction and whose acts are directed at elements of the U.S. government or population.

Toxicity – A measure of the harmful effects produced by a given amount of a toxin on a living organism. 

Weapons-Grade Material – Nuclear material considered most suitable for a nuclear weapon. It usually connotes uranium enriched to above 90 percent uranium-235 or plutonium with greater than about 90 percent plutonium-239.

Weapons of Mass Destruction – Any explosive, incendiary, or poison gas, bomb, grenade, rocket having a propellant charge of more than 4 ounces, or a missile having an explosive incendiary charge of more than 0.25 ounce, or mine or device similar to the above; poison gas; weapon involving a disease organism; or weapon that is designed to release radiation or radioactivity at a level dangerous to human life. (Source: 18 USC 2332a as referenced in 18 USC 921)

Glossary of Acronyms

ACC ……………….. Alternate Care Center

ARES
…………….. Amateur Radio Emergency Service

DMAT ……………. Disaster Medical Assistance Team

DMORT ………….. Disaster Mortuary Operations Team

EAS ………………  Emergency Alert System

RHCC ………………  Emergency Operations Center

FEMA …………….  Federal Emergency Management Agency

GIS ……………….. Geographic Information System

HAN ……………… Health Alert Network

HEICS ……………. Hospital Incident Command System

HAZ-MAT ………… Hazardous Material

HRSA ……………... Health Resources and Services Administration

IC …………………  Incident Commander

ICS/IMS ………….  Incident Command System/Incident Management System

IFLOWS …………. Integrated Flood Observing and Warning System

MEDEVAC ………  Medical Evacuation

MOU ……………... Memorandum of Understanding

MSDS
 ……………. Material Safety Data Sheets

NEHC ………………Neighborhood Emergency Help Center

NIMS ………………National Incident Management System

NSPA ……….......... Near Southwest Preparedness Alliance

OEMS …………….. Office of Emergency Medical Services

RACES ………….. Radio Amateur Civil Emergency Services

REOP ………………Regional Emergency Operations Plan

RHCC ……………  Regional Hospital Command Center

SOP ……………… Standard Operating Procedures

US DHHS ………… United States Department of Health and Human Services

VHHA …………….. Virginia Hospital and Healthcare Association 

VDEM …………….  Virginia Department of Emergency Management

VDEM
 …………… Virginia Department of Emergency Management

WVEMS …………... Western Virginia Emergency Medical Services

Core Functions

The following functional annexes include more specific information and direction with a focus on operations. Each annex is devoted to an operational area emphasizing tasks, actions, and responsibilities that will ensure an effective response in preparing for and managing an emergency. Policies, processes, roles, and responsibilities inherent in these functional areas before, during, and after an emergency should be clearly defined and described. Generic information that may be applied to an “all-hazard” approach is included, as well as more specific information. These functional annexes will expound upon and complete the Basic Plan.

Functional Annex A: Direction and Control

PURPOSE

This section provides overview information on the means used to direct and control Alliance Activities essential to saving lives and protecting property, especially hospitals and their functions.

When there is no emergency, the purpose is to plan and assign emergency duties and responsibilities, direct planning, conduct training, and generally to maintain an effective emergency response capability.

In time of emergency, the purpose is to direct and control emergency operations, assure the implementation of actions as called for in this plan, disseminate emergency information to the public, and coordinate with the State Emergency Operations Center should outside assistance be required.

ORGANIZATION

This REOP may be activated by the Hospital Preparedness Coordinator, the WVEMS Council Executive Director, the Alliance Chair, or a Virginia Department of Health District Director. If a state or local emergency is declared by state or local officials, this REOP will become activated and the RHCC will be staffed and made operational. Deactivation of this REOP may only be authorized by the Hospital Preparedness Coordinator, the WVEMS Council Executive Director, or the Alliance Chair. 

CONCEPT OF OPERATIONS

During normal operations, each facility will operate as usual. When a disaster is declared or this emergency operations plan is activated for any reason, the provisions of this plan will be incorporated into existing facility emergency plans.

The Virginia Department of Health provides epidemiological surveillance and control measures, emergency planning and training, and medical and mortuary support, among other services. VDH shall also be responsible for disseminating state and federal resources in the region, and shall function as liaison to state and federal agencies. 

Under this plan, hospitals in the region can combine and coordinate their capabilities and resources to respond to a large-scale emergency occurring in the region. They may also respond to requests from other regions in the state under prearranged agreements. Teams of health care providers from multiple disciplines will be maintained at each facility, and these teams will join other teams as required and dictated by the emergency that occurs. If the disaster is expected, teams will be notified and put on standby. If the disaster is unexpected (sudden onset), teams will be notified when and where to respond; specific resources will be requested. 

Special-function equipment and personal protective equipment that is staged in multiple locations around the region will be requested or relocated as needed. Pharmaceutical caches that are staged in multiple locations around the region will likewise be utilized and transported to areas of need by any available, secure means. 

A “partial response” will occur when the emergency is defined and limited resources are being requested. The Regional Hospital Coordinating Center (RHCC) will be made operational, but with minimal staffing. A “full response” will occur when the emergency is widespread or large-scale and undefined, but it is certain that all available resources may be needed. The RHCC will be made operational with full staffing. 

Keeping records for expenses and resources expended is a vital function of response. All RHCC activities, requests, and actions in response to requests shall be recorded on forms developed for that purpose, including the time of personnel involved. Record-keeping is considered a vital function for eventual evaluation of the incident, and the response to it, and for reimbursement whenever possible. 

When the critical phase of an emergency has passed, participating facilities will take measures to return to normal operations at their earliest convenience. Steps will be taken to deactivate the RHCC and return CPTS to normal operations. 

Records must be compiled and submitted for reimbursement. A debriefing and evaluation of emergency operations will be conducted as soon as practicable after an emergency; the results of which will be used to improve operations.

Emergency Operations Center

Emergency operations will be directed and controlled from the Regional Hospital Coordinating Center (RHCC) located in the Carilion Patient Transportation Services (CPTS) building at 431 McClanahan Avenue, Roanoke, VA. The alternate RHCC is located at Lynchburg General Hospital. The RHCC staff will consist of the Hospital Preparedness Coordinator, the Alliance Chair, the WVEMS Executive Director, the Hospital Preparedness Trainer, radio dispatchers, building maintenance personnel, information technology personnel, a CPTS supervisor, a representative of VDH, and other key personnel, or their designated representatives, depending upon the emergency. 

Support personnel to assist with communications, logistics, and administration will also be designated as necessary. A recorder, message clerk, and other support personnel may be utilized as required in order to relieve the decision-making group of handling messages, maintaining logs, placing maps, etc. [Procedures for these support operations should be established and maintained.]  Suggested forms are included in the Tabs following this Annex. An RHCC wall map should be prepared and be readily accessible. A separate “Reports Section” should also be established as an adjunct to the RHCC staff.

While CPTS will be called on, if necessary, for transportation of patients, pharmaceuticals, materials and supplies, or personnel; efforts will also be made to allow CPTS to operate as normally as possible. 

Each hospital must maintain current notification rosters, staff a communications center, designate a RHCC liaison, establish procedures for reporting appropriate emergency information, develop mutual aid agreements with like services in adjacent localities, and provide ongoing training to maintain emergency response capabilities. 

EMERGENCY MANAGEMENT ACTIONS FOR THE ALLIANCE

1. Normal Operation

a. Maintain this REOP with current and usable information.

b. Maintain a continuous planning effort for the four phases of the emergency management process.

c. Build understanding and acceptance for the REOP throughout the region.

d. Maintain a mutually beneficial working relationship with VDH.

e. Establish and maintain the RHCC; develop policies and procedures for the RHCC; equip the RHCC with emergency supplies and equipment.

2. Increased Readiness

a. Notify all key personnel of the potential emergency; determine their location and availability.

b. Notify the CPTS/RHCC of the potential emergency; inventory/check emergency supplies and equipment.

3. Emergency Operations

a. Activate RHCC; notify all key personnel to report to the RHCC.

b. Contact VDH emergency personnel, State RHCC, local RHCC, and all regional hospitals.

c. Develop baseline information for available resources.

d. Determine the area of the region that is affected by the emergency.

e. Determine status of all hospitals in the region and of facilities designated for surge capacity.

f. Consider pre-positioning pharmaceuticals or other resources in or near the affected area. 

g. Determine the status of regional medical response teams.

4. Recovery

a. Determine status of resources and facilities.

b. Facilitate normal operations for all affected facilities, where necessary/possible.

c. Collect and compile operational and financial records.

d. Replace emergency management equipment and supplies expended during the emergency.

Tab A1: RHCC Emergency Organizational Chart and Call List 
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Organizational Chart for the Alliance and Succession of Authority

RHCC Incident Command will be initially established by the on-duty CPTS communications supervisor at the time of a request for assistance. CPTS communications personnel will utilize an established call list to notify NSPA staff, and others, to respond to the request. 
The organizational chart/succession of authority and call list are as follows:



Regional Hospital Coordination Center Call List
	Name
	Office Phone
	Cell Phone
	Nextel PTT
	Pager

	Morris Reece, 
Hosp Prep Coordinator
	540-342-2734
	540-400-1144
	187*50*1286
	

	David Chaplin, 

Hosp Prep Trainer
	540-342-2734
	540-400-1138
	187*50*932
	540-580-9307

	Dr. Carol Gilbert, NSPA Chairperson
	540-981-7539
	540-400-1142
	187*50*1284
	

	Rob Logan, 

WVEMS Exec Dir
	540-342-2734
	540-400-1243
	187*50*1323
	

	Kester Dingus
	540-342-2734
	540-400-1143
	187*50*1285
	

	Michael Loos
	
	
	
	

	Bonnie Turner
	
	
	
	

	Dr. Walter Beverly
	
	
	
	

	David Linkous
	
	
	
	

	Charles Law
	
	
	
	

	David Riddle
	
	
	
	

	Linda Sokos
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Tab A2: Incident Command System / Expanded ICS

In order to enhance on-scene control of emergencies, there is a need to have an incident management system in place that provides a standardized organizational framework that emergency responders can quickly recognize and adapt to. An incident management system must provide the necessary tools to effectively manage and efficiently coordinate local and regional resources utilizing common terminology and standard operating procedures.

An acceptable Incident Management System (IMS) must be sufficiently flexible to enable rapid grouping of emergency response forces and integrate multiple disciplines into one functional organization that has the flexibility to adapt to and meet the demands of any emergency or disaster situation involving one or more jurisdictions. The strength and effectiveness of such a system must be based upon written procedures that reflect policies and provide incident management with standardized and effective response strategies to diverse emergency situations that vary in terms of their size, scope, and nature of the hazard(s), which they pose to the community. The procedures, which will be implemented routinely to address any given situation, can also be used as a training tool for staff and emergency response personnel, as well as provide a baseline for assessments and critiques of emergency operations following an actual incident or training exercise to test the plan.

The U.S Department of Homeland Security has adopted the National Incident Management System (NIMS) to be used in all emergencies. This management system is comprised of five functions: command, operations, planning, logistics, and administration/finance. An Incident Commander (IC) is responsible for ensuring that all of the above functions effectively work in a coordinated manner to fulfill the established objectives and overall management strategies that were defined for the emergency situation. This system has been proven nationally to be easily adapted to a variety of situations, while allowing the Incident Commander to effectively maintain a continuous and reasonable span of control and operational efficiency throughout the emergency.

Incidents that involve multiple jurisdictions will be managed under a unified command management structure composed of individuals designated by their jurisdictions (or by their departments, if from a single jurisdiction). These individuals are jointly responsible for the development of priorities, strategy, and objectives to effectively address the emergency. All agencies involved in the emergency response report to one Incident Commander at one Incident Command Post and follow one Incident Action Plan similar to a single command structure. Also, as in a single command structure, the Command Operations Section Chief, who is assigned by the Unified Command, will be responsible for the implementation of a jointly prepared Incident Action Plan (IAP).

Basic National Incident Management System Scheme (NIMS)


Basic Unified Incident Command Structure




Tab A3: Hospital Emergency Incident Command System (HEICS)

The Incident Command System (ICS) was developed in the early 1970’s by the fire service in order to allow fire agencies to respond to emergencies in an efficient, coordinated manner. Since its development, ICS has evolved into an “all-risk” system that can be utilized for all types of fire and non-fire emergencies. The Hospital 

Emergency Incident Command System (HEICS) is based on ICS, and over the years,

HEICS has been adapted for use by many health care facilities. A feature of this system is the task-oriented Job Action Sheets (job descriptions) that inform those who participate in an emergency what they should do, when they should do it, and whom they will report to after the job is complete. On review of the defined job descriptions included in the HEICS, there is no Job Action Sheet for the ICP or the Hospital Epidemiologist (HE). It is essential that these two positions be identified in HEICS if the bioterrorism response plan is to be successfully integrated into the existing emergency management plan. 

Some of the tasks that may be assigned to the ICP or HE include:

Providing initial notification of the local health department;

Communicating with the local health department as the number of victims increase or the number of patients exceed the number of available resources (staffing and beds);

Estimating the number of victims likely to require health care in a bioterrorist event;

Coordinating hospital admissions of patients who require isolation (smallpox, plague, and viral hemorrhagic fever);

Coordinating hospital discharge of patients currently in negative pressure rooms with non-bioterrorist related infectious diseases such as tuberculosis;

Determining the need for additional personal protective equipment including N-95 respirators;

Communicating information to staff, visitors, current patients, and the media;

Coordinating the procurement of additional life support equipment such as adult, pediatric, and neonate respirators;

Coordinating the procurement of antibiotics and antitoxins;

Briefing the Incident Commander;

Developing the incident status report; and

Participating in scheduled meetings.
HEICS can be found on the Internet at: http://www.emsa.cahwnet.gov/Dms2/download.htm 
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COOPERATIVE HEALTHCARE ORGANIZATIONS

COMMAND STRUCTURE PHONE LIST

Organization: 
   Date: _________________

	Role
	Name
	Phone #

	Incident Commander
	
	

	Public Information Officer
	
	

	Liaison Officer
	
	

	Safety and Security Officer
	
	

	Logistics Section Chief
	
	

	Facility Unit Leader
	
	

	Damage Assessment and Control Officer
	
	

	Sanitation Systems Officer
	
	

	Communication Unit Leader
	
	

	Transportation Unit Leader
	
	

	Materials Supply Unit Leader
	
	

	Nutritional Supply Unit Leader
	
	

	Planning Section Chief
	
	

	Situation - Status Unit Leader
	
	

	Labor Pool Unit Leader
	
	

	Medical Staff Unit Leader
	
	

	Nursing Unit Leader
	
	

	Patient Tracking Officer
	
	

	Patient Information Officer
	
	

	Finance Section Chief
	
	

	Time Unit Leader
	
	

	Procurement Unit Leader
	
	

	Claims Unit Leader
	
	

	Cost Unit Leader
	
	

	Operations Section Chief
	
	

	Medical Staff Director
	
	

	Medical Care Director
	
	

	Inpatient Areas Supervisor
	
	

	Surgical Services Unit Leader
	
	

	Maternal Child Unit Leader
	
	

	Critical Care Unit Leader
	
	

	General Nursing Unit Leader
	
	

	Outpatient Services Unit Leader
	
	

	Treatment Areas Supervisor
	
	

	Triage Unit Leader
	
	

	Immediate Treatment Unit Leader
	
	

	Delayed Treatment Unit Leader
	
	

	Minor Treatment Unit Leader
	
	

	Discharge Unit Leader
	
	

	Morgue Unit Leader
	
	

	Ancillary Services Director
	
	

	Laboratory Unit Leader
	
	

	Radiology/Imaging Unit Leader
	
	

	Pharmacy Unit Leader
	
	

	Cardiopulmonary Unit Leader
	
	

	Human Services Director
	
	

	Staff Support Unit Leader
	
	

	Psychological Support Unit Leader
	
	

	Dependent Care Unit Leader
	
	

	
	
	


Tab A4: Regional Alliance Matrix of Responsibilities

	 = Primary Responsibility

 = Secondary or Support   

       Responsibility
	Hospital Preparedness Coordinator
	WVEMS Executive Director
	Alliance Chair
	Hospital Preparedness Trainer
	Virginia Dept of Health
	CPTS Emergency Communications
	Carilion Patient Transportation System 
	Hospitals
	American Red Cross
	Blue Ridge Mental Health Services
	Amateur Radio Services

	Direction and Control
	
	
	
	
	
	
	
	
	
	
	

	RHCC Management
	
	
	
	
	
	
	
	
	
	
	

	PIO / Emergency Public Info
	
	
	
	
	
	
	
	
	
	
	

	Transportation
	
	
	
	
	
	
	
	
	
	
	

	Communications
	
	
	
	
	
	
	
	
	
	
	

	Liaison with State & Federal Agencies
	
	
	
	
	
	
	
	
	
	
	

	Warning and Alert
	
	
	
	
	
	
	
	
	
	
	

	Fire & EMS Departments
	
	
	
	
	
	
	
	
	
	
	

	Hospital Evacuation
	
	
	
	
	
	
	
	
	
	
	

	Hospitals
	
	
	
	
	
	
	
	
	
	
	

	Building Maintenance
	
	
	
	
	
	
	
	
	
	
	

	Damage Assessment
	
	
	
	
	
	
	
	
	
	
	

	Resources and Supply
	
	
	
	
	
	
	
	
	
	
	

	Medical Admin & Personnel
	
	
	
	
	
	
	
	
	
	
	

	Mortuary Services
	
	
	
	
	
	
	
	
	
	
	

	Resources / Donations
	
	
	
	
	
	
	
	
	
	
	

	Public Assistance Reporting
	
	
	
	
	
	
	
	
	
	
	

	Purchasing & Finance
	
	
	
	
	
	
	
	
	
	
	

	Record-keeping 
	
	
	
	
	
	
	
	
	
	
	

	RHCC Security and Feeding
	
	
	
	
	
	
	
	
	
	
	

	Crisis Counseling Services
	
	
	
	
	
	
	
	
	
	
	

	Community Mental Health Services
	
	
	
	
	
	
	
	
	
	
	

	Weather Monitoring
	
	
	
	
	
	
	
	
	
	
	


Tab A5: Emergency Operations Center "Standard Operating Procedures"

PURPOSE OF THE RHCC
Direction, control, coordination, and answering requests for assistance are essential functions of the RHCC-EOC. Emergencies, whether natural, technological, or acts of war or terrorism, can place extraordinary strains on healthcare providers at all levels. Demand for service escalates, while the ability to deliver diminishes. Special skills, equipment and facilities are needed, or additional resources must be found. These requirements create a need for hospitals to direct and control their respective departments under the most adverse circumstances.  A centralized coordinating center designed to address these challenges can lessen the burden on already stressed healthcare facilities. By combining and coordinating resources in our region, we can enjoy a more vital and capable healthcare delivery system with a higher level of patient care during a large-scale emergency.

Managing hospitals and healthcare facilities on a daily basis is not the same as during an emergency. The number and nature of problems differ greatly from those in normal operations. To gather information during an emergency, make decisions and direct necessary actions requires close coordination between key officials. Such coordination is best obtained when these officials and key support staff are located near each other, preferably in the same facility, and have direct lines of communication.

Notification

In a fast moving emergency that provides little if any preparation time, the CPTS communications center will assist the Hospital Preparedness Coordinator in alerting RHCC personnel. In emergencies that allow for a build-up of RHCC personnel over a period of time, the Hospital Preparedness Coordinator will be responsible for alerting RHCC staff personnel.

OPERATIONAL PROCEDURES
A.
Opening and Activation - RHCC operations may be organized based upon the nature and scope of an emergency. Upon an initial call for assistance to open the RHCC, the on-duty CPTS Communications Shift Supervisor will be the Incident Commander. The Supervisor will notify the Hospital Preparedness Coordinator of the request as soon as possible. If the HPC is not available, the supplied Call List will be utilized. The Hospital  Preparedness Coordinator, or his designee, will determine staffing and operational requirements for RHCC operations. RHCC staff is responsible for establishing EOC operations. 

B.
Communications Equipment 

1.
Telephones, fax machines, computers with Internet connection, and cable television are located in the RHCC at CPTS. A copy machine will also be set-up in the RHCC.

2.
Radios will be assigned as necessary. The CPTS Dispatch Center will manage and assist with radios and radio traffic. 

3.
Amateur Radio assistance will be requested as needed which will be housed in the Dispatch Center, and will only be operated by authorized licensed amateur radio operators.

4.
Displays, Maps and Charts
 The RHCC may utilize some or all of the following materials based upon emergency conditions. Various maps, charts, permanent displays for status and shelters will be stored in the RHCC cabinets.

a.
Situation Board

b.
Damage Assessment Board

c.
Regional Map

d.
Weather Map

e.
Shelter Status Board

f.
Transportation Chart

g.
Other

5.
Equipment and Supplies

Sufficient supplies will be stored in a cabinet in the RHCC for initial operations. Prepared forms and vital documents will also be available on-site at all times.

C.
Security and Sign-In - RHCC security and sign-in procedures shall be implemented based upon the nature and extent of operations.   

D.
Shift Scheduling - Personnel should be prepared to provide around-the-clock staffing of the RHCC. As such, they should prepare appropriate scheduling for this operation. Extended operations will typically include 12-hour shift-work. 

E.
Reports - Reports and forms to facilitate communications within the RHCC have been developed and will be utilized based upon the nature of operational conditions. These forms can be found in the Tabs of this Annex.

F.
Logistical Considerations - Based upon the nature and scope of the emergency, various logistical arrangements will be made to complement the operations of the RHCC. These arrangements may include additional office space, access to office equipment and sleeping arrangements.

G.
Food - Arrangements for feeding personnel will be made based upon available time and scope of the emergency.  

TERMINATION OF RHCC OPERATIONS 
Only the Hospital Preparedness Coordinator, Alliance Chair, or WVEMS Executive Director may approve the termination of RHCC operations upon conditions that the RHCC is no longer serving its intended purpose.

COMMUNICATIONS PROCEDURES
A.
The Incident Commander and RHCC Manager will control all official flow of information for the emergency.

B.
The nature and flow of communications for the RHCC will be determined to a great extent by the emergency. The staff will be charged with ensuring a flow of information in the RHCC to complement operations.

C.
The RHCC and hospitals will maintain communications with each other as the emergency develops. Hospital status will be maintained on the “EM System” [https://www.emsystem.com/ ] on a frequent, periodic basis (to be established at the time).

D.
Forms will be provided for proper documentation of emergency information during incidents. Forms will be collected and collated upon deactivation of the RHCC.

The CPTS Communications Center is a 24-hour operation, which handles incoming calls for emergency services. All message traffic is tape recorded and logged. Dispatchers notify the Hospital Preparedness Coordinator, and others, in the event of a large-scale emergency or disaster.

The primary RHCC will be operational upon official notification or alert. Staffing will be determined by the incident and the Hospital Preparedness Coordinator or Incident Commander. The Coordinator or his designee will ensure the operational capability of the RHCC by providing adequate working space and materials for each member of the RHCC staff. Wall maps and a status boards with damage assessment information will also be provided. The Message Clerk will begin an official log and begin to process and monitor all emergency message traffic.  

Also, when the RHCC becomes operational, a CPTS Dispatcher will be assigned if necessary to assure adequate communications. Multiple telephone lines will be available in the RHCC. If necessary, a licensed RACES operator will be designated to man the radio in the RHCC. 

An operations log must be maintained. Suggested procedures for handling messages are outlined in this section. Periodic briefings should be provided to the RHCC staff. A status board with hospital and incident information should be displayed. 

The Hospital Preparedness Coordinator and the RHCC Manager will direct and control all emergency and RHCC operations. The succession of authority for all key positions is listed in the Basic Plan and Tab A1. The status of the alternate RHCC should be established. 

Regional Hospital Command Center

RHCC LAYOUT


Regional Hospital Command Center

RHCC STAFFING
Skeletal Staffing

Incident Commander

Operations Sector Commander

Dispatchers / Communications Officer

Message Clerk

Partial Staffing   (Skeletal Staffing plus …) 

RHCC Manager

Logistics Sector Commander

CPTS Supervisor

Select agency representatives as required by the incident

Full Staffing

Incident Commander

Operations Sector Commander

Logistics Sector Commander

Planning Sector Commander

Finance/Administration Sector Commander

RHCC Manager

Dispatchers / Communications Officer

Health Department Representative

Information Technology Representative

CPTS Supervisor

Message Clerk

Recorder

Security

Select agency representatives as required by the incident

Regional Hospital Command Center

RHCC STAFF SHIFT ASSIGNMENTS











(Circle one.)

LOCATION ___________________________  DATE  ____________  
SHIFT  8 -  12 - hour

	POSITION
	NAME
	TIME IN
	TIME OUT

	Incident Commander
	
	
	

	Operations Sector 
	
	
	

	Logistics Sector
	
	
	

	Planning Sector
	
	
	

	Finance Sector
	
	
	

	Building Maintenance
	
	
	

	Information Technology
	
	
	

	CPTS Supervisor
	
	
	

	VA Dept of Health Rep
	
	
	

	Message Clerk
	
	
	

	Support Personnel
	
	
	

	Support Personnel
	
	
	

	Support Personnel
	
	
	

	Dispatcher
	
	
	

	Dispatcher
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


NOTE:    Shifts may operate in 8 or 12 hour increments.

Regional Hospital Command Center

LOCAL SITUATION REPORT
 (Initial report to be prepared as soon as possible after the emergency 

with updates periodically and when the situation changes in any category.)


Region:        Near Southwest Virginia



Date/Time Report Prepared:_________________     

              

  

Initial Report  
Update  
No Change  
Final



Prepared By:___________________________           Call Back # ______________________ 




         Fax # ________________________


Emergency Type: ______________________________________________________________________________


_____________________________________________________________________________________________


(Natural / Technological / Terrorism + Brief Description.)

Boundaries of Affected Area: 







__________________













___________

 










__________________


(use roads, streams, major landmarks, jurisdictional boundaries etc.)


Local Emergency Declared:    Y / N


Date/Time:__________________________
Location(s): _______________________________________________________________________________________

_________________________________________________________________________________________________

RHCC-RHCC Activated:
  Y / N


Date/Time:___________________________

Number of people in affected area: 

___
Number Evacuated:_____________


Number of hospitals in affected area: __________

Evacuation Directive/Advisory given:     Y / N

Date/Time issued__________________

Shelters Open:    
Y / N
How Many?_______
# of Persons in Shelters:___________

Medevac Status:            Unit ______________
Status ________________

Status of Regional Hospitals:

	
 
	 Status

	Alleghany Regional Hospital
	

	Baptist Hospital - Lynchburg
	

	Bedford Memorial Hospital
	

	Carilion Franklin Memorial Hospital
	

	Carilion Giles Memorial Hospital
	

	Carilion New River Valley Medical Center
	

	Carilion Roanoke Community Hospital
	

	Carilion Roanoke Memorial Hospital
	

	Danville Regional Medical Center
	

	Lewis-Gale Medical Center
	

	Lynchburg General Hospital
	

	Memorial Hospital – Martinsville
	

	Montgomery Regional Hospital
	

	Pulaski Community Hospital
	

	R. J. Reynolds-Patrick County Memorial Hospital
	

	Veteran's Affairs Medical Center - Salem
	


Transportation Status:

	
	Passable
	Impassable

	Interstates
	
	

	Primary Roads
	
	

	Secondary Roads
	
	

	Bridges
	
	

	Rail-Roads
	
	

	Airports/Airfields
	
	


Special Considerations/Problems: _________________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________

Priorities for Response and ongoing activities 

____________________________________





_____






_____




__________











__________












__________











__________











__________
	Regional Hospital Command Center

EMERGENCY INCIDENT MESSAGE FORM


FILL IN ALL INFORMATION

TO (Receiver): ____________________________________________________________

FROM (Sender): ___________________________________________________________

DATE & TIME: ____________________________________________________________

	Priority: (Circle one)           Urgent                   Non-Urgent                    Informational


	Message:

	

	

	

	

	

	


	Received By:
	Time Received:
	Comments:

	Forward To:
	


	Received By:
	Time Received:
	Comments:

	Forward To:
	


	Received By:
	Time Received:
	Comments:

	Forward To:
	


KEEP ALL MESSAGES REQUESTS BRIEF, TO THE POINT AND VERY SPECIFIC.

Original: Receiver         Copy #1: Communications Officer       Copy #2: Sender
Regional Hospital Command Center

MESSAGE LOG
	RHCC:  ___________________________________
Date:  ___________________________

	Message

 No.

(001 to start)
	Time
	Incident / Message
	From
	To

	
	In
	Out
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


SUGGESTED RHCC MESSAGE FLOW

Incident Commander  (IC)               

Direct and control all emergency operations; delegate actions as needed in response to message forms. Receive completed actions and return them to the Message Clerk or Recorder for filing.

Message Clerk

Maintain the official files for the IC -- “Incoming Messages,” “Ongoing Actions,” and “Completed Actions.” Maintain a log of all messages.  Assist the IC in keeping abreast of the status of all actions. 

Receive incoming messages. Record them on RHCC Message form. Enter in message log and make a photocopy if desired. Deliver messages to the Incident Commander.

Notify the party making the original request for assistance of action(s) taken.

Compile and collate official files, messages, and forms.

Other Sector Commanders and Designated Personnel

Receive message/task from the IC. Complete the required action. Make a record of all actions and return message/action confirmation. 




Regional Hospital Command Center

SECURITY SIGN-IN/OUT LOG
	RHCC: ______________________________________________

Visitors and Staff Please Sign in and Out

	DATE
	TIME IN
	NAME
	SECTION/AGENCY
	TIME OUT

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Regional Hospital Command Center

STATUS BOARD
	                   Effective Date and Time:  

	Date/Time
	Hospital Affected
	Event
	Status

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Regional Hospitals

	 Alleghany Regional Hospital
 Baptist Hospital - Lynchburg

 Bedford Memorial Hospital
 Carilion Franklin Memorial Hospital
 Carilion Giles Memorial Hospital
 Carilion New River Valley Medical Center
 Carilion Roanoke Community Hospital
 Carilion Roanoke Memorial Hospital
	 Danville Regional Medical Center
 Lewis-Gale Medical Center
 Lynchburg General Hospital
 Memorial Hospital - Martinsville
 Montgomery Regional Hospital
 Pulaski Community Hospital
 R. J. Reynolds-Patrick County Memorial Hospital
 Veteran's Affairs Medical Center - Salem


Status Description

Diversion Status


- “Open”: unrestricted access to all EMS agencies.

- “Special Diversion”: indicates that specific services are unavailable or are currently being utilized to maximum capacity.  EMS units are advised to transport to another health care facility if possible for patients needing these specific services.

- “Full”: indicates that patient load is utilizing all current emergency department/hospital resources.  EMS units are advised to transport to another health care facility if possible.

- “Closed to Ambulances”: indicates that patient load is utilizing all current emergency department/hospital resources.  EMS units are advised to transport to another health care facility if possible.

- “Saturated”: indicates that patient load is utilizing all current emergency department /hospital resources.  EMS units are advised to transport to another health care facility if possible.

Clinical Status

- “Inactive”: indicates that hospital clinical resources tracking is not being reported at the current time. This could be noted automatically by time i.e. no new info w/in 6 hrs.

- “Active”: indicates that hospital clinical resources tracking is being reported at the current time. Automatically noted by time i.e. updates w/in 6 hrs

- “Emergency Department MCI capabilities”: number and severity of patients   that can be handled on an emergency treatment basis by the facility.  “Red” =   Immediate, “Yellow” = Delayed, “Green” = Minor, “Black” = Deceased

- “Inpatient Bed Capacity”: number and category of patients that can be provided inpatient services. Adult Critical Care, Med/Surg, Psych, Burn, Peds, Peds ICU, Isolation, Negative Pressure

- “Decon Thru put/hr”.: number of patients that can currently be decontaminated in the next hour.

- “Morgue capacity”: number of bodies that can be stored safely at the current time. 

Emergency Operations Status


- “Inactive”: indicates that a hospital has not activated its Emergency Operations Plan

- “Active”: indicates that a hospital has activated its Emergency Operations Plan

- Emergency Operations Center Status

· “Inactive”: indicates that a hospital RHCC is not activated
· “Activated”: indicates that a hospital has staffed its RHCC.
Facility Status


- “Normal”: no conditions exist that adversely affect the general operations of the

              facility.

-  “Compromised”: general operations of the facility have been affected due to damage, operating on emergency backup systems or facility contamination.

- “Evacuating”: indicates that a hospital is in the process of a partial or full evacuation.

- “Closed”: indicates that a hospital is no longer capable of providing services and only emergency services/restoration personnel remain in the facility.

Security Status


- “Normal”: hospital is operating under routine security procedures.

- “Elevated”: hospital has activated increased security procedures due to a threat, or specific security related event i.e. increase in local threat level, infant abduction, VIP, bomb threat.

- “Restricted Access”: based on security needs, a hospital has activated procedures to allow access to the facility through a reduced number of controlled entrances.

- “Lockdown”: based on security needs, a hospital has activated procedures to control entrance and exit of the facility to authorized persons only.

- “Quarantine”: based on a public health emergency, entrance and exit of the facility is    controlled by public health officials.

INCREASED READINESS EMERGENCY CHECKLIST

Normal Conditions
RHCC equipment periodically checked

RHCC materials and supplies stocked

RHCC Callback List Maintained

Arrangements made for logistical support

Crisis Expected
RHCC Callback List reviewed

RHCC Equipment checked

RHCC supplies reviewed

Crisis Imminent
RHCC staff placed on notice

RHCC advised to keep in contact

RHCC equipment set up and checked (computers, phones, radios)

RHCC logistical arrangements made

Crisis Developing
RHCC staff is notified

RHCC functions are staffed

RHCC equipment is activated

Supplies and materials are obtained

Select functions put into operation as needed

Establish communications with all hospitals

Determine status of all hospitals

During the Crisis

RHCC staffed at appropriate level throughout

Request appropriate agency representatives to join staff

Establish and maintain communications with VDH RHCC 

Crisis Termination
RHCC operations reviewed

Scale back staff as appropriate

Required functions identified

Reporting and record-keeping requirements followed 

Notify VDH RHCC of termination

	Regional Hospital Command Center

                 ACTIVITY LOG


Date: ___/___/___

Section: ________________________________________

Position: ____________________________

Name of Individual: ________________________________

	#
	Time
	Incident – Problem Situation
	Action Taken

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	


	Regional Hospital Command Center

          EMERGENCY ACTION PLAN


Incident: _____________________________  Date:________  Section/Position:_________________

Officer:__________________________________   For time period:____________________________

	Goal(s):
	Objectives for Goal:

	
	1.

	
	

	
	2.

	
	

	
	3.

	
	

	
	4.

	
	

	
	5.

	
	

	
	6.

	
	

	Resources needed:
	Obtained from and time-frame:

	1.
	

	2.
	

	3.
	

	4.
	

	5.
	

	6.
	

	Goal(s) completed or status:
	Reported to and time reported:

	
	

	
	

	
	


	Regional Hospital Command Center

  RESOURCE ACCOUNTING RECORD


Incident: _____________________________  Date:________  Section/Position:_________________

	Time
	Item/Product/Description
	Received From
	Dispensed To
	Initials

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Officer:______________________________ For time period:___________________

	Regional Hospital Command Center

    PERSONNEL TIME SHEET


Date:________________





Time Period:   From______________ To_______________

	#
	Employee / Volunteer

(Please Print)
	Title/Assignment/

Job
	Signature
	Time In
	Time Out
	Total Hours

	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	

	7
	
	
	
	
	
	

	8
	
	
	
	
	
	

	9
	
	
	
	
	
	

	10
	
	
	
	
	
	

	11
	
	
	
	
	
	

	12
	
	
	
	
	
	


	Regional Hospital Command Center

    PROCUREMENT SUMMARY REPORT


	#
	P.O. #
	Date / Time
	Item / Service
	Vendor
	$ Amt
	Requestor
	Approval

	1
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	

	7
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	


Functional Annex B: Emergency Communications 

PURPOSE

To identify available methods of communication within the region; 

To develop compatibility and interoperability of voice and data communications between hospitals in the region, the RHCC, the health department, emergency management agencies, public safety agencies, and state and federal agencies; 

To identify communications capabilities of the RHCC, hospitals, and other local and state emergency organizations; and

To describe the warning system(s) in place and the responsibilities and procedures for using them. 
ORGANIZATION

Communications play an essential role in the response and management of any disaster. The Virginia Department of Emergency Management has developed and maintains a comprehensive network of communications between local, regional, and state EOCs utilizing a variety of radios, telephone systems, and other electronic mail and data transmission equipment. It is imperative that public safety agencies and the health department be able to communicate effectively with the hospitals and healthcare providers during an emergency with both voice and data transmissions. 

In the Near Southwestern Region, we will utilize these when necessary, as well as develop the same or better capabilities within the region. The RHCC will utilize all available means to communicate with hospitals and healthcare providers during emergencies, including: emergency radio dispatching system with GIS support; portable and fixed telephone system including faxes; satellite telephone (via VDH); computer supported information technology such as email, the Internet, and the “EM System”; and amateur radio (HAM radio with RACES) system. Each area within the region is also covered by the Emergency Alert System broadcast through the public television and radio mediums.

CONCEPT OF OPERATIONS

A primary Regional Hospital Coordination Center (RHCC) was developed to be the “link” between hospitals in our region and all other agencies during an emergency. It is imperative that voice and data communications be compatible among users in the region. Communications interoperability during an emergency is a service that the Alliance offers healthcare and public safety agencies.

The RHCC will coordinate communication needs to assure an effective communications bridge between the RHCC, hospitals, local EOCs, EMS providers, transportation vehicles, and other participants in an emergency. It is also essential that the RHCC be able to maintain contact with district health department officers (through satellite telephone provided by the VDH, if necessary). Two emergency communications centers have been established in the region. It is not possible to predict where an emergency or disaster might occur, so there will be a primary communications center in Roanoke and a mobile communications unit based in Lynchburg that can be deployed anywhere in the region or even loaned to another region.

Consideration should be given to communication system failures and the need for operational redundancy. The RHCC will notify the Communications liaison of any communication failures or system shortfalls. The status of the emergency power generator must be checked and an adequate supply of fuel assured. Amateur radio operators may be utilized as an alternative method of communications or for augmentation during system failures or overload.

Many hospitals host licensed amateur radio operators during disasters; the HAM networks provide an important communications resource, allowing voice, data, and even video transmissions among incident scenes, hospitals, emergency operations centers, and other critical facilities. The Alliance has also coordinated this effort.

Telephone numbers for the RHCC will not be “public access”; all public information and warnings, statements, and progress reports will be made through VDH.

Sensitive information transmission requiring operational security, including ALERT notifications should be made by land-line telephones and NOT by open radio channels whenever possible. All Alerts and information regarding the execution of the regional plan should be considered SENSITIVE and for release only to authorized agencies and individuals. During a terrorist incident, information regarding the response capabilities of the health care system should be handled as sensitive and, if mishandled, may result in a breech of security.

The first step in designing an internal communications system that works in emergencies is to have one that works on an everyday basis. The second step is to realize that any system can be overtaxed and that there will be some incidents in which even the most durable system will fail. Realistic expectations for communications systems in disasters are essential for effective implementation of an emergency operations plan. Redundancy is an obvious and desirable solution; simple low-tech equipment can be effective. Truncated and repeated radios that allow flexible external communications are important, but if the truncated system and/or repeaters are external to the hospital, the most the hospital can do is buy into the system. This is not meant to de-emphasize the importance of being able to communicate with public safety and other agencies, but rather to focus on what can be done internally. A hospital’s communication system might be improved by use of the following: 

Business radios: inexpensive handheld radios that do not require a license but will work in multistory buildings with reinforced construction and extensive electronic machinery. These are similar to the popular family radios but are intended (and required) for business use. 

Phone/intercom systems: an internal communications system that is powered by emergency generators and does not require functioning external equipment (such as remote switching stations). These systems can be surprisingly robust, even if communications into and out of the facility are disrupted. A facility that owns its own phone switch (that is, switching is done by an internal rather than an external computer) is more likely to retain internal function than one relying on a service provider’s switch. This is even more important for large campuses comprising multiple buildings. 

Status boards: the bane of many a JCAHO survey, further restricted by the Health Insurance Portability and Accountability Act (due to open display of confidential patient information). Simple dry-erase boards in operational areas are an effective way of providing updated information to the staff working there. Most hospitals have such boards in place, but they are not necessarily used during emergency operations. Status boards serve an important function away from patient-care areas as well: information management in hospital emergency operations centers (also known as command centers, coordination centers, and facility command posts). Effective display media in emergency operations centers are essential for managing incoming information, tracking resources and events, and making appropriate resource allocation decisions. 

Runners: when all else fails—and even when it doesn’t—runners are commonly employed to carry information between functional areas or groups. Given the universality of this function, it might as well be part of the plan, to be practiced and tested. Combining runners, status boards, and digital cameras creates the opportunity to receive quick, non-intrusive status reports from various parts of a hospital: literally a snapshot of status that may be delivered to the hospital’s emergency operations center and displayed there. 

Self-initiation: this is more a training than a communications issue, but the point is that the better trained and exercised employees are, the more capable they will be of independent implementation of an emergency operations plan when activation is initiated. If employees can perform critical initial functions without needing centralized communications in place, successful implementation is far more likely. 

EMERGENCY MANAGEMENT ACTIONS


1. Normal Operation

a.  Develop procedures for communications, to include setting-up telephones in the RHCC on short notice and backup radio communications for operations in the field.

b.  Develop procedures for warning.  Describe the warning devices to be used. Assure complete geographical coverage. Assign responsibilities for activating warning systems. Include provisions for warning facilities.

c.  Test, maintain, and upgrade communication equipment as necessary, to ensure and enhance communications capabilities in the event of an emergency.

d.  Assign emergency duties and provide specialized training, as needed.


2. Increased Readiness



A natural or man-made disaster is threatening the local area.

a. CPTS Dispatchers will notify the Hospital Preparedness Coordinator or his/her designee and other designated staff.

b.  Check emergency management equipment and supplies, and begin gathering information on the incident.

c.  Check emergency power generator and fuel source.

d.  Check the status of hospitals and other facilities (EM System).

e.  Continue to monitor the situation.


3. Emergency Operations

Conditions continue to worsen requiring full-scale mitigation and preparedness activities.

a) Activate the RHCC; alert all appropriate personnel.

b) Ensure the operational capability of the RHCC. Test communications systems and backup electrical power.

c) Alert certain facilities, if appropriate, that would require assistance to evacuate from threatened areas.

d) Ensure that amateur radio operators are on standby to provide emergency backup radio communications in the event normal communications are disrupted.



Disaster strikes. An emergency response is required to protect lives and 


property.

a) Establish communications with healthcare facilities and VDH; advise them of the pending emergency.



b) Maintain essential communications.

c) Begin developing a resource list.

d) Respond to resource requests.


4. Recovery

a) Deactivate RHCC when appropriate.

b) Gather and compile records for actions taken and resources expended.

c) Replace emergency management equipment and supplies expended during the emergency.

Tab B1: Healthcare Communications Networks in Virginia

VDEM/RHCC (Virginia Department of Emergency Services/Emergency Operations Center) – 24 hour a day emergency contact point. 

Telephone: (804) 674-2400 or 800 468-8892 (Virginia only)
http://www.vaemergency.com/about/vRHCC.cfm
HAN (Health Alert Network) – VDH information system that provides urgent information alerts to health department, health professionals and hospitals.  After hours activation is through VDEM RHCC. View a Power Point presentation on the HAN here:

http://www.vdh.state.va.us/bt/Secure%20VA.%20Subpanel%20Meeting%209.18.02/Health%20and%20Medical%20Subpanel%209-18-02%20HAN-Pete.ppt 

VHHA website (http://www.vhha-em.com/ ) – Virginia Hospital and Healthcare Association Emergency Management website.  Provides emergency planning resource information for hospitals.  Also maintains a current list server of multifunctional hospital organizations.  Use of list server for distribution of information is restricted to selected VDH, VHHA, and regional coordination personnel. 

VGIN (Virginia Geographic Information Network) – Branch of the state information technology department responsible for providing standardized geographic information layers for multi-agency use. The hospital layer is to provide point information (each hospital) for resource coordination during emergency operations. This information to include:  bed availability, diversion and facility operations status. Input of information may be from direct sources (hospitals) or private hospital data sources (i.e. EM systems) allows comparison of hospital layer information with other emergency function layers. (http://www.vgin.vipnet.org/)

Private Hospital Data Services – Private sector data services providing emergency operations data exchange products to hospitals 

(e.g.: EM System at https://www3.emsystem.com/ ).

VDH/RHCC (Virginia Department of Health/Emergency Operations Center) 

Facility activated during emergencies to provide coordination of health resources and multi-regional hospital activities.  (? This facility will house the backup server for the HAN, the VHHA server and a backup VGIN hospital layer??)

Regional Hospital Coordination Center – Facilities designated within each of the 6 hospital emergency planning regions to coordinate the medical response to a multi-hospital emergency event.  Activities and authority will be defined in the regional hospital Emergency Operations Plan.

Internet –Internet access through secured portals to emergency planning and response information.  

Phone/Fax – Access to phone, fax, cell phone, pagers, through public phone lines or cells.

Secure Radio System – designated radio system established as a backup capability in the event of failure of internet and/or phone systems. System is to be capable of voice and data transmissions. This capability will provide secure communications between VDH/RHCC, VDEM/RHCC, and regional coordination hospitals.


Tab B2: R.A.C.E.S “Statement Of Understanding”

Statement of Understanding Between 

Virginia RACES, Inc (Virginia Radio Amateur Civil Emergency Services) and the 

Near Southwest Virginia Hospital Disaster Alliance
PURPOSE

The purpose of this Statement of Understanding (SOU) is to establish a working relationship between Virginia RACES, Inc. (VARACES) a Virginia non-profit corporation, and the Near Southwest Virginia Hospital Disaster Alliance (HDTF) in planning and preparing for, responding to, and recovering from and mitigating disasters. In addition, this SOU confers on VARACES certain duties and responsibilities. The agreement sets forth the broad framework for cooperation between the two organizations in rendering assistance to and supporting HDTF activities in time of communications emergencies caused by natural and/or man-made disasters, throughout the region of Southwest Virginia administered by the HDTF.

DEFINITION OF A DISASTER

A disaster is an occurrence such as hurricane, tornado, flood, tidal wave, fire, explosion, building collapse, commercial transportation wreck or situation that causes human suffering or creates human needs that victims cannot alleviate without emergency assistance.

EMERGENCY COMMUICATIONS SUPPORT

Emergency communications support refers to the providing of communications support, via amateur radio, to HDTF when the normal communications infrastructure is impaired. The purpose of providing such support is to assist HDTF in discharging its duties during any communications emergency.

METHODS OF COOPERATION

Cooperation and coordination between the two entities of this SOU in planning and preparing for, and responding to, communications emergencies as follows:

· VARACES will conduct ongoing training courses which HDTF assigned personnel may attend at no charge. This offering will include a broad group of sub-parts to train HDTF personnel on how the amateur radio emergency communications systems work.

· VARACES will have a representative(s) assigned to HDTF during any communications emergency where the point of contact to HDTF determines such support is reasonable and necessary.

· VARACES will make its communications infrastructure available to HDTF during communications emergencies.

· HDTF shall supply identification and parking spaces to those operators that VARACES shall assign to the hospital.

· HDTF shall provide a suitable working area for VARACES operators assigned. During activations, HDTF shall be responsible for the feeding and providing sleeping quarters if overnight stay of VARACES personnel is required.

DESIGN, MAINTENANCE, AND ADMINISTRATION OF HDTF SYSTEM
At the request of HDTF, VARACES has designed an amateur radio service “system” for placement at the HDTF facility and designated hospitals. HDTF shall pay all equipment costs for such system.

HDTF will make already designated areas of the hospital available for antenna and equipment placement, and shall provide antenna installation by HDTF or hospital personnel under the supervision of VARACES personnel. Telephone and Internet connections will be installed and provided to amateur systems by HDTF at HDTF expense.

As a part of FCC regulations governing the Amateur Radio Service (49 CFR 97, et. seq.), VARACES shall cause such stations at HDTF to be licensed, and VARACES shall be the Trustee of said stations. HDTF gives and grants VARACES limited Power of Attorney and constitutes VARACES as its Attorney-In-Fact to obtain licensing for said station, and to, and in its name; apply for, modify, and renew such FCC licenses, as VARACES shall deem reasonable, necessary, and proper. Any licensing fees shall be reimbursed by HDTF to VARACES.

VARACES shall provide technical staff to maintain all amateur systems. The cost or warranty exchanges or repairs, or other repairs so required, by outside sources, shall be the financial responsibility of HDTF.

STATEMENT OF UNDERSTANDING MODIFICATION - CANCELLATION

This SOU can be modified any time that both entities agree to the modifications and such modifications are reduced to writing and made an addendum to this statement. Either party may cancel this SOU upon notice to the other party.

_________________________ 



__________________________

Dr. Carol Gilbert, Chair 




Tony Amato, KR4UQ, President

Near Southwest VA Hospital Disaster Alliance

Virginia RACES, Inc.









State Emergency Radio Officer

Date: 







Date: 

Tab B3: Virginia Emergency Nets

Standard Operating Procedure Initially published/effective date: August 24, 2000 Revised: March 15, 2003

1. Introduction – The Virginia Emergency Nets (VEN) exists to provide communications for state and local government agencies in time of an emergency and for periodic drills to hone skills in support of the VEN mission. Usually this service will be provided as formal written traffic following ARRL/NTS format but is not limited to this format. At times, however, informal tactical communications may be required, or specialized served agency traffic may be necessary for the urgent protection of life and property, where time is of the essence. 
2. Coverage – Coverage area of the Virginia Emergency Nets is the Commonwealth of Virginia. While our primary concern is the Commonwealth of Virginia, out of section stations may, at times, be able to provide helpful information. If such information is required and can be easily obtained from out of the section stations, then they should certainly be utilized. Utilization of out of state stations may be helpful in acquiring informal information, but with respect to formal traffic, proper NTS routing should normally be followed. In the case of Priority and Emergency traffic, traffic may be routed to out of state stations if the NCS determines that this will be more expeditious than normal NTS routing. 
3. Nets – The Virginia Emergency Nets (VEN) are listed at the end of this document. 

4. Activation and duration – Either the SM or SEC shall activate The Virginia Emergency Nets. The Nets shall not be terminated without the approval of either the SM or SEC. During the duration of the activation, and subject to the oversight of the SM and SEC, the STM shall direct, supervise, and maintain all nets. There may be activation without using VEN HF. In the past nets have been called on VHF / UHF repeaters in conjunction with VHF / UHF digital operations. These repeaters are used when a specific area or region can be serviced without the need of HF operations. 
5. ARES Wide-Area Tactical Repeaters – The use of VHF and UHF tactical repeaters for wide area coverage has been proven in the Virginia Section during hurricanes, floods, and other activation. A "designated tactical repeater" is one that has broad coverage, and the trustees agree to certain terms of use, in activation. The terms of use are common sense applications (e.g., no bells and whistles, no auto patch [except for ECOM by designated officials] abbreviated courtesy tone, no announcements save for FCC ID at 15+ wpm, and others). A full list of the requirements is available from the SEC. Upon agreement to the "terms of use" by the repeater trustee's and, approval by the DEC and ASEC for the covered area, the SEC will issue a designation certificate. 
6. Assignment of net managers – The regular Net Manager (NM) of the Old Dominion Emergency Net (ODEN) shall be responsible for the VEN/A. The NM of the Virginia Sideband Net (VSN) shall be responsible for the VEN/B. The NM for the Virginia Net (Early) (VN(E)) shall be responsible for VEN/C. The Assistant Section Manager/Assistant Section Emergency Coordinator, for Digital Operations, (ASM/ASEC/D) or individual or individuals designated by the ASM/ASEC/D shall be responsible for the all the digital nets. 
7. NM responsibilities – Once it is determined that the Virginia Emergency Nets will be called to session, each NM shall arrange NCS schedules. NCS duty should not last longer than 2 hours at a time whenever possible, ideally, not longer than 1 hour. Also, after receiving net statistics from each NCS, the NM should report them to the SEC with a copy to the STM. NMs may also help arrange for liaisons to be on board when needed. 

8. NCS qualifications – VEN Net Control Stations should be drawn from the regular NTS NCS ranks whenever possible. They must be capable of maintaining net discipline and handling nets with high traffic loads. They must also be well acquainted with the Virginia NTS net control SOP. Since the use of 80 and 40-meter frequencies will be necessary, VEN NCS must have good 80 and 40-meter capabilities. 

9. Liaison qualifications – VEN liaison stations should be capable of both phone and cw operation. They must be well acquainted with the Virginia NTS liaison SOP. They should be accomplished at liaison operation. It should be noted that in the event of wide area emergency, liaison stations might be needed to go to 20 meters. Liaison stations should have good 80, 40 and 20-meter capabilities. 

10. Net discipline – The Virginia Emergency Nets are directed nets and shall always be operated as such. Therefore, the NCS must maintain strict control of his or her net. This is of primary importance in time of emergency. Informal chatter and comments should be allowed only when allowed by NCS and there is NO other traffic pending or expected. 

11. Procedure --- Most emergencies require a "fly by the seat of your pants" approach. However, there are some general procedures that should always be followed. Common sense and standard procedure used in normal NTS nets are of the utmost importance. 

11.1 Net call up – Identify the net and NCS. A brief explanation of why the net is in session should be given. Long call-ups should be avoided. Explain that the net is directed and only formal traffic and net business will be handled unless otherwise requested. Identify key receive stations (i.e., Richmond and those in affected areas) and liaison stations. If liaison stations have not been designated, do so at this time (this is an NCS responsibility) don't wait until you need liaison functions to call for them. That will only cause confusion. 

11.2 Traffic – Call for emergency or priority traffic first. All traffic should be handled in that order. Pay particular attention to traffic going into and out of Virginia RHCC. This traffic, if equal priority, should be handled first. Accept routine traffic only after clearing all higher precedence traffic possible. 

11.3 Routing – In times of high traffic loads it will not be possible to pass all traffic at one time. As soon as traffic can be handled, begin calling for outlets and get things moving. Then go back and continue listing. The use of side frequencies is very important during high traffic loads. Use them wisely. NCS should by no means send more than 2 transmit stations off to the same frequency at the same time. Traffic may be handled on net frequency only when it is light. 

11.4 Use of relays and alternate net frequencies – There will undoubtedly be times when band conditions will make operations on 80 meters difficult. When this happens, NCS has 3 alternatives. The use of relays, sending stations to alternate frequencies or move the entire net to the alternate frequency. The first choice is the use of relays. Second, move the stations passing traffic to the alternate frequency. And last, move the entire net. Moving the net should only be done as a last resort, since it will usually cause confusion and some stations are bound to get lost in the shuffle. If the net is moved, a directing station should be monitoring the former frequency to direct those who have not received the word of the move. 

11.5 Check-ins – First priority is always the served “customers”, the county/city RHCC’s or the stations that they assign to be their representative. General check-ins are used ONLY when there is a need for specific information of a location, or bulk information such as weather, local conditions, etc. In this case the NCS should request all stations, when checking in, to provide the necessary information. Please remember, the purpose of these nets is to provide emergency communications, not to fill up rosters. 

11.6 Closure – The Virginia Emergency Nets shall remain in operation until instructions for closure are received from or approved by either the SEC or SM. This will usually be done by means of QNC traffic. 

11.7 Reporting – All net controls are responsible for reporting net statistics to the proper NM. The NMs should in turn compile all statistics and report them to the SEC with a copy to the STM. 

11.8 Interference – Stations interfering with Emergency Operations should be identified and their call sign provided to the SM or SEC. The SM and SEC have direct contact numbers for the FCC and where a friendly request to the disrupting station falls on deaf ears, and the interfering station is causing disruption of declared emergency traffic, immediate FCC intervention will be requested. Remember, most stations will gladly give emergency stations sufficient room to operate without interference, if you make them aware of the situation in a friendly manner! 

11.9 Declaration of Communications Emergency – The SM and SEC make all requests for declaration. 

11.10 Conclusion – In any net, one of the most important functions is that of the NCS. This is why most of this SOP is aimed at NCS functions. The NCS who maintains control of his or her net insures that it will run efficiently and makes his / her own job much easier. The purpose of this SOP is to aid the efficient operations of the Virginia Emergency Nets. It is not intended to circumvent the SOP for NTS nets. To the contrary, they overlap quite a bit. It should be perfectly clear that the NTS SOP should always be followed except for the few differences given above, or, when due to extreme urgency for the protection of life and property, when time is of the essence. 
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Virginia Emergency Net Listing

	Net Name 
	Frequency 
	Primary Purpose 
	Net Manager 

	VEN/A 
	3947 kHz (7240 kHz Alt) 
	Traffic into and out of the Virginia RHCC and local RHCCs 
	ODEN NM1 

	VEN/B 
	3943 kHz (7248 kHz alt) 
	Hospital Voice network, and as available: 
Health and Welfare, Routine Traffic. Overflow from VEN/A 
	VSN NM2 

	VEN/C 
	3680 kHz (7050 kHz alt) 
	CW net, backup for VEN/A and VEN/B 
	VN(E) NM3 

	VEN/D 
	3620 kHz (7105 & 14103.3 kHz alt) 
	Packet, Pactor; Digital Operations - NON-RACES OPS 
	ASM/ASEC/D4 

	VEN/D 
RACES5 
	3543 kHz (7105 & 14103.3 kHz alt) 
	Packet, Pactor, Digital Operations - ONLY REAL RACES OPS 

	Packet Operations 

	
	145.590 MHz 
	ARES / RACES Traffic 
	ASM/ASEC/D4 

	
	145.570 MHz 
	Intra County 1200 baud packet 

	
	145.550 MHz 
	ARES / RACES Traffic 

	
	145.530 MHz 
	Intra County 1200 baud packet 

	
	446.050 MHz 
	FM 1200 baud packet 

	
	446.075 MHz 
	FM 1200 baud packet backbone for ARES/RACES 

	
	446.100 MHz 
	FM 9600 baud packet backbone for ARES/RACES 

	
	446.150 MHz 
	FM 38400 baud packet backbone for ARES/RACES 

	
	446.500 MHz 
	FM high speed packet links/backbones 


1 Old Dominion Emergency Net – Net Manager 
2 Virginia Sideband Net – Net Manager 
3 Virginia Net (Early) – Net Manager 
4 Assistant Section Manager/Assistant Section Emergency Coordinator for Digital Operations 
5 These frequencies will be used on VEN/D if the emergency is designated as a RACES operation. 
Functional Annex C: Critical Patient Issues & Surge Capacity

PURPOSE

To develop capacities and capabilities for patient assessment and critical and palliative patient care within the region to effectively manage extraordinary surges in admissions due to large-scale emergencies in the region (surge capacity) involving adult and pediatric patients; and

To address foreseeable patient issues that may be critically important during an emergency or disaster.

ORGANIZATION

In the context of this plan, healthcare surge capacity is defined as the ability of a healthcare system to expand capabilities beyond normal services to meet sudden or sustained increased demand for medical care and public health resources. The increased demand could be the result of a natural disaster, terrorism event, or other public health emergency; it could also result from the collapse of a critical system element. Expanded capacity must also be able to sustain response capability for an extended period of time, e.g., four to six weeks. Hospitals operate on a routine basis with available resources matching demand as closely as possible. They are required to have plans in place to immediately respond to large increases in demand. 

Public health services are staffed to respond to a relatively constant volume of public health needs with seasonal or demographic variations causing short-term spikes in service demand.

Levels of Activation

Different numbers and types of casualties require different degrees of response and services. Levels of activation have been defined for both hospital and public health response. Related to hospitals, these levels of activation are primarily based on a significant “surge” in numbers of patients requiring treatment for trauma, burns, radiological events, chemical emergencies, or biological emergencies. Pre-hospital, hospital, and public health services must cooperate and coordinate efforts to support demands for services based on a given emergency.

The levels of activation are as follows:

Surge Level I  (Surge of inpatient casualties 0% above staffed bed capacity)

· Surge numbers less than then existing non-occupied bed capacity.  

· Requires activation of all unoccupied staffed beds in region.

· Limitations on service may include:

· Availability of staff; some equipment shortages may occur such as ventilators, IV pumps, monitor, and other essential resources; delays are likely for emergency access to operating rooms, ICU beds, and isolation rooms; emergency departments are likely to exceed capacity requiring pre-hospital triage.

Current Capacity:  [  ] inpatient beds
Surge Level II  (Surge of inpatient casualties up to 20% above staffed bed capacity)  
· Activation of all available beds in region plus utilization of available capacity to care for inpatients within existing acute care facilities. 

· This level will require utilization of all available space and may require the use of attached or immediately adjacent on-campus facilities such as ambulatory surgery centers, medical office buildings, cancer treatment centers, dialysis, etc.  

· Requires extensive pre-hospital triage to control access to acute care services.

· Limitations on service may include:

· Availability of staff and basic equipment such as beds, ventilators, IV pumps, negative pressure devises, etc. Prepare for degradation of standards of care with respect to nurse-to-patient ratios.  

· Hospitals will activate all licensed beds within 24 hours of notification of a Level II surge demand.

Current capacity:  [  ] inpatient beds

Surge Level III  (Surge of inpatient casualties exceed 20% above staffed bed capacity, exceed ability of existing acute care facilities to absorb casualties)

· Activation of external free-standing or mobile medical facilities, preferably located on or adjacent to acute care facilities. Establish free-standing facilities for ambulatory wounded and urgent care.  

· Request activation of NDMS and other federal support resources. Initiate forward movement of patients to areas outside of region when feasible.

· Limitations on service may include:

· Availability of staff and all manner of equipment, supplies, and ancillary services (stat labs, radiology and imaging); limitation of the physical plant, triage and transportation of patients.

Current capacity:  Inpatient care for [  ] to [  ] casualties.

Surge Level IV  (Demand for acute inpatient services exceeds all regional capacity and/or existing acute care facilities evacuated or non-operational). Number of casualties exceeds [  ].

Modular Emergency Medical System  (MEMS)

A sensible approach to managing surge capacity during an emergency is the Modular Emergency Medical System (MEMS) developed in 2001. MEMS is designed to provide systematic, coordinated, and effective medical response to the casualties of a large-scale incident. Specifically, the MEMS focuses on managing an incident where the number of casualties significantly overwhelms a community’s existing medical capabilities. Management of this system is based on the Incident Command System/ Incident Management System (ICS/IMS), which is utilized nationally by the emergency response community. The MEMS strategy also establishes a framework for which outside medical resources can effectively augment local response efforts through the rapid organization of available assets into two types of expandable patient care modules, Acute Care Centers (ACCs) and Neighborhood Emergency Help Centers (NEHCs). The MEMS has built-in flexibility to accommodate multiple component modules, as required. A network of modules integrated with a Community Outreach effort can mitigate the effects of a large-scale incident by converting non-hospital facilities into mass care centers, enhancing a community’s capacity to care for large numbers of casualties. The ACC and NEHC modules are linked to an area hospital

that oversees patient care, medical logistics, and information flow. Together, these two modules have the capability to provide a wide range of care and services to victims of a biological terrorism, or other, incident in addition to the community’s normal patient population (see Figure 1, Tab L1, Modular Emergency Medical System). The existing medical infrastructure will continue to function as massive numbers of casualties and asymptomatic, non-exposed individuals (also known as “worried well”), who believe that they have been exposed to a biological agent when in fact they have not, present themselves for medical care. The casualties and “worried well” are directed through the MEMS. 

(Note: Find out more about MEMS in Tab L1.)

A copy of “Concept of Operations for the Acute Care Center” may be obtained from SBCCOM’s web site at http://hld.sbccom.army.mil/bwirp/bwirp_acc_conops_download.htm or contact Mr. James Church, U.S. Army Soldier and Biological Chemical Command, Biological Weapons Improved Response Program at 410-436-5686 or email at james.church@sbccom.apgea.army.mil 

This manual has everything you will need to open, staff, and operate an acute care center.

Hospital Bed Capacity

PURPOSE

To develop a patient surge capacity equivalent to five-hundred additional patients served during an emergency per one-million population. We have currently identified 450 beds available in accordance with our mandate and population. 
ORGANIZATION

Each hospital must develop customized plans for serving additional patients in an emergency; also known as “surge capacity”. Increasing hospital bed capacity to accommodate increases in admissions from an infectious disease epidemic over an extended period of time, or other emergency, may be essential to adequate patient care and successful management of the incident. Regional plans can help address capacity deficiencies by providing for the sharing, among hospitals and other community and state agencies and organizations, of resources that, while adequate for everyday needs, may be in short supply on a local or regional level in an emergency.

CONCEPT OF OPERATIONS

Hospitals must define how they will develop space for additional beds or cots. They must also define how they will address the need for additional medical staff. Hospitals must develop procedures for receiving and managing a large influx of patients.

Cots, patient care packs, care–giver packs, patient identification equipment and supplies, privacy screens, additional stretchers, security enhancements, and portable ventilators were provided, along with a trailer for each facility to house the supplies and equipment. These trailers feature standardized inventories and can be repositioned to provide additional surge capacity as needed within the region. Off- site surge options were also identified at a number of hospitals. Regional morgue capacity was increased by six bays, and body bags were provided to each hospital.

Preparing for a Large Influx of Patients

No hospital is ever fully prepared for an immediate large influx of patients requiring critical life support systems. This is the primary reason why hospitals should be represented in local and county emergency preparedness planning. Decisions will have to be made as to whether one hospital in the city or county will be designated as a “bioterrorism hospital” or if all hospitals will share equally in the influx of patients. When the number of patients exceeds the number of available beds and staffing, decisions will have to be made as to whether alternative, off-site facilities will be opened, who will staff these facilities, and how to they will be supplied. At the hospital level, major decisions will have to made and implemented quickly.

Some of these decisions will include:

· Implementing the hospital emergency management plan and bioterrorism response plan;

· Canceling non-emergency surgeries and other elective procedures;

· Developing discharge instructions for non-contagious patients;

· Discharging patients to other acute care facilities out of the affected geographical area, or to long-term care or home care and assuring that the level of care required by these patients can be met;

· Increasing stock supplies of personal protective equipment including N-95 respirators, if required;

· Increasing stock supplies of antibiotics (oral and parenteral);

· Determining the availability and sources of additional medical equipment such as ventilators and IV pumps and other equipment normally rented.

· Deciding when it is safe to discharge patients with communicable diseases and developing specific discharge instructions including recommendations for care-giver protection, hand-washing, disinfection of the environment, and post-mortem care; 
· Deciding the maximum capacity of the morgue.
In the event the incident is specifically a smallpox outbreak:

Briefly describe how the smallpox response teams will be activated.  (VDH has a plan)

More on Smallpox at - http://www.vdh.state.va.us/EPR/Agents_Biological_Smallpox.asp 

Decontamination

PURPOSE

To prevent the emergency department, medical or other personnel, and the hospital itself from becoming contaminated with a harmful agent

ORGANIZATION

In most cases of bioterrorism, patient decontamination will not be necessary. The incubation period of biological agents makes it unlikely that victims of a bioterrorism event will present immediately following the exposure event. The one exception may be an announced release of a bioterrorism agent with gross surface contamination of victims with a confirmed agent or material such as raw sewage. In the rare cases where decontamination may be warranted, simple washing with soap and water is sufficient. If necessary, environmental surfaces can be decontaminated with a U.S. Environmental

Protection Agency (EPA) registered sporicidal disinfectant or with a 0.5% hypochlorite solution (1 part household bleach added to 9 parts water). Bleach solution should NOT

be used to decontaminate patients or pets.

More caution must be used when managing chemical contamination. This can be internal or external contamination and on the patients clothes and personal effects. The patient’s mode of injury and surroundings when injured must be determined to begin to understand the hazard to emergency responders and hospital employees. The chemical “family” and composition of the contaminant must be known to effectively decontaminate the patient and prevent further contamination of care-givers and the hospital. EMS providers transporting patients should obtain MSDS information before leaving the scene, if possible.

*Note: see Hazard-Specific Appendix 1: Chemical Emergencies for more information on chemicals and levels of protection.

CONCEPT OF OPERATIONS

Hospitals must address decontamination of patients and facilities in their individual hospital emergency plans. After careful consideration, hospital personnel must develop an action plan and then practice that plan. Different scenarios should be used to prepare personnel for many different possibilities. Imperfections in the plan must be identified after every practice session, and then remedies must be developed. 

Often, specialized equipment and supplies are needed to facilitate decontamination procedures. In our region, inflatable structures specially designed for decontamination of patients have been strategically deployed at certain hospitals 
[insert a list of hospitals here ? also need to develop a tab with all equipment and location], 
and they can be transported to another location, if necessary. Individual patient decontamination kits have also been staged at these facilities with the tents. Personal protective equipment (PPE), mainly in the form of Powered Air-Purifying Respirators (PAPRs) and N95 mask respirators, has been staged at all hospitals in the region. Hospitals must incorporate these tents and this PPE into their emergency plans and train with it before it is needed in earnest.

Mass decontamination has been a common focus since antiterrorism training became a mass-market product in the late 1990s. Considerable sums have been spent on extensive training and equipment designed to decontaminate thousands of people at an incident scene and hundreds at a hospital. Common goals in cities participating in Metropolitan Medical Response System contracts are for hospitals to be able to decontaminate at least 100 ambulatory patients without relying on external assistance (that is, a fire service hazmat team). These are significant expectations, and to date they have proved largely fanciful. Terrorism aside, all acute-care hospitals should be able to successfully manage a single contaminated patient without external resources. 

Focus on the achievable. The biggest step is to be able to decontaminate a single patient without endangering staff, patients, or visitors and without rendering the ED unavailable to incoming traffic. When and if that step is achieved, then is the time to examine multiple-patient scenarios. Industrial incidents can contaminate several patients, making multi-patient capability particularly important for hospitals in industrial areas. Most incidents resulting in contaminated patients occur at fixed facilities or in agricultural applications, but they can happen anywhere there is a transportation route; moreover, contaminated patients don’t always go to the closest hospital. The leap from multi-patient to mass decontamination is expensive, requires far more extensive training and drilling, and may be unrealistic (both in capabilities and likelihood) for smaller facilities. For facilities where mass decontamination is considered a legitimate potential need, temporary facilities will likely need to be established; either “dry” decontamination or self-disrobement and decontamination (“strip and shower”) should be seriously considered. Whether in the form of trailers, tents, canopies, or large open areas, equipment (and training) must be provided with the foreknowledge that it will be used rarely if at all. This is an important consideration: the greatest likelihood is that employees’ only exposure to the knowledge, skills, abilities, and decision-making processes involved in mass decontamination will be gained and applied only in training and exercises.

Proposed HCF (Health Care Facility) Concept of Operations

Owing to the complexity of a civilian event involving chemical or biological weapons, HCFs should begin by delineating priorities that guide their preparedness process. These objectives should be established in coordination with the other members of the community involved in emergency response. The priorities of the HCF could be ranked in this order: (1) protection of the current patients, staff, and facility; (2) provision of the best possible medical care for contaminated patients presenting to the institution for care; and (3) environmental protection external to the HCF. In a large-scale event, containment of wastewater will probably be impossible, though no consensus has yet been reached on this controversial point. This issue should be addressed through comprehensive planning that includes local environmental and water authorities. 
Certain assumptions can be made to simplify planning. One is that the exposure site is remote from the HCF (ie, the HCF is receiving patients but is not within the primary release area). Otherwise, facility evacuation or "sheltering in place" may be indicated. Key components of the model preparedness plan are illustrated in Figure 1 below:

(offered only as a model)
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Figure 1.

Event Recognition 

In an unannounced event, it is essential to recognize contaminated patients before their entrance into the facility. Security personnel must be trained in early recognition and should be stationed at the hospital entrances. Security personnel should immediately notify management personnel when they suspect a problem, and they should be prepared to protect themselves by donning personal protective equipment (PPE). Even so, it is reasonable to expect some contaminated individuals may gain entrance into the facility. These situations should be handled on a case-by-case basis with a rational approach. It will not be necessary to completely seal off the facility or a department in most circumstances. 
Activation of Plan 

The alert mechanism should be expeditious: PPE must be immediately accessible to decontamination and patient care personnel, and the decontamination facility should be operational within 2 to 3 minutes. 
Management 

The principles of the incident command system should be incorporated into the HCF's emergency preparedness plan. The use of this system will enable HCF staff to fully integrate their activities with community emergency response assets, since it is widely used by fire, EMS, and police personnel as well as many state and federal agencies. Although initial response efforts will be centered in the decontamination and treatment areas, other HCF departments will play vital roles. For instance, security officers must direct the flow of casualties and vehicles to prevent facility compromise and must prevent unauthorized access to the decontamination and treatment areas. Personnel from departments including emergency, critical care services, plant operations, pharmacy, supply services, infectious disease, respiratory therapy, laboratory, and toxicology must be targeted for education and training in the response plan. 
A widespread chemical or biological incident will result in extended operational periods. Staff should be coordinated to provide relief from physically taxing activities such as patient decontamination. Providing food and hydration in a hygienic manner will enhance staff performance. Psychological support for staff should be available. 
Personnel caring for contaminated patients should be properly outfitted in PPE. Specific data to determine the appropriate level of hospital worker protection remains limited, and a recent extensive review on chemical and biological terrorism published by the Institute of Medicine is inconclusive on this issue. Level C PPE consists of a non-encapsulated, chemical-resistant suit, gloves, and boots, with a full-face air purifier cartridge mask (powered or non-powered). This gear should afford adequate respiratory protection for outdoor exposure to contaminated chemical casualties who have survived transport to the HCF. For HCF workers conducting decontamination of patients acutely contaminated with infectious biological agents, level D protection (standard work clothes) plus latex gloves, eye splash protection, and N-95 respiratory masks (used in many hospitals for protection against tuberculosis) should be adequate. If responders are concerned about re-aerosolizing an agent during clothing removal, a high-efficiency particulate air (HEPA) filter mask could be added. If the agent class for a sudden release cannot be identified, level C PPE with an organic vapor/HEPA filter cartridge mask is recommended. See Table C1 below.

	Table C1: US EPA Personal Protective Equipment (PPE) Levels of Protection

	Level A protection : 

Vapor protective suit (meets NFPA 1991)
Pressure-demand, full-face SCBA
Inner chemical-resistant gloves, chemical-resistant safety boots, two-way radio communication 

OPTIONAL: Cooling system, outer gloves, hard hat 

Protection Provided: Highest available level of respiratory, skin, and eye protection from solid, liquid and gaseous chemicals. 

Used When: The chemical(s) have been identified and have high level of hazards to respiratory system, skin and eyes. Substances are present with known or suspected skin toxicity or carcinogenity. Operations must be conducted in confined or poorly ventilated areas. 

Limitations: Protective clothing must resist permeation by the chemical or mixtures present. Ensemble items must allow integration without loss of performance. 


	Level B protection : 

Liquid splash-protective suit (meets NFPA 1992)
Pressure-demand, full-facepiece SCBA
Inner chemical-resistant gloves, chemical-resistant safety boots, two-way radio communications
Hard hat. 

OPTIONAL: Cooling system, outer gloves 

Protection Provided: Provides same level of respiratory protection as Level A, but less skin protection. Liquid splash protection, but no protection against chemical vapors or gases. 

Used When: The chemical(s) have been identified but do not require a high level of skin protection. Initial site surveys are required until higher levels of hazards are identified. The primary hazards associated with site entry are from liquid and not vapor contact. 

Limitations: Protective clothing items must resist penetration by the chemicals or mixtures present. Ensemble items must allow integration without loss of performance.



	Level C protection : 

Support Function Protective Garment (meets NFPA 1993)
Full-facepiece, air-purifying, canister-equipped respirator
Chemical resistant gloves and safety boots
Two-way communications system, hard hat 

OPTIONAL: Faceshield, escape SCBA 

Protection Provided: The same level of skin protection as Level B, but a lower level of respiratory protection. Liquid splash protection but no protection to chemical vapors or gases. 

Used When: Contact with site chemical(s) will not affect the skin. Air contaminants have been identified and concentrations measured. A canister is available which can remove the contaminant. The site and its hazards have been completely characterized. 

Limitations: Protective clothing items must resist penetration by the chemical or mixtures present. Chemical airborne concentration must be less than IDLH levels. The atmosphere must contain at least 19.5% oxygen.

*Not Acceptable for Chemical Emergency Response


	Level D protection : 

Coveralls, safety boots/shoes, safety glasses or chemical splash goggles 

OPTIONAL: Gloves, escape SCBA, face-shield 

Protection Provided: No respiratory protection, minimal skin protection. 

Used When: The atmosphere contains no known hazard. Work functions preclude splashes, immersion, potential for inhalation, or direct contact with hazard chemicals. 

Limitations: This level should not be worn in the Hot Zone. The atmosphere must contain at least 19.5% oxygen. 

*Not Acceptable for Chemical Emergency Response


Training is essential for the correct use of PPE. Work times and conditions must be monitored while personnel are using PPE to prevent fatigue or heat stress. Personnel should be rotated if decontamination operations are prolonged. Once patients have been decontaminated, they may be handled by staff using universal precaution guidelines. 
Crowd control will require firm, authoritative direction from hospital security and, if available, police or the National Guard. Since PPE face masks muffle the voice, loudspeakers should be provided to personnel directing contaminated patients. Signs designating functional areas and providing patient instructions should be in place. 
[Need to insert a list of PPE in the region, and where it can be found. Tab/tab]
Primary Triage 

All exposed and potentially exposed individuals should receive an initial brief triage, performed by medical personnel in PPE, before decontamination. They should then be directed to 1 of 2 areas, non-medical decontamination or medical decontamination. The uninjured, those with minor injuries requiring no medical intervention during decontamination, and the majority of ambulatory patients will be assigned to non-medical decontamination. These individuals may require non-medical assistance with washing themselves (e.g., unaccompanied children, persons in wheelchairs, and those with other special needs). Those with injuries or illness potentially requiring medical intervention will be assigned to medical decontamination by staff. 
Throughout the decontamination process, attention must be given to symptoms of exposure to chemical or biological agents that may indicate early life-threatening deterioration (e.g., a sore throat or mild shortness of breath after exposure to pulmonary or laryngeal irritants). 
Patient Sign-in/Identification and Securing Property 

A brief sign-in process should capture name and date of birth (full registration can occur after decontamination and should be consistent with the community patient tracking system). A number on a log can be assigned to each patient, who would receive 2 identically numbered plastic bags and a non-permeable wristband. Clothing would be placed into the larger clear, impervious bag. Separation of valuables into the second, smaller bag would enhance the security of these items. A meticulous, practical method of cataloging belongings will ensure their return and possibly assist in forensic investigations. 
Patient Decontamination 

The HCF should possess partially fixed or pre-constructed decontamination facilities that can be activated immediately. This facility should be designed to occupy little storage space and not disrupt routine operations while in use. The Israeli model, developed during the Gulf War, consists of showers permanently fixed to the ceiling structure of an open-air parking garage or the side of a building. The George Washington University Hospital model uses fire exit alleyways. An outdoor decontamination facility can prevent entry of contaminants into the HCF and obviates dedicating space with room ventilation and vapor isolation. An outdoor facility is also more suitable for the influx of mass casualties. Outdoor decontamination, however, must offer protection from inclement weather and have adequate lighting for night operations. 
Because clothing will be removed before decontamination, privacy must be protected to ensure compliance with full decontamination. The sexes should be separated, with a visual barrier between shower lines. The need for protection of privacy was demonstrated by a successful lawsuit against a fire department whose personnel decontaminated 2 women without ensuring adequate privacy. 
Another important consideration is rapid patient progression through the decontamination process. Traditional HAZMAT decontamination is passive (using 2 responders to clean each patient), which is time consuming and unnecessary for the majority of ambulatory patients in the non-medical decontamination area. Promoting patient self-decontamination will significantly decrease the required number of health care workers. Of course, decontamination assistance for some patients in the non-medical decontamination area and full passive decontamination in the medical decontamination area must still be available. 
Decontamination facilities should contain multiple shower stations that are designed to allow patients to progress at various rates without compromising overall flow. Patients whose clinical condition deteriorates in the decontamination line can impede the progress of others. Plans must include means for sidetracking these patients into an area separate from the main decontamination sites, where treatment can be initiated. 
Decontamination can be accomplished by using a sequential copious warm water rinse, a hypoallergenic liquid soap wash, another warm water rinse, and then a final rinse after walking past other in-use showers. Incapacitated patients will require soap and water cleansing by staff, with attention to washing and rinsing the patient's back and the nonabsorbent backboard. The water temperature must be adjustable. Excessively warm water should be avoided, as this may promote peripheral vasodilatation and toxin absorption. Stiff brushes or abrasives should also be avoided as they may enhance dermal absorption of the toxin and can produce skin lesions that may be mistaken for chemical injuries. Sponges and disposable towels are affordable and effective alternatives. 
Secondary Triage 

Persons with major or moderate casualties would be referred to treatment areas designated for such cases. Those with minor or no apparent injuries should be sent to a holding area for further evaluation, observation, and eventual treatment if needed. 
Holding Area 

Large spaces, such as cafeterias or auditoriums, can be used for observation of large numbers of patients with minor or no apparent injuries or illnesses by physicians and nurses. At this time, HCF staff should also provide information on the agent involved, potential short- and long-term effects, recommended treatment, stress reactions, and possible avenues to further assistance. It is essential to provide important information in writing because the memory of patients may be impaired by the psychological stress of dealing with an exposure. All potentially exposed individuals should also be enrolled in a long-term surveillance program to monitor possible health effects. 
Logistics for Treatment 

Specific therapies for chemical and biological agent casualties vary according to the etiologic agent and are described elsewhere. Mass casualties requiring specific chemical antidotes, vaccinations, or antibiotics will quickly deplete available supplies. In most cases, current hospital stocks of medications would be inadequate to meet the needs of even a few of these patients. Several efforts are under way to address this problem, including a federal initiative to stockpile antibiotics and vaccines. Other concerns have not yet been adequately addressed. After a smallpox release, for example, post-exposure vaccination might be indicated, but smallpox vaccine is no longer produced and current stocks are limited.

Otherwise straightforward medical problems, including eye injuries, bronchospasm, and burns, may also need mass intervention. Ventilators and other critical care supplies may be needed in large quantities. This problem could be resolved in part through mutual aid agreements between HCFs. Such an agreement provides for pooling of resources (including personnel, supplies, and equipment), and sharing of information. Contingency plans of this type may be vital to saving lives, since time constraints prevent reliance on re-supply support from state and federal agencies during the initial crucial period of an event. 
Epidemiological Considerations 

Health care facility involvement will extend beyond the treatment of patients who are acutely ill or exposed. A comprehensive community response will include epidemiological analysis undertaken by local and national public health organizations to identify all potential exposed individuals. This should be done during the brief interval when early intervention can save lives and containment can reduce secondary transmission of contagious agents. Such analysis will require participation by HCFs. 
Information Resources 

Health care facility personnel must identify sources of expert information on chemical and biological agents to ensure ready access to such information. Ideally, a repository or data bank could be established at the community or national level. This would allow for the distribution of uniform information. 

Other resources include medical management handbooks developed by the US Army's chemical and biological defense medical laboratories. Some civilian-based protocols, such as pediatric recommendations, have also been established; these are currently being revised by the US Public Health Service. Consensus statements organized by the Working Group on Civilian Bio-defense also provide useful guidance. Consultation is also available 24 hours a day by remote access through the National Response Center at (800) 424-8802. 
Public Information 

Prompt attention must be given to information issued to the public through the news media and bulletins. Media inquiries must be carefully handled, and the content of these communications should be discussed with appropriate emergency management authorities to prevent the release of conflicting or erroneous reports. 
Post-incident Actions 

Following the event, HCF management should conduct an incident review with hospital personnel involved in the emergency response. The purpose of such a review is to determine, in a non-pejorative manner, the sequence of events and to disseminate the rationale behind controversial decisions. Exposure risks and necessary countermeasures should be discussed to alleviate some of the psychological impact of incident stress. The incident critique, which will take place later, is a technical review designed to evaluate and improve the response plan. The staff should also have access to formalized stress debriefing at a later date. 

Because injuries and illnesses sustained during the response would be covered under employee compensation insurance, all staff members involved should be registered in a health surveillance program. This will ensure that medical issues will receive proper attention, and demonstrate the HCFs commitment to employee health. In view of the possible delayed or chronic effects of some chemical agents, surveillance could continue for years. Assistance for this type of surveillance is available through the Agency for Toxic Substances and Disease Registry, which the US Department of Health and Human Services has identified as the lead agency for the registration of personnel exposed to chemical or biological warfare agents.

It will be essential to clean the decontamination facilities and process the possessions of contaminated patients, as well as dispose of solid waste. Cleanup will be guided by the specific agent involved and the law enforcement investigation. If no adequate, financially viable method is available to inactivate a highly toxic, persistent agent such as the nerve gas VX, assistance may be required from other local, state, or federal entities. 
Impact of a Radiological Dispersion Device (aka. Dirty Bomb)

The extent of local contamination would depend on a number of factors, including the size of the explosive, the amount and type of radioactive material used, and weather conditions. Prompt detection and determination of the kind of radioactive material employed would greatly assist local authorities in advising the community on protective measures, such as quickly leaving the immediate area, or going inside until being further advised. Subsequent decontamination of the affected area could involve considerable time and expense. Persons exposed to the fallout from a radiological dispersion device must be decontaminated as soon as is practicable. Small to trace amounts of radiation may be found in the debris field, and can be eliminated by removal of clothing and showering with soap and water.

What People Should Do Following an Explosion

· Move away from the immediate area--at least several blocks from the explosion--and go inside. This will reduce exposure to any radioactive airborne dust. 

· Turn on local radio or TV channels for advisories from emergency response and health authorities. 

· If facilities are available, remove clothes and place them in a sealed plastic bag. Saving contaminated clothing will allow testing for radiation exposure. 

· Take a shower to wash off dust and dirt. This will reduce total radiation exposure, if the explosive device contained radioactive material. 

· If radioactive material was released, local news broadcasts will advise people where to report for radiation monitoring and blood and other tests to determine whether they were in fact exposed and what steps to take to protect their health. 

*Note: see Hazard-Specific Appendix 3: Nuclear and Radiological Emergencies for more information.
Isolation and Quarantine

PURPOSE

To improve hospitals’ capacity for the emergency isolation and quarantine of patients during an emergency;

To upgrade or maintain airborne infectious disease isolation capacity to have at least one negative pressure, HEPA-filtered isolation facility per hospital (x15). 

ORGANIZATION

The severe acute respiratory syndrome (SARS) crisis of 2003 tested modern large-scale isolation and quarantine. In the absence of rapid and definitive diagnostic tests, vaccines, or cures, isolation and quarantine remain our best counter-measures against the spread of mass illness—illness that could overwhelm hospitals, overcrowd morgues, cripple essential public services, and wreak social and economic havoc. Isolation and quarantine can place great stress on an individual or household, requiring people to stay home from work, and in some cases forego earnings, and temporarily dividing families where it may be necessary to separate an ill family member from children or other vulnerable family members.
Clinically and logistically, isolation and quarantine require complex management strategies to deal with sick or exposed people. The range of strategies is designed to meet two basic objectives: 
 
· Facilitate early recognition of symptoms. 
· Reduce risk of transmission.
 
Local public health’s plan for dealing with an infectious disease outbreak would:
· Identify, evaluate and monitor contacts of patients and people in isolation.
· Coordinate with the Prosecuting Attorney’s Office and Superior Court to issue legally binding isolation and quarantine orders as well as ensure that isolated and quarantined patients have access to legal representation.
· Assess the safety and suitability of the home environment for isolation or quarantine.
· Identify facilities for persons who do not have access to an appropriate home setting, such as travelers and homeless populations.
· Develop educational materials in appropriate languages and literacy levels, and provide interpreter services.
· Monitor and evaluate isolated or quarantined individuals and coordinate necessary medical care and follow-up.
· Monitor the course and extent of the outbreak and evaluate the need for community containment measures.
Definition of isolation and quarantine: 

Isolation of people who have a specific illness separates them from healthy people and restricts their movement to stop the spread of that illness. Isolation allows for the focused delivery of specialized health care to people who are ill, and it protects healthy people from getting sick. People in isolation may be cared for in their homes, in hospitals, or at designated health care facilities. Isolation is a standard procedure used in hospitals today for patients with tuberculosis (TB) and certain other infectious diseases. In most cases, isolation is voluntary; however, many levels of government (federal, state, and local) have basic authority to compel isolation of sick people to protect the public. 

Quarantine, in contrast, applies to people who have been exposed and may be infected but are not yet ill. Separating exposed people and restricting their movements is intended to stop the spread of that illness. Quarantine is medically very effective in protecting the public from disease. 

Facilities must be able to support the initial evaluation and treatment of 10 adult and pediatric patients at a time having clinical contagious syndrome suggestive of smallpox, plague, or hemorrhagic fever, prior to movement to a definitive isolation facility

Refer to the Virginia Department of Health Smallpox Response Plan– Isolation and Quarantine Facilities. http://www.vdh.state.va.us/EPR/Agents_Biological_Smallpox.asp
CONCEPT OF OPERATIONS

Each hospital must initially manage their immediate need for evaluating and isolating patients. Some hospitals have fixed facilities, and some may rely on portable units that can easily be installed. Each facility must develop a plan and procedures that are put into place once the need arises.

Every regional hospital has the capacity of treating at least one patient in negative pressure isolation. This has been accomplished either by providing  assistance in upgrading existing negative pressure capabilities within the facility, or by providing portable environmental containment units (ECU). There were 36 of these ECUs purchased and staged around the region. Hospitals have been instructed in the installation and use of these units. Five additional ECUs are being maintained centrally by the region as an emergency cache and for training purposes.

An outbreak involving hundreds or thousands of households would require an unprecedented surge in response capacity, especially if public health, hospital workers, and other staff were to become ill.  Health care workers and first responders would be at higher risk than the general population, further impeding the care of victims.
Trauma and Burn Care

PURPOSE

To enhance regional and statewide trauma care capacity to be able to respond to a mass casualty incident due to terrorism;

To develop a capability within the region of providing trauma care to at least 50 severely injured adult and pediatric patients per million population.

ORGANIZATION

List Trauma Centers in the region and discuss their capabilities. Add to that the capabilities of all other hospitals combined.

Level I Trauma Center - capacity

Level II Trauma Center – capacity

[Others ? Need to insert description of Trauma Centers in the region]
CONCEPT OF OPERATIONS

Each hospital must be prepared to initially treat severe-trauma patients and attempt to stabilize them. They then will keep or transport them according to their capabilities. Normal standard operating procedures may need to be suspended in severe emergencies, and standards of care may need to be relaxed somewhat (akin to Triage).

The lack of a burn center in the region is a significant barrier. Regional efforts will center around developing treatment protocols, providing staff training, and providing burn treatment supplies that can be utilized at regional hospitals to treat burn patients.  
Overcrowding and Diversion

PURPOSE

To address overcrowding and the need for hospital diversion, with large numbers of acute casualties arriving on their own or by ambulance, including a rapid communication plan with EMS units that allow them to determine a destination immediately at any time.

ORGANIZATION

Discharge Planning

In all probability, patients in the hospital at the time that a large-scale emergency is evolving (e.g., chemical, biological, or radiological) will have to be evaluated for quick discharge. If patients require continued acute care, hospitals may have to establish a remote Acute Care Center or make arrangements for transfers to other hospitals, or if stable, to skilled nursing facilities in different geographical areas.

Patients with bioterrorism-related infections should not be discharged until they are deemed non-infectious (plague, smallpox, and viral hemorrhagic fever). For each bioterrorism disease, there are home care procedures. These were developed primarily for caring for patients who could not be admitted to the hospital because maximum bed capacity and staffing levels had been reached or exceeded. These instructions can be modified to provide information for patients recuperating from an infectious disease. The question of regulated waste in the home has also been discussed. Most bioterrorism agents are rendered non-infectious by exposure to air and sun. Therefore, no specific recommendations for packaging and removing medical waste from the home are necessary. However, the ICP should consult with local waste management companies and the local or state government medical waste program for recommendations related to removing regulated medical wastes from the home. 
CONCEPT OF OPERATIONS

The EMSystem [ https://www4.emsystems.com ] will be utilized in emergencies and in everyday practice to track resources as well as bed and diversion status at hospitals. It is imperative that hospitals have trained operators to monitor this tracking system and keep it current. 

The RHCC will assist hospitals and transporting EMS agencies with placement and diversion of patients within the region. Hospitals must communicate their status to the RHCC and the EMSystem online. CPTS will assist with transporting discharged patients to home or other facilities. 

For overcrowding at facilities, the Modular Emergency Medical System (MEMS) may be established by opening Acute Care Centers (ACCs) and Neighborhood Emergency Help Centers (NEHCs) in the community (described earlier in this Annex). 
The Alliance has entered into an agreement with Catawba Hospital in Roanoke County, VA, to provide additional bed capacity (surge capacity) in times of severe emergency. Located approximately two miles off Route 311 (Exit 141 of I-81), Catawba Hospital is ten miles from the city of Salem and seventeen miles from the city of Roanoke. The first priority of Catawba Hospital is to help patients regain and maintain their highest level of mental and physical functioning. The ultimate goal is for them to return to community living. 

Catawba Hospital will be utilized in a Level 4 response to surge capacity.

Special Needs Populations

PURPOSE

To plan and provide for the care of individuals in the community with special needs due to age, infirmity, injury, or medical condition. 

ORGANIZATION

It is expected that during emergencies, special needs facilities and populations including schools, skilled nursing facilities, assisted living centers, retirement communities, and mental health facilities, as well as persons with disabilities, will require more specialized assistance and care and, in some cases, more manpower to provide care. Planning for the care of these populations is essential for an effective response. It is the responsibility of the individual with special needs to plan for an emergency and their particular needs. However, often times it is not possible for the individual and others must plan for the care of these citizens. 

There are many concerns among individuals with special needs. These include:

· Hearing, visually, and mentally impaired (many levels)

· Assistance animals

· Electrically dependent

· Ventilator dependent

· IV Therapy

· Indwelling catheters or drains

· Oxygen dependent

· Communications difficulty/sign language

· Mobility impaired/dependent on equipment/bedridden

· On life support equipment

· Terminally ill / Hospice care

· Non-English speaking

· Dependent on dialysis

· Pregnant

Any response to an emergency should include the cooperation and coordination of the many public and private organizations that are already caring for these special needs populations. Examples of these organizations in the Near Southwest Region include: 

(need list of regional agencies in VA)

· The VA Department of Mental Health and Mental Retardation

· Division of Rehabilitation Services

· Services for the Blind and Visually Impaired

· Council for the Hearing Impaired

· Department of Veterans Affairs

· Regional and local Visiting Nurses Associations

· Nursing Homes and Skilled Care Facilities

· Local Councils on Aging

· Housing Authorities

· Public Schools

CONCEPT OF OPERATIONS

It is very important that each community or municipality identify its special needs population in advance of an emergency. Each hospital should have a working relationship with emergency management or other agencies, especially those that provide shelter during an emergency, to plan for the special needs of individuals that cannot survive outside of their homes or without specialized care or equipment. 

As stated above, it is ultimately the individual’s responsibility to plan for their own care during an emergency for at least 72 hours, or more. Communities cannot plan for all individual needs and all situations. It may be helpful to categorize individuals with special needs into three categories:

CATEGORY A: Persons who can perform daily living activities for up to 72 hours by themselves or with their own care-giver to assist them, and who do not require skilled assistance.

CATEGORY B: Persons who require skilled nursing care to prevent serious health deterioration within 24 to 48 hours.

CATEGORY C: Persons who will likely require admission to a hospital to protect themselves or others.

Individuals with special needs and communities should consider different sheltering options including:

	Staying at home
	For Category A or B persons when possible with or without power; must have sufficient supplies for 72 hours or more.

	Friends and Family
	Same as staying at home; may pool resources and offer emotional and physical support.

	Hotel or Motel
	For individuals who cannot stay at home and have transportation, a hotel or motel out of the affected area is a good option; they will need to take sufficient supplies for personal needs.

	Public Shelter
	For pREOPle with special needs who reside in an area affected by the emergency, you may have to go to a public shelter; call around to find one that might be equipped to take care of individuals and their particular special need.

	Hospital /

Adult Care Facility
	If a person’s special need includes electric (machine) dependence, 24-hour oxygen, dialysis three times weekly, or they are considered too frail or ill to be maintained in a public shelter, they must seek alternative sheltering. 


The Alliance has entered into an agreement with Catawba Hospital in Roanoke County, VA, to provide additional bed capacity (surge capacity) in times of severe emergency. Located approximately two miles off Route 311 (Exit 141 of I-81), Catawba Hospital is ten miles from the city of Salem and seventeen miles from the city of Roanoke. The first priority of Catawba Hospital is to help patients regain and maintain their highest level of mental and physical functioning. The ultimate goal is for them to return to community living. 

Catawba Hospital will be utilized in a Level 4 response to surge capacity.

Pediatrics

In the event of an emergency, it is essential to ensure that the medical needs of children are being met. Adult triage and treatment guidelines cannot be applied to the triage and care of children. Collaboration and cooperation needs to exist among the individuals and facilities with expertise in pediatrics including: pediatric hospitals, pediatric critical care, pediatric surgery, emergency medicine, and neonatology. These facilities and specialists must cooperate with the appropriate representatives from local and state emergency management as well as the RHC to ensure an appropriate response.  

We know that the pediatric population:

· is more susceptible to dehydration and shock from biological agents

· cannot be decontaminated in adult oriented units

· require different dosages of antibiotics and antidotes

· have unique psychological vulnerabilities and require special management 

· are more susceptible to the effects of radiation and chemicals

Concerns: 

· emergency responders including medical staff and EMS may not have all received specialized training in pediatrics

· childrens’ developmental ability and cognitive levels may impede their ability to escape danger and communicate with medical professionals

The Commonwealth of Virginia has developed comprehensive regulations concerning the operation of pediatric specialty hospitals. Under these regulations, one hospital has been designated as Comprehensive Pediatric Emergency Care Facilities (plus OB): 

Carilion Roanoke Community Hospital

It is expected that this facility will take the lead in the region in the coordination of care for pediatric patients. The RHCC’s will communicate regularly with this facility to exchange and gather information specifically related to the disposition and care of pediatric patients. This facility will assist in providing specialty staff to augment medical teams, and when necessary and available, to respond to smaller hospitals and areas in need of assistance.

Geriatrics

Geriatric patients share many of the same complications as pediatrics in an emergency. Many geriatric patients have underlying pre-existing conditions that will complicate treatment or make them more susceptible to the effects of the emergency. Underlying illnesses and diseases may complicate the triage, initial diagnosis, and treatment of a related illness or injury. Medical personnel caring for patients residing in assisted living centers and skilled nursing facilities may require assistance and information to recognize the effects of bio-terrorism or other exposure and may need help in caring for patients suffering from the effects of a biological or chemical agent. Antidotes and antibiotic dosages may need to be altered due to physiologic and pathologic conditions as well as normal aging for the elderly.

Mental Health

Institutions providing in-patient mental health services may require additional expertise in the evaluation and treatment of persons affected by a bio-terrorism or other event. In addition, these same mental health facilities and specialists will be burdened with assisting the medical community with addressing the large numbers of “worried well” during a large-scale emergency. VDH, regional hospitals, and mental health agencies must work together to identify and share resources to address both in-patients and outpatients within the mental health system. The VDH and RHCC’s must include existing mental health agencies (Local and State/Private and Public) in the planning and response at a regional level. 

Fatality Management

PURPOSE

To effectively manage a fatality incident resulting from a biological, radiological, nuclear, or explosive event, or any other event that may cause a large number of fatalities; and

To ensure the complete collection and examination of the dead, determination of the nature and extent of injury, recovery of forensic, medical, and physical evidence, identification of the fatalities using scientific means and certification of the cause of death. 

ORGANIZATION

Fatality management shall be the responsibility of the VDH Office of the Chief Medical Examiner. 

CONCEPT OF OPERATIONS

The concept of operations shall be as set forth in the Virginia Terrorism Consequence Management Plan, Appendix 2 to Annex K – Disaster Mortuary Operations Plan. Contact VDH or the State RHCC for assistance.

Functional Annex D: Evacuation

PURPOSE

To ensure the safe and orderly evacuation of threatened people, patients, and facilities that may be subject to flooding, contamination, severe resource shortage, or other situation that would necessitate evacuation.

ORGANIZATION

Hospitals are required to perform a vulnerability analysis periodically to assess their risk for certain hazards. Other hazards cannot be predicted with reasonable assuredness. Hospitals should develop a plan with contingencies to evacuate their facilities in part or entirely should the need arise. A great deal of forethought and preplanning must be given to be able to make a transfer of patients, staff, and essential operations in a controlled and reasonable manner.

CONCEPT OF OPERATIONS  [Need more info from hospital plans.]

Normal operations should include planning for evacuation. The plan should be exercised and revised as necessary, especially when any personnel or procedures change or when the physical plant changes. [More]

Tab: Member Facility Evacuation Plans

Functional Annex E: Health and Medical 

PURPOSE

To define and develop policies and procedures for mobilizing and managing health and medical services under emergency or disaster conditions, especially pharmaceutical storage, handling, and dispensing.
ORGANIZATION

Hospitals, health care providers, the EMS system, first responder agencies, the Alliance, and local, state, and federal agencies must all work together to effectively mobilize and manage health care services during disasters. No one part of the overall system of health care can function by itself which necessitates cooperation and coordination among all. 

CONCEPT OF OPERATIONS

When a disaster occurs, first responder agencies go to the scene of the disaster and/or plan their initial response. When people are threatened or injured, quick and appropriate action must be initiated to save lives. These actions will likely come in part from planning and preparation that occurred in advance of the disaster. Communication and coordination of actions must also occur. The EMS system of triage, treatment, and transportation will likely be the first level of patient care. Augmentation of medical personnel at every level may also be necessary. The strategic stockpiling and pre-positioning of pharmaceutical supplies to treat large numbers of exposed or injured pREOPle may also play an important part in rapid and appropriate treatment. Managing the psychosocial consequences of a disaster in the community and for individuals may must be taken into account, as well as the critical incident stress management for emergency responders and relief workers. 

Emergency Medical Services

PURPOSE

To assist emergency medical services in the field treating and transporting patients to hospitals or other facilities for definitive treatment.

ORGANIZATION

EMS personnel are the “front line” of the effort to bring health care to patients in response to an emergency or disaster. They are dedicated and well trained individuals deserving of organizational help, support, and protection. The RHCC will communicate with EMS personnel and respond to their requests for assistance and coordination.

CONCEPT OF OPERATIONS

The RHCC can coordinate the transportation of patients for EMS providers in the field at the scene of a mass casualty incident or large-scale disaster. The RHCC can also act as a broker/assistant for resource request of any kind.

EMERGENCY MANAGEMENT ACTIONS

1. Normal Operation

a. Offer EMS agencies opportunities for training.

b. Foster good working relationships and an understanding of the RHCC capabilities.

2. Increased Readiness

a. Put EMS agencies on notice of possible or pending emergency.

b. Ascertain state of readiness of EMS providers likely to respond.

3. Emergency Operations

a. Open RHCC and establish communications with EMS providers

b. Ascertain status of available transportation units.

c. Determine/verify status of hospitals and overflow facilities.

d. Offer assistance.

4. Recovery

a. Assist EMS agencies in returning to normal operating conditions.

b. Assist EMS agencies in developing records for potential reimbursement programs.

Medical Personnel Emergency Response Teams

PURPOSE

To augment medical personnel in one location with personnel from around the region, or beyond;

To provide for the deployment of a Disaster Medical Assistance Team (DMAT);
To access and utilize the Virginia Medical Reserve Corps (under development)
ORGANIZATION

Skilled healthcare providers will be identified by their specialty in each area of the region and at every hospital or other facility as necessary. Teams of personnel grouped according to their skills and specialties can be designated and pre-assigned to a response group. (under development)
The Virginia Medical Reserve Corps, developed and managed by the VDH, is a vital source of medical personnel in case of an emergency (under development).
When regional resources are exhausted, a DMAT may be requested. DMAT is usually a regional group of volunteer medical professionals and support personnel with the ability to quickly move into a disaster area and provide medical care. Under the control of the U.S. Public Health Service, DMAT's can rapidly deploy for any type of disaster that requires an immediate medial response. 

DMAT's purpose is the management of the medical response for mass casualty incidents. Its goal is to ease the pain and to care for injured and ill patients. Three primary responsibilities include triage, staging, and extended medical care.
Team training concentrates on the skills unique to disaster situations. Team members must learn to operate and function independently for 72 hours without any outside support. Conditions while on deployment can be particularly hazardous and uncomfortable. Typically the team members will find themselves in field hospitals consisting of tents or abandoned buildings

CONCEPT OF OPERATIONS

When the need arises to augment medical personnel at the scene of an emergency or at a facility inundated with patients, groups and teams can be called on to assist with patient care during the emergency. Personnel may be kept together or divided as the need dictates. 

The initial request for a DMAT may be made through the VDH local or state RHCC. With this request comes … (under development)
EMERGENCY MANAGEMENT ACTIONS

1. Normal Operation

a) Identify medical personnel that could serve on the teams.

b) Gain the approval of identified personnel to participate on the teams.

2. Increased Readiness

a) Notify medical teams of possible or pending emergency.

b) Check on availability or personnel and transportation.

3. Emergency Operations

a) Notify medical personnel and teams of nature and extent of emergency.

b) Communicate response need.

c) Request response.

4. Recovery

a) Decommission teams of medical personnel en-masse or individually, as needed.

b) Provide transportation to return to “home” facility.

Pharmaceutical Caches
PURPOSE

Develop a regional stockpile of pharmaceuticals to be utilized in a large-scale emergency affecting a large number of people. Also: 

· to provide a supportive regional pharmaceutical cache for the treatment and prophylaxis of emergencies involving bioterrorism or chemicals; and 

· to create a sustainable medicine cache that will carry common, pharmacologically stable antibiotics found routinely on the hospital formulary; and

· to create a regional cache that will require low maintenance costs for the given manager of the cache; and

· to provide quick and easy access to the regional cache in the event of a biological  or chemical exposure.

ORGANIZATION

Select pharmaceuticals will be purchased in bulk and stored at multiple sites within the region. These sites will be three operating hospital pharmacies.  Purchasing will be conducted by [     ] to remain in compliance with state regulations and to achieve the greatest economy-of-scale. The Pharmacist of record for these caches is [   ].

Essentially two inventories will be maintained. Pharmaceuticals will be selected on the basis of broad application in treatment vs. specific or singular application and will be stored according to frequency of use in normal hospital pharmacy operations. Pharmaceuticals that are often used will be kept in hospital inventories and rotated on a regular basis. Drugs that are not often used or quantities greatly exceeding normal hospital inventories will be kept secured in a “static” supply, and will only be rotated out of inventory upon expiration or in accordance with state regulations. 

CONCEPT OF OPERATIONS

Emergencies involving nuclear, biological, or chemical weapons will generate a heavy demand for medications specific to treat the known or suspected agent. Following an event, purchasing specific drugs through the usual commercial routes will be difficult if not impossible. Assistance from the federal government in the form of drug stockpiles will be delayed at least 24 to 72 hours. Many hospitals are using smaller drug inventories with more frequent deliveries.   

Immediate availability, delivery, and administration may be essential to saving lives in an emergency. Stockpiles shall be stored in such a way as to be easily accessed, transported, and distributed. Written inventories shall be perpetually maintained and current. Cost and intrusion on normal operations should be minimized at each location. 

Regional hospitals will indicate current inventory of key medications on the regional web site on a voluntary basis. Existing inventories will be augmented by establishing a stockpile of medications likely to be in short supply following a biological or chemical event. This group of medications will be termed the Type P stockpile (for parallel to SNS). 
The stockpile will be divided and placed at different hospitals around the region.  This will enhance availability and make rotation of stock medications easier. In order to minimize cost related to expiration of drugs, the additional inventory will be rotated through existing hospital stocks. Medication required for routine day to day patient care will also be stockpiled for use in “C type” facilities (External Acute Care - EAC).  

Pharmacy caches were initiated at 3 regional hospitals that will allow rapid dispensing of medications; currently, the locations are Lynchburg General Hospital, Carilion Roanoke Memorial Hospital, and Danville Regional Hospital. Arrangements have also been made with, and pharmacy caches provided to, the local health department to provide for community –based prophylaxis. 

The regional cache will contain the same agents as the individual hospital cache. It will contain 500 patient doses for 72 hours of treatment/prophylaxis, based largely on the perceived surge capacity needs in the event of biological or chemical exposure. 
Strategic National Stockpile (SNS)

The SNS, formerly known as the National Pharmaceutical Stockpile (NPS), is maintained by the CDC at 10~12 locations around the country.  This is a cache of medications and equipment that is designed to be deployed rapidly in the event of a major disaster. The stockpile is deployed in the form of a “push-pack” and usually arrives within 12 hours. A full push-pack weighs 50 tons and arrives by air or in some cases by ground. Vaccines arrive separately if they are deemed necessary. The pack must be requested by the state. In Virginia, the Department of Health is tasked with developing the logistics for receiving the push-pack.  Supplies from the SNS may be followed by medications from VMI (vendor managed inventory).  Both SNS and VMI are for supplementation only.  In the event of a very widespread occurrence, it is likely that these resources will be prioritized to large population centers.

According to the Virginia Terrorism Consequence Management Plan: Appendix 1 to Annex K, the Virginia Department of Health (VDH) is the lead agency in coordinating the response to a biologic terrorism incident. The Medical Services Branch of VDH is responsible for coordinating the receipt, breakdown and distribution of the SNS to the general population and facilities affected by the incident. Regional hospitals will provide the HRC with updates on status and needs in order to provide VDH representatives with information to optimize distribution of the stockpile. When requested by VDH representatives, HRC will arrange appropriate and timely transportation of medications and supplies from the SNS. 

EMERGENCY MANAGEMENT ACTIONS


1. Normal Operation



a) Pharmaceuticals are stored, rotated, and maintained as necessary at 



    three sites in the region.



b) State laws and facility rules and regulations shall apply. 


2. Increased Readiness



a) Supervising Pharmacists are notified of the potential for an emergency.



b) Stockpiles shall be inspected and inventoried. 



c) If an incident appears to be imminent and upon request, Pharmacist 



    shall make stockpile ready for transportation. 


3. Emergency Operations



a) When needed, a request must be made to deliver select stockpiles to a 



    specified location.



b) Transportation of the drug stockpile shall be accomplished by ….



c) [ Who?] shall be responsible for pharmaceuticals and related equipment



    and supplies when delivered to Incident Command.



d) A complete inventory shall be included with the delivery, and shall bear 



    the hospital Pharmacist’s signature. A responsible party at Incident 



    Command shall sign for the delivery.



e) The shipment of pharmaceuticals shall not be left unattended at any 



    time.


4. Recovery



a) Regulated medical waste shall be disposed of in an appropriate

                          manner.



b) Unused pharmaceuticals and supplies shall be inventoried and returned 



    to their designated storage location. 



c) The Pharmacist of record shall also inventory drugs and equipment



    upon return to storage, and he/she shall reintroduce them into inventory 



    or storage after close inspection.

Augmentation & Emergency Credentialing of Personnel
PURPOSE

To establish a response system that allows the immediate deployment of 125 or more additional patient care personnel per 1,000,000 of population in rural areas; 

To meaningfully increase hospital patient care surge capacity and develop a system that allows the credentialing and supervision of clinicians not normally working in facilities responding to a terrorist incident.

ORGANIZATION

During an emergency within the region, it may be necessary to augment licensed medical personnel with additional personnel who are qualified and who have experience, but whose licensure may have expired for good reason, e.g., retired. The Virginia Department of Health is developing a list of available personnel and a process by which individuals can be temporarily or otherwise licensed or allowed to perform to their former capacity under licensure. The Medical Reserve Corps in Virginia may be utilized for this purpose.

In the event of a disaster, medical staff members and employees may not be able to provide all the care required by individuals seeking treatment at medical facilities. Under these circumstances, the proper authority in each healthcare system may have to grant emergency privileges or permission to treat patients to volunteer physicians, nurses, and other professionals upon receipt of satisfactory evidence that such individuals are currently licensed in some state or are otherwise capable of providing services to patients. If possible, verification of the volunteer’s identity should be obtained. Government-issued photo identification, current photo-identification from a hospital and/or identification indicating the individual as member of a DMAT may be sufficient. Furthermore, during a mass disaster, current medical staff members, employees, and volunteers should take whatever steps they reasonably believe are necessary to save or preserve the life or health of patients or to protect the public health.

CONCEPT OF OPERATIONS

Individual hospitals and healthcare systems have differing levels of acceptance and procedures. Wanting to ensure that Physicians and Allied Health Professionals (AHP) who do not possess medical staff or practice privileges may be accepted to work in a facility during an “emergency” or “disaster”, the following procedure is offered:

1. A Physician or AHP may present her/himself to the hospital command center.

2. All staff should be alerted to direct the physician/AHP to the person or persons designated in the hospital disaster policies to process emergency privileges (generally the Hospital Director/Administrator).

3. The Physician or AHP must present his/her current license to practice, a photo identification, and the name and telephone number of hospitals where he/she has recently practiced.

4. After viewing the documents, the hospital representative must record the date and time of the request for emergency privileges; Virginia license number, expiration date, and type of photo ID, including an identification number and expiration date.

5. If at all possible, copies should be made of the license and the photo identification.

6. The hospital representative should immediately do the following:

a. Try to contact the facility where the person has recently practiced to verify that the person is in good standing.

b. The hospital representative should also call the licensing board to verify that the person is in good standing.

Note: In the event that this procedure cannot be completed immediately and a significant need for the individual’s skills is identified, then emergency privileges may be issued pending later verification.

7. When possible, the person will be paired with a currently credentialed medical staff member. When possible, the AHP will be paired with a similarly licensed AHP or M.D.  It is recommended that this pairing be recorded along with the licensing information.

8. A Physician or AHP who has emergency privileges may have them rescinded as determined by the issuing personnel or Chief of Staff without any stated cause.

9. A Physician or AHP’s emergency privileges will be immediately terminated by the Chief of Staff or his/her designee in the event that information is received (including competency questions based on observation by a current member of the medical staff (M.D./AHP) that suggests the person is not capable of rendering services in an emergency. Termination of these emergency privileges, regardless of the reason, shall not give rise to a hearing or review.

10. All emergency privileges shall terminate when the Chief of Staff declares an end to the stated emergency condition.

EMERGENCY MANAGEMENT ACTIONS


1. Normal Operation


   
a)  A roster of currently available and capable medical service personnel 

                           will be kept by VDH.


2. Increased Readiness



a) The list of available personnel should be checked, quantified, and

                          verified. 


3. Emergency Operations

a) As the emergency develops, a needs assessment will be conducted.

b) After the needs of the region have been identified, VDH will be notified of the need for staff augmentation, 

c) The request for augmentation will be delineated and prioritized as to skills needed.


4. Recovery



a) Additional medical staff will be released when it is determined that they 

                          are no longer needed; when normal hospital staff can manage the 

                          situation. 



b) Medical Reserve Corps personnel who served during an emergency 

                          shall be debriefed and/or counseled to manage psychosocial 

                          consequences.

Tabs: Medical Personnel Emergency Response Teams; request form for additional medical personnel; list of pharmaceuticals; Medical-Surgical Supply Formulary by Disaster Scenario. (under development)
Psychosocial Consequence Management

PURPOSE

To establish a system that provides for a graded range of acute psychosocial interventions and longer-term mental health services to 5,000 adult and pediatric clients and health care workers per 1,000,000 population exposed to a biological, chemical, radiological or explosive terrorist incident; and 
To enhance the networking capacity and training of health-care professionals to be able to recognize, treat and coordinate care related to the behavioral health consequences of bioterrorism or other public health emergencies.
ORGANIZATION

Most hospitals have identified resources within their healthcare systems or within their communities that they will be able to utilize in times of emergencies. Special plans should be created to deal with the volume of patients and severity of adverse effects of the emergency. Both of these aspects will probably be directly affected by the nature and extent of the emergency itself.

CONCEPT OF OPERATIONS

Following a bioterrorism event, anxiety and alarm can be expected from infected patients, their families, healthcare workers, and the worried well. Psychological responses may include anger, fear, panic, unrealistic concerns about infection, fear of contagion, paranoia, and social isolation. Infection control practitioners should include mental health workers (psychiatrists, psychologists, social workers, and clergy) when developing facility-specific bioterrorism response plans. The following are some points to consider:

Communicate clear, concise information about the infection, how it is transmitted, what treatment and preventive options are currently available, when prophylactic antibiotics, antitoxin serum or vaccines will be available, and how prophylaxis will be distributed;

Provide counseling and possible anxiety-reducing medications to the worried well and the victims’ family members;

Provide educational materials in the form of frequently asked questions;

Provide home care instructions;

Provide information on quarantine and isolation;

Information released to the public should be coordinated with local and stated health officials.
A regional program has been initiated with a local hospital-based behavioral medicine program to identify ways that health care workers can recognize, refer, or treat psychosocial disorders that may result from an event. (in development) 

Critical Incident Stress Management (CISM)

CISM will be coordinated by and through the Blue Ridge and Western Virginia EMS Council in coordination with other local, state, and federal agencies. 

PURPOSE

To provide a service to emergency responders, and others who request it, to help cope with the apparent or latent stress associated with dealing with emergencies, disasters, and human tragedy and suffering. 

ORGANIZATION

Critical Incident Stress Management Team: The Regional CISM program is an extremely important element of the Council's operation. Our CISM teams are trained to assist EMS agencies and providers, law enforcement personnel, fire department personnel, and others who are exposed to stressful situations in the performance of their duties. Teams consist of peer debriefers and mental health professionals. All team members are volunteers, serving without compensation. There are 4 teams operating in Roanoke Valley, New River Valley, Lynchburg area, and Danville/Martinsville area.

CONCEPT OF OPERATIONS

A request for assistance should be made to the staff of the Western Virginia or Blue Ridge Office of EMS. The contact information follows:

Western Virginia EMS Council

3229 Brandon Avenue, Suite 7

Roanoke, VA 24018-1547

540-342-2734       


Fax - 540-342-2744      

Toll Free - 800-818-1032
  
Email: western@vaems.org
Marietta Walters, Ph.D., Team Administrator 

doctormarietta@aol.com
In the Lynchburg area contact:

Meg Cosby, Debriefing Coordinator
434-947-8000 ext. 4067
434-660-6566
434-384-2134 

   or 

Beth Wright, Clinical Coordinator
434-841-1764 

Tab E1 – Virginia Emergency Medevac Services

Medevac Committee 2003


	Genemarie McGee, Chair

Sentara Norfolk General Hospital

600 Gresham Drive

Norfolk, VA 23507

(757) 668-3359

(757) 668-2439

GWMcGee@Sentara.com
[800-572-4354]

[757-628-2435]
	Sgt. Terry Austin

Med-Flight I

Department of State Police
7411 Airfield Drive

Richmond, VA 23237

(804) 743-2232

(804) 743-2235 fax

EMSMEDFLIGHT@aol.com
aviation@vsp.state.va.us  

[800-468-8892]

[804-743-2231]
	Doyle Bock

VCU Life Evac

Department of Emergency Medicine

Medical College of Virginia Hospitals

Box 980486

RICHMOND VA 23298-0401

(804) 828-6067

dbock@rmhllc.com


	2nd Lt. Kenneth May

Fairfax County Police Department

4604 West Ox Road

Fairfax, VA 22030

(703) 830-3105

(703) 815-9632 fax

Ken.May@FairfaxCounty.gov 

[703-280-0840]
	Sgt. Mark Holden

Med-Flight II

Department of State Police
18377 Lee Highway

Abingdon, VA 24210-8001

(276) 676-5625

(276) 676-5425 fax

mholden@preferred.com 

[800-433-1028]

[540-466-3188]
	Karen Hamilton

Aeromedical Transport Specialists, Inc.

Box 1520

Manassas, VA 20108-1520

(703) 791-6644

(703) 791-3496 fax

atspec@earthlink.net
flightnurse@earthlink.net
[800-296-1217]

	Paul Davenport

Life-Guard 10

Carilion Transport Services, Inc.

431 McClananhan Street

Roanoke, VA 24022

(540) 981-9448

(540) 981-8506 fax

EDPBD1@carilion.com 

[344-4357 / 345-7628]
	Sgt. Pat Bruce

Med-Flight III

Department of State Police
1063 C Airport Road

Lynchburg, VA 24502

(434) 582-5115

(434) 582-5171 fax

[800-552-0962]
	Robert Knox

Pegasus Flight Operations
200 Bowen Loop, Suite 100

Charlottesville, VA 22911

(434) 978-4426

(434) 973-6915 fax

rek3u@virginia.edu 

[804-522-1826]

[804-924-9287]

	Edward R. Eroe, CHE, CAE, CMTE

Associate Operating Officer - Emergency Services 

Duke Life Flight 

Duke University Hospital 

129 Bell Building 

DUMC 3521 

Durham, NC 27710-0001 

919-684-1930 Voice 

919-681-9634 Fax 

ereroe@eroe.com 
	Kathy Colantuono

Nightingale

Sentara Norfolk General Hospital

600 Gresham Drive

Norfolk, VA 23507

(757) 668-2572

(757) 668-3090 fax

kxcolant@sentara.com
[800-572-4354]

[757-628-2435]
	Sgt. Kathleen Harasek

United States Park Police

Aviation Section

1100 Ohio Drive, SW

Washington, D.C. 20024

(202) 690-0768 business

(202) 438-1593 cell (business)

(202) 401-7734 fax

[202-619-7310]

	
	
	

	Shirley Riggsbee

Inova Air Care

Inova Fairfax Hospital
3300 Gallows Road

Falls Church, VA 22042-3300

(703) 698-3399

(703) 698-3637 fax

shirley.riggsbee@inova.com
[800-258-8181]
	Ed Rupert

MedStar

Washington Hospital Center

110 Irving Street, NW

Washington, D.C. 20010

(202) 877-7759

(202) 877-7401 fax

etr1@mhg.edu
allen.c.wolfe@medstar.net 

[800-824-6814]


	


Functional Annex F: Mass Casualty Incident Response

PURPOSE

To assist in the organization and management of the distribution of patients in a mass casualty incident; and 

To assist in the distribution of patient load to as many facilities as is necessary to avoid any one or more from becoming overwhelmed; and

To organize and muster additional healthcare resources as may be needed and/or requested by responsible parties.
ORGANIZATION

“Mass casualty” can be defined by any number of patients in the field or presented at a hospital that may overwhelm the capabilities and resources that the responding agency has to manage the event. 

When requested by EMS providers, localities, hospitals, or other responsible parties, the RHCC may be activated with as much staff as necessary to respond appropriately to the incident. Where possible, the Modular Emergency Medical System (MEMS) should be developed and utilized to manage large influxes of patients due to emergencies (See Tab F1).

In large-scale events with mass casualties, there are a number of new areas of medical training emphasis needed, such as efficient integration with emergency federal and state response, decontamination, and addressing unique psychological impacts and related social chaos in medical settings. 
CONCEPT OF OPERATIONS

In the event of a mass casualty incident, a hospital or other healthcare provider may notify the Hospital Preparedness Coordinator, or his/her designee, and make a request for assistance. The Hospital Preparedness Coordinator, or a designee, will activate the RHCC with only enough staff, who have appropriate expertise, to manage requests for assistance.

EMERGENCY MANAGEMENT ACTIONS

1.
Normal Operations

a.
Develop and maintain plans and procedures to be implemented during a mass casualty incident

b.
Test plans on an annual basis

c.
Develop and maintain plans and agreements with area hospitals for the management of a mass casualty incident

2.
Increased Readiness 

a. If a mass casualty incident or high potential for a mass casualty incident occurs, notify the Regional Hospital Preparedness Coordinator or his/her designee.

b. Call CPTS to notify the Coordinator or his/her designee.

3.
Emergency Operations

a.
Activate the RHCC with appropriate staffing. 

b.
Determine size and scope of the incident; determine the nature of the request for assistance. 

c.
Develop communications with all potentially affected healthcare facilities, and if necessary, VDH and VDEM; relay a situation report to all potential participants. (Roanoke Fire & EMS & Roanoke County have mass casualty trailers.)

c. Assist with the opening and staffing of an Acute Care Center; the location will be wherever is most appropriate.

d. Healthcare facilities may submit resource requests to RHCC on Resource Request Form in Annex G; see Tab G2.

4.
Recovery Operations

a. Restore all equipment to response readiness.

b. Collect and collate records for cost recovery.

c. Coordinate the return of unused resources.

Tab F-1: Modular Emergency Medical System (MEMS)

General Description

MEMS is designed to provide systematic, coordinated, and effective medical response to the casualties of a large-scale BW incident. Specifically, the MEMS focuses on managing an incident where the number of casualties significantly overwhelms a community’s existing medical capabilities and involves an outbreak of a disease. Management of this system is based on the Incident Command System/Incident Management System (ICS/IMS), which is utilized nationally by the emergency response community. The MEMS strategy also establishes a framework for which outside medical resources can effectively augment local response efforts through the rapid organization of available assets into two types of expandable patient care modules, Acute Care Centers (ACCs) and Neighborhood Emergency Help Centers (NEHCs). The MEMS has built-in 

flexibility to accommodate multiple component modules, as required. A network of modules integrated with a Community Outreach effort will mitigate the effects of a BW incident by converting non-hospital facilities into mass care centers, enhancing a community’s capacity to care for large numbers of casualties. The ACC and NEHC modules are linked to an area hospital

that oversees patient care, medical logistics, and information flow. Together, these two modules have the capability to provide a wide range of care and services to victims of a biological terrorism, or other, incident in addition to the community’s normal patient population (see Figure 1, Modular Emergency Medical System). The existing medical infrastructure will continue to function as massive numbers of casualties and asymptomatic, non-exposed individuals (also known as “worried well”), who believe that they have been exposed to a biological agent when in fact they have not, present themselves for medical care. The casualties and “worried well” are directed through the MEMS. 

Organization and Components of the MEMS

Current medical systems of most communities in the United States include public and private area hospitals, outpatient clinics, ancillary care organizations, and private physicians. These resources can be integrated and expanded upon during emergency operations by activating pre-planned communication and coordination links between components and applying additional

resources. Under the MEMS strategy, each area hospital may form its own internal emergency Regional Hospital Coordination Center (RHCC) to coordinate sector health care operations with their associated modules. As hospitals reach full capacity, they can establish ACCs in nearby buildings to transfer and redirect patients who require non-critical, agent-specific supportive care. 

Outpatient clinics may also be expanded into NEHCs to help direct non-critical and psycho-somatic casualties away from hospital emergency departments. A Community Outreach effort, organized by local law enforcement, fire, public health, and volunteer organizations can facilitate

the medical response and public information efforts. This may be accomplished by conducting door-to-door sector surveys and identifying victims who were otherwise unable to access appropriate medical care. In an incident involving a disease that is thought to be contagious, it would be best to isolate individuals from one another and avoid mass gatherings. In such an incident, authorities might instruct citizens to stay at home and receive assistance via the Community Outreach effort. Casualty transportation units will coordinate all transportation of

patients between the NEHCs, hospitals, and ACCs. They can also transfer non-BW hospital patients to remote hospitals to provide additional local hospital space for BW patients.

To carry out the MEMS strategy, hospitals, clinics, and private medical doctors may have to forego their autonomy and jurisdictional medical statutes and function as a unified system. The individual area hospitals and associated centers are linked to the ICS to form a community-wide medical response. An alternative approach to this organization might involve establishing the ACCs and NEHCs as stand-alone facilities that are not associated with area hospitals. Under this

organization, the operation of these centers would be a function of the community’s emergency management offi ce. The MEMS can be flexibly applied depending on the severity of the situation and the resources available within the affected community. By pre-designating the participating medical organizations by community sector and pre-selecting the locations for the MEMS

components, a community will be better prepared to respond quickly and efficiently to a biological terrorism incident, or other large-scale public health emergencies.

Figure F1
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Tab F-2: Mutual-Aid Resources

a.
Roanoke City (dispatched according to CAD recommendations):

Transporting units (ALS/BLS) 
-
12

Crash trucks     
- 
  2

Communications 
-
800 MHz

b.
Roanoke County


Transporting units (ALS/BLS)


- 
15


Crash truck 





-
  2

c.
Botetourt County






Transporting units (ALS/BLS) 
- 
8

Communications
-
453.900

d.
Carillon Patient Transportation Services

Transporting units (ALS/BLS)  
-
5

Communications
-
155.385,

155.205, 155.340

e.        United Ambulance Service




Transporting units (ALS/BLS) 
-
5



f.
Lifeline Ambulance

Transporting Units (local)
-
5

Transporting Units (Blacksburg) 
-
4

g.
Life Guard - 10

Patient capacity 
-
4

Communications
-
All agencies

[Others …….]

Tab F-3: EMS ON-SCENE INCIDENT COMMAND SYSTEM  (Typical)


Tab F-4: OFFICER GOALS AND OBJECTIVES

(This information is offered to help understand needs and requests that may be made.)

EMS Control - Oversees and manages the operational structure of Emergency Medical Services during a Mass Casualty Incident. Responsible for ensuring the provision of pre-hospital care during an incident as outline by regional and state protocols.  Responsible for assigning personnel to officer positions as incident deems necessary. 

Rehabilitation Officer - Responsible for establishing a rehabilitation area for emergency workers. Coordinate refreshments and other personal needs of emergency personnel involved in an incident.

Sector Officer - Oversees and manages sectors as assigned. Report to EMS Command. Responsible for assigning personnel to officer positions within his/her sector. 

Incident Officer - Oversees and manages specific incidents that may occur during a disaster. Reports to Sector Officer. Responsible for assigning personnel to officer positions as needed for the specific incident.

Triage/Extrication Officer - Prioritizes patient removal to treatment area according to assessment findings using S.T.A.R.T. Ensure that all patients receive a triage tag which accurately reflects injury priority. 

Treatment Officer - Coordinates on scene medical care.  Establishes and oversees the treatment area.  Assigns EMS personnel to the patients according to priority and ensures care to all patients within the treatment area.  Maintains patient record information relative to name, injury status, care administered and transport destination.

Communication Officer - Coordinates communications between field and medical control.  Relays all information as requested and obtains hospital destinations for the sick/injured.

Transportation Officer - Coordinates and oversees the transportation of the sick/injured to medical facilities.  Maintains appropriate records pertaining to transports. 

Staging Officer - Responsible for staging and assignment of EMS units during an incident.  Maintains status log of equipment in and out of staging area. 

Safety Officer - Ensure the highest level of safety possible for emergency personnel during the incident.  
Tab F-5: "S.T.A.R.T." (Triage) PROTOCOLS

________________________________________________________________________________________________________
Priority One - Red Tag - Immediate Treatment
.
Respiratory rate greater than 30 or less than 12

.
Respiratory Arrest with pulses - position airway and assist breathing as necessary

.
Absent of radial pulses - shock

.
Altered mental status - inability to follow simple commands

.
Unresponsive/Unconscious

Priority Two - Yellow Tag - Secondary Treatment
Primary Assessment intact with the following injuries:

.
Burns (Secondary Greater than 30 percent, third degree greater than 15 percent or burns involving respiratory system)

.
Chest injuries

.
Long bone fractures

.
Neck or back injuries with or without cord damage

.
Abdominal injuries

.
Extremity amputation

.
Head injury with normal level of consciousness

Priority Three - Green Tag - Delayed Treatment
.
Minor fractures

.
Minor soft tissue injuries

.
Minor burns (Second degree burns less than 30 percent of body not involving respiratory system

.
Mortally injured patients - Extensive burns, head injuries with brain tissue exposed, etc. *

*Note:
Decision to categorize the obviously mortally injured patients as priority three verses priority 1 will be based on total number of injuries and available resources. 

Priority Four - Black Tag - Deceased
.
Mortal injuries

.
Cardiac Arrest - Dependent on number of injuries or patients without pulse or respirations of 20 minutes or more.

Tab F-6: "JumpS.T.A.R.T." Pediatric MCI Triage
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Functional Annex G: Resource Management and Logistics

PURPOSE

To define the means, organization, and process by which the Alliance will find, allocate, and distribute resources to satisfy needs that are generated by an emergency.

ORGANIZATION

The management of resources and logistics can be a vital function as an emergency evolves and especially if it is a protracted event. Most facilities, municipalities, and state agencies have purchasing contracts arranged and emergency procurement procedures in place. These contracts and procedures may be utilized by the Alliance to acquire necessary resources. There are also many overlooked resources in every community and region. Often, to be utilized, these resources in the community need only be recognized, organized, cataloged, and the owner of the resource contacted. With understandings in place prior to an emergency, most owners are more comfortable contributing privately held resources when used for the public good.

Also with logistics, every locality must have vehicles for work accomplishment and transportation. These may be utilized in an emergency for moving resources from one place to another. Carilion Patient Transportation System (CPTS) will also make available some of its vehicles for critical logistical needs.

CONCEPT OF OPERATIONS

The Coordinator should make contacts with emergency managers and procurement managers for all the localities in the region. The region is rich in “undiscovered” resources that may be tapped in times of emergency or disaster. Understandings and relationships should be in place prior to an emergency, so that when resources are needed on short notice during an emergency, they might be easily obtained with a minimum of “red tape.” 

Tab G1 lists the federal emergency support functions and Tab G2 contains a “Resource Request Form”. Resource requests should be correlated to the emergency support functions. Requestors should be very specific in their request. Following the S.A.L.T.T. acronym ( Size—Amount—Location—Type—Time) will also be helpful (see the instructions for completing the Resource Request Form). 

When resources are requested, located, and acquired, they then need to be delivered in a timely manner to where they can do the most good. Vendors, commercial delivery services, volunteers, public safety agencies, and municipalities are but a few sources of logistical support.

Essential Goods and Services

Requests for the delivery of additional supplies during an emergency may be made to the RHCC, whose staff will arrange for acquisition, pick-up, and delivery with CPTS and any other agency as necessary. RHCC staff may work with purchasing department personnel at the several healthcare systems in the region to obtain goods and supplies through their purchasing systems or they may work through a local municipality or VDH. Requests for specialty items such as blood may be referred to the Red Cross or another appropriate agency.

Personal Protective Equipment (PPE)

PPE is vital to accomplishing the mission of delivering healthcare to individuals that have been injured in an emergency. Hospitals must provide proper and sufficient personal protective equipment to healthcare providers, so that they do not become injured or exposed to hazards while rendering care. In the region, our goal is to protect 125 or more healthcare personnel per 1 million population in rural areas during a biological, chemical, or radiological incident.

To help meet this goal, PAPRs (Powered Air-Purifying Respirators) have been purchased and distributed to all area hospitals for this purpose. It is the individual hospital’s responsibility to integrate these into their emergency response procedures, conduct training in their use, and maintain them “ready-to-use” at all times.

Hospitals must integrate the use of PPE into their emergency plans; all facilities should already have this requirement in place. New equipment must be fit into existing procedures, and employees must be trained on the limitations and capabilities of the new equipment. PAPRs and other necessary PPE may be pooled within the region then and transported to facilities that may have a critical need for them.

Medical Waste Disposal

While some incidents such as a power failure do not produce hazardous materials, incidents such as chemical accidents, industrial explosions, “dirty bombs”, and bioterrorism may. JCAHO standards require hospital plans to address:

· Applicable laws and regulations from OSHA and EPA

· Handling and disposing of wastes

· Space and equipment

· Emergency procedures for exposures

· Personal protective equipment

These requirements are likely to be highly relevant to any mass casualty incident, especially if it results from terrorism. A hazardous materials and waste management plan describes how the organization will establish and maintain a program to safely control hazardous materials and waste.  The plan provides processes for

a.
selecting, handling, storing, using, and disposing of hazardous materials and waste from receipt or generation through use or final disposal;

b.
establishing written criteria consistent with applicable law and regulation, to identify, evaluate, and inventory hazardous materials and waste used or generated;

c.
managing chemical waste, chemotherapeutic waste, radioactive waste, and regulated medical or infectious waste, including sharps;

d.
monitoring and disposing of hazardous gases and vapors;

e.
providing adequate and appropriate space and equipment for safe handling and storage of hazardous materials and waste; and

f. reporting and investigating all hazardous materials or waste spills, exposures, 


and other incidents.

In addition, the plan establishes

g.
An orientation and education program for personnel who manage or have contact with hazardous materials and waste that addresses

1.
precautions for selecting, handling, storing, using, and disposing of hazardous materials and waste;

2.
emergency procedures for hazardous material and waste spills or exposure;

3.
health hazards of mishandling hazardous materials; and

4.
for all appropriate personnel, orientation and education about reporting procedures for hazardous materials and waste incidents, including spills or exposures;

h.
Performance improvement standards that address one or more of the following:

1.
Staff knowledge and skill necessary for their role in managing hazardous materials and waste;

2.
The expected level of staff participation in materials and waste management activities;

3.
Monitoring, inspection, and corrective action;

4.
Routine procedures for emergency and incident reporting that specify when and to whom reports are communicated; or

5.
Inspection, preventive maintenance, and testing of applicable equipment;

i.
Emergency procedures describe the specific precautions, procedures, and protective equipment used during hazardous material and waste spills or exposures; and

j. How an annual evaluation of the hazardous materials and waste-management plan's objectives, scope, performance, and effectiveness will occur.

EMERGENCY MANAGEMENT ACTIONS

1. Normal Operation

a. The Coordinator should make contact with emergency managers and procurement managers in municipalities prior to an emergency.

b. Resources should be tentatively located within the region before an emergency occurs.

c. Emergency equipment in hospitals and in the RHCC-RHCC must be properly stored and maintained if it is expected to perform properly during an emergency.

2. Increased Readiness

a. Equipment should be inventoried, cleaned, and readied for use.

b. The status of regional resources should be ascertained.

3. Emergency Operations

a. Hospitals should be advised of the procedure to request resources.

b. PPE should be distributed according to the emergency plan.

c. Equipment should only be used by trained personnel who are physically capable of using it.

4. Recovery

a. Collect and collate records; the RHCC will assist hospitals and others with documentation of emergency-related expenditures for cost recovery.

b. Equipment should be inventoried, cleaned or decontaminated, maintained according to manufacturer’s recommendations, and stored properly.

c. Proper records should be kept of equipment usage and maintenance.

d. Assist in the return of unused resources.

Tab G1-- FEDERAL RESPONSE PLAN EMERGENCY SUPPORT FUNCTIONS

ESF 1: TRANSPORTATION
Responsibility:  Provide civilian and military transportation support.

Primary Federal Agency:  Department of Transportation

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC,    

                                                TVA, and U. S. Postal Service

Primary State Agency:
Virginia Department of Transportation

Primary Local Agency:
Virginia Department of Transportation

ESF 2: COMMUNICATIONS
Responsibility:  Provide telecommunications support

Primary Federal Agency:  National Communications System

Supporting Federal Agencies: Agriculture, Commerce, Defense, Interior, FCC, 

    Transportation, FEMA, and GSA

Primary State Agency:
Department of Information Technology

Primary Local Agency:
[Locality] Communications Center

ESF 3: PUBLIC WORKS AND ENGINEERING
Responsibility:  Restore essential public services and facilities

Primary Federal Agency:
U. S. Army Corps of Engineers, Dept. of Defense

Supporting Federal Agencies: Agriculture, Commerce, Energy, Health & Human Services, Interior, Labor, Transportation, VA, EPA, GSA, and TVA

Primary State Agency:
Department of General Services


Housing and Community Development

Primary Local Agency:
[Locality] General Services Department

ESF 4: FIRE FIGHTING
Responsibility:  Detect and suppress wildland, rural, and urban fires

Primary Federal Agency: U. S. Forest Service, Dept. of Agriculture

Supporting Federal Agencies: Commerce, Defense, Interior, EPA, and FEMA

Primary State Agency:
Department of Forestry

Primary Local Agency:
[Locality] Fire and Rescue Department

ESF 5: INFORMATION AND PLANNING
Responsibility:
Collect, analyze, and disseminate critical information to facilitate the overall federal response and recovery operations.

Primary Federal Agency:
Federal Emergency Management Agency

Supporting Federal Agencies: Agriculture, Commerce, Defense, Education, Energy, Health & Human Services, Interior, Justice, Transportation, Treasury, ARC, EPA, GSA, NASA, National Communications System, and NRC.

Primary State Agency:
Department of Emergency Management

Primary Local Agency:
[Locality] Emergency Services

ESF 6: MASS CARE
Responsibility:
Manage and coordinate food, shelter, and first aid for victims; provide bulk distribution of relief supplies; operate a system to assist family reunification.

Primary Federal Agency: American Red Cross

Supporting Federal Agencies: Agriculture, Commerce, Defense, Health & Human 
Services, HUD, Transportation, VA, FEMA, GSA, 

                                            GSA, and U. S. Postal Service

Primary State Agency:
Department of Social Services, American Red Cross

Primary Local Agency:
American Red Cross and/or School Board in most localities.

ESF 7: RESOURCE SUPPORT
Responsibility:
Provide equipment, materials, supplies, and personnel to federal 

                    entities during response operations.

Primary Federal Agency: Department of Transportation

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of General Services

Primary Local Agency:
[Locality] Emergency Services

ESF 8: HEALTH AND MEDICAL SERVICES
Responsibility:  Provide assistance for public health and medical care needs.

Primary Federal Agency: U. S. Public Health Service, Dept. of Health and Human

                                     Services 

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of Health

Primary Local Agency:
[Locality] Fire and Rescue Department

ESF 9: URBAN SEARCH AND RESCUE
Responsibility:
Locate, extricate, and provide initial medical treatment to victims

                    trapped in collapsed structures.

Primary Federal Agency:  Department of Defense

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                       TVA, and U. S. Postal Service

Primary State Agency: Department of Emergency Management

Primary Local Agency: Determined locally.

ESF 10: HAZARDOUS MATERIALS
Responsibility:
Support federal response to actual or potential releases of oil and 


hazardous materials.

Primary Federal Agency:  Environmental Protection Agency

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of Environmental Quality

Primary Local Agency:
Determined locally.

ESF 11: FOOD
Responsibility:
Identify food needs; ensure that food gets to areas affected by 

                   disaster. 

Primary Federal Agency: Food and Nutrition Service, Department of Agriculture

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                          TVA, and US Postal Service

Primary State Agency:
Department of Agriculture and Consumer Services

Primary Local Agency:
American Red Cross or determined locally.

ESF 12: ENERGY
Responsibility:
Restore power systems and fuel supplies

Primary Federal Agency:  Department of Energy

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                           TVA, and U. S. Postal Service

Primary State Agency:
Department of Mines, Minerals, and Energy


State Corporation Commission

Primary Local Agency:
[Locality] Emergency Services

Tab G2 -- RESOURCE REQUEST FORM

The purpose of the Resource Request Form is to formally request additional resources essential to sustain and protect life and property, and to continue to deliver essential services. Hospitals may work with/through the Regional Hospital Coordinating Center in their attempt to maximize recoverable costs.

Frequently, requests for assistance made to the RHCC are too general in nature and, as a result, a facility may not receive the right kind of assistance when needed or it experiences delays in receiving the needed assistance. During a large-scale emergency or disaster, facilities may have to request specific types of resources in specific quantities. In order to receive the correct assistance and the quantities required, the Resource Request Form was developed. Being specific, when requesting outside assistance, will promote more rapid assistance and serve to reduce citizen suffering and help the victims of a disaster begin their recovery process.

When using the Resource Request Form, remember Size, Amount, Location, Type, and Time (SALTT) for resources needed to respond to a large-scale emergency or disaster. One copy of this form should be used for each type of Emergency Support Function (ESF) requested (see Tab 1 to Functional Annex G).

Resource Request Forms should be faxed, emailed, physically sent (runners), or phoned-in and reported line-by-line to the Regional Hospital Coordination Center—Emergency Operations Center. If phoned-in, please complete the form before calling.

RESOURCE REQUEST FORM

Correlate with the Emergency Support Functions in Tab G1, and use a separate form for each ESF.

List requests for resources in descending priority order .

	(1) Hospital / HC Facility:                                                                                                                          (circle one)

	(2) Date & Time Request was prepared: 
	Report:       Initial      Update

	(3) Prepared by:
	Call-back #: 

	(4) Resource Needed
	(5) Size
	(6) Amount
	(7) Delivery Location
	(8) Type
	(9) Time

	#1
	
	
	
	
	

	#2
	
	
	
	
	

	#3
	
	
	
	
	

	#4
	
	
	
	
	

	#5
	
	
	
	
	

	#6
	
	
	
	
	

	#7
	
	
	
	
	

	#8
	
	
	
	
	


Instructions to Complete the Resource Request Form:

(Line/Column #)

(01) Hospital / HC Facility – The name of the hospital or healthcare facility where the additional resources are needed.

(02) Date/Time Request Prepared – Use 24 hour time; time when the request was prepared (changes each time an updated Resource Request Form is submitted). Indicate whether the request is an initial request or a follow-up/modification

(03) Prepared by – Name of person who prepared request.

Call Back # - Telephone number in RHCC or wherever the preparer or their representatives can be contacted by the RHCC on 24 hr. basis, if questions should arise about report. FAX # = RHCC Fax number.

(04) Resource Needed – specify what is needed; be very specific.

(05) Size – specify size of the resource, if appropriate; be specific.

(06)  Amount – specify amount of the resource; individual or aggregate.

(07) Location – Where do you want the resources to be delivered (be very specific). e.g., Hospital, Education Center,  etc.

(08) Type – Additional information on the requested resource, e.g., portable, refrigerated, wool, MREs, etc. 

(09) Time – When is the resource needed; time of delivery; be sure to have someone meet the delivery.

Functional Annex H: Hospital Security

PURPOSE

To ensure a secure environment and protect patients, staff, visitors, information, and the physical infrastructure; and

To help manage the pedestrian and vehicle traffic flow at the hospital; and

To mitigate or prevent acts of terrorism.

ORGANIZATION

Security staff in most hospitals that have them are private guards, either hospital or contract employees. Most are unarmed and have no powers of arrest. Although their responsibilities vary considerably, most are there as deterrents and to restrain violent patients or visitors. Hospital security is an important part of JCAHO’s “secure environment,” protecting patients, staff, visitors, information, and the physical infrastructure. Some hospitals, particularly large ones in urban areas, employ sworn law enforcement officers, either on contract or as employees. Regardless of the type and powers of security staff, the trend of minimal staffing applies across the board, commonly resulting in inadequate coverage for most facilities. Recurrent security-related challenges have internal and external foci: lockdown and the role of local law enforcement. 

CONCEPT OF OPERATIONS

Lockdown is a common constituent of hospital emergency plans, but there is little consistency to its definition, even between facilities in the same community. In its ideal use, lockdown is an incident management tool that allows hospital staff to assert or regain control of a situation that appears or escalates with little warning. Lockdown is analogous to cardiopulmonary resuscitation (CPR): it is a short-term step intended for use early in the incident to buy time for more definitive measures. In securing all or part of the facility against additional entry, staff implementing lockdown can gain some breathing room while providing short-term protection to themselves and their patients. Also, as with CPR, lockdown can make the difference between success and failure in implementation of an emergency plan but is rarely effective on its own; a plan that ends with lockdown is doomed to fail. 

In most exercises simulating a terrorist incident, naturally occurring disease outbreak, or unintentional hazardous material release, the hospital in question has been “overrun,” meaning that a portion (generally the ED) or all of the facility is no longer able to function cohesively, protect its staff, or provide organized care to current and prospective patients. This can be due to contamination of the area, an unmanageable crush of incoming patients, perceived threat of violence, or loss of infrastructure. In many of these exercises, hospital staff recognized impending failure and requested assistance from law enforcement agencies for facility security and crowd control. With few exceptions these requests were unmet (or were met too late), although it eventually became apparent to most participants that these needs were indeed urgent and the loss of hospitals disastrous. Although it is not an exaggeration to say that law enforcement was not an eager player in hospital security, this was not due to laxity on the part of police. As expressed in the Topoff exercise after-action report, law enforcement agencies were overrun with urgent requests for multiple types of assistance. As they were given little to no external guidance on how to rank request urgency, they found themselves with too many priorities. This issue offers a compelling example of the need to consider hospital preparedness within the context of community resources. 

Hospitals should have a plan to obtain additional security personnel if and when needed. Hospital emergency plans should include procedures for maintaining perimeters once they have been established, for employee identification to allow for crossing the perimeter, and for communicating with each other regarding transferring patients when security is in place at each facility. 

EMERGENCY MANAGEMENT ACTIONS

1. Normal Operation

a. Acquire security staff to effectively secure the facility.

b. Train the staff to be vigilant and observant of individuals without being intrusive to normal operations.

c. Develop emergency plans that include secure operations during emergencies using different scenarios.

d. Practice the emergency plans and scenarios.

2. Increased Readiness

a. Locate and notify all security staff of possible emergency.

b. Review emergency plans with staff.

c. Check status of emergency equipment and supplies.

d. Notify local law enforcement of situation/establish communications.

3. Emergency Operations

a. Activate emergency plans.

b. Notify all personnel of emergency conditions.

c. Develop work schedule for increased activity for 24-hour operations.

d. Notify local law enforcement of need for augmentation.

e. Keep detailed records of activity.

4. Recovery

a. Return to normal operations as soon as possible.

b. Assemble records of emergency activities and expenses. 

Tab H1: Security Management Plan

Separate from, but related to, the standards for Emergency Preparedness Management Plan are JCAHO standards addressing the hospital’s Security Management Plan.  In this component of its plan, hospitals must address:

· Access to/egress from sensitive areas

· Vehicular access to urgent care areas

· Security incident or failure

· Civil disturbance, media

· Control of human and vehicle traffic
A security management plan describes how the organization will establish and maintain a security man​agement program to protect staff, patients, and visitors from harm.  The plan provides processes for:

a.
leadership's designation of personnel responsible for developing, implementing, and monitoring the security management plan;

b.
addressing security issues concerning patients, visitors, personnel, and property;

c.
reporting and investigating all security incidents involving patients, visitors, personnel, or property;

d.
providing identification, as appropriate, for all patients, visitors, and staff;

e.
controlling access to and egress from sensitive areas, as determined by the organization; and

f.     providing vehicular access to urgent care areas.

In addition, the plan establishes:

g.
a security orientation and education program that addresses:

1.
processes for minimizing security risks for personnel in security sensitive areas;

2.
emergency procedures followed during security incidents; and

3.
processes for reporting security incidents involving patients, visitors, personnel, and property;

h.
performance improvement standards that address one or more of the following

1
.
  staff security management knowledge and skill;

2.
the level of staff participation in security management activities;

3.
monitoring and inspection activities;

4.
emergency and incident reporting procedures that specify when and to whom reports are communicated; or

5.
inspection, preventive maintenance, and testing of security equipment; and

i.
emergency security procedures that address

   1.

actions taken in the event of a security incident or failure,

   2.

handling of civil disturbances,

3.   handling of situations involving VIPs or the media, and

4.    provision of additional staff to control human and vehicle traffic in and around the environment of care during disasters; and

j. how an annual evaluation of the security management plan's objectives, scope, performance, and effectiveness will occur.

Functional Annex I: Recovery

PURPOSE

To briefly describe how the region will begin to recover after a disaster or emergency with respect to the following areas (Concept of Operation) once the event has been determined to be under control. 

ORGANIZATION

After an emergency, the recovery phase in our region should be managed as carefully as the emergency itself to facilitate a speedy and safe recovery. The RHCC should stay open long enough to ensure that all facilities that were negatively impacted by the emergency are returned to a “normal” and safe operational condition. 

CONCEPT OF OPERATIONS

Communication

The RHCC will contact all hospitals and associated facilities with information on recovery operations, and relay to them a status report. Assistance will be given in individual recovery operations, if necessary. Resource requests will be taken and or resources may be redistributed as needed.

Facility Decontamination

All hospitals should initiate decontamination procedures as soon as is practicable. Hospitals should communicate any deficiencies in capacity and operations to the RHCC, and they should make resource requests if they require additional assistance. Hospitals should also notify the RHCC when they are fully operational again.

Facility Re-entry Authorization

Hospitals should develop procedures within their emergency plans to allow hospital personnel and civilians to reenter their facilities once decontamination has been completed. Benchmark testing and criteria should be developed to ensure safe re-occupation.

Patient Re-transfer

Any patients that were displaced as a result of the activation of hospital emergency plans or this regional plan may be returned to the facility of origin. The RHCC and CPTS will help facilitate this patient transfer.

Record-keeping
All hospitals and facilities involved in the emergency will forward copies of records indicating the cost of their efforts to manage the incident, including time, personnel costs, and other resource expenditures, at a minimum.
Functional Annex J: Budget and Financial Management

PURPOSE

To ensure that the necessary management controls, budget authorities, and accounting procedures are in place to provide the necessary funding in a timely manner; and 

To conduct emergency operations, document expenditures, and maximize state and federal assistance following the disaster.

ORGANIZATION

The Near Southwest Regional Hospital Preparedness Alliance is comprised of volunteer representatives from participating hospitals in the region, representatives from VDH, the Directors of the Blue Ridge and Western OEMS Councils, and representatives from regional public safety first-responder organizations. The Alliance is organized under the auspices of the Western Virginia Office of Emergency Medical Services (WVOEMS—3229 Brandon Avenue, Suite 7, Roanoke, VA 24018-1547), which will provide overall fiscal management. The Virginia Department of Health will act as liaison to state and federal agencies. Financial records for the Alliance will be kept at WVOEMS main office.

CONCEPT OF OPERATIONS

Business accounting on a daily basis will be managed by the Hospital Preparedness Coordinator and the Executive Director of the Western Virginia Office of EMS. During an emergency, some “normal” accounting methods or operations may be suspended if necessary to expedite and facilitate emergency operations. However, records will be kept of emergency activities and operations such that all expenditures will be justified during the Recovery Phase.

Records kept at the RHCC during its period of activation will be assembled and organized to assist the Alliance, VDH, hospitals, and localities in seeking state and federal assistance.

Functional Annex K: Terrorism

Purpose

The main purpose of this annex is to disseminate a broad range of information on terrorism; and

To better prepare for, understand, deal with, and recover from incidents of terrorism in its many forms. This will require a comprehensive, coordinated, and integrated response capability, involving all levels of government. 

Terrorism defined
“The unlawful use of force against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in the furtherance of political or social objectives.”

Four basic components of terrorism:

a) Terrorism involves the use or threat of extraordinary violence.

b) Terrorism is goal directed (or rational) behavior.

c) Terrorism is intended to have a psychological impact beyond the immediate victims.

d) Terrorists choose their victims largely for their symbolic, rather than their instrumental value.
Consequence management is defined to include measures taken to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of a terrorist incident. This responsibility is assigned to the states with federal government providing assistance as required.

Crisis management is defined to include measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism. The laws of the United States assign primary authority to prevent and respond to acts of terrorism to the federal government and that state and local governments provide assistance as required. 


   |    Crisis management   |   Consequence Management   |   Individual Fed. Agency(s)

*Terrorist Incident|--------------------------(-----------------------------------(-----------------------------------(

   |       FBI in control          |         FEMA in control               |           Local control

*Actual incidents will require many variations of this theme.

First responders must plan to operate unassisted, at the local level, for at least the first 12 to 24 hours of an incident.

SITUATION

All communities are vulnerable to acts of terrorism. Intelligence gathering and tactical capabilities vary among jurisdictions as well as levels of government. The fact that an emergency or disaster situation was a result of a terrorist act will not always be evident during the initial emergency response phase and may not be determined until days, weeks, or months after the event has occurred.

Terrorist events will occur with little or no warning and involve one or more of a variety of tactics including (but not limited to): biological, nuclear, incendiary, chemical, explosive, and hostage taking, et. al. Local and state emergency response organizations must develop the tactical capability to quickly recognize and respond to the range of potential actions that could be employed locally as well as regionally.

The effects of terroristic acts will likely overwhelm local, regional, and state capabilities. First responders must consider only those actions that can be safely accomplished “locally”, due to the potential inability of state and federal agencies to respond within the first 12 to 24 hours of an incident. A large percentage of the citizenry should be prepared to be self-sufficient for 1 to 3 days after a major terrorist incident. 

Situation Determination

The Homeland Security Advisory System (HSAS) provides a comprehensive and effective means to disseminate information regarding the risk of terrorist attacks to Federal, State, and local authorities and to the American people. There are five levels of risk determined by crisis management. They are graphically represented with primary colors as follows: SEVERE – red – severe risk of terrorist attacks is anticipated; HIGH – orange – high risk of terrorist attacks is anticipated; ELEVATED – yellow – significant risk of terrorist attacks is anticipated; GUARDED – blue – general risk of terrorist attacks; LOW – green – low risk of terrorist attacks is anticipated. Detailed information on the HSAS is found in Tab W1.

ORGANIZATION

The local emergency services organization is based on a broad, functionally oriented, multi-hazard approach to disasters that can be quickly and effectively integrated with all levels of government.  In the initial stages of response to and recovery from a terrorist event, the existing local emergency services organization will provide the framework under which local resources will be deployed and coordinated. The expanded incident command system of organization should be utilized initially.

Upon arrival of regional, state, and federal resources, command and control of response and recovery operations will be structured under a unified command system of organization that will include, but not be limited to, the following: The local Director/ Coordinator of Emergency Services, the State Coordinating Officer (SCO) the Federal Coordinating Officer (FCO), FBI-Special Agent In Charge, Virginia State Police, and a State On-Scene Coordinator.

The State On-Scene Coordinator will initially be either the VDEM Regional Coordinator or the Hazardous Materials Officer who arrives on the scene first.  The designation of the State On-Scene Coordinator may change depending on the type of incident or as more senior officials arrive at the scene.  The unified command organization will be modified to include representatives from other emergency support functions (e.g., fire, health, public works, communications) as well as private industry depending on the following factors: the terrorist tactic(s) employed, the challenges presented to the emergency management community in responding to and recovering from the tactic(s), the target group involved, and the community impacted.

The Federal Bureau of Investigation (FBI), by Presidential Decision Directive #39 (6/99), is in charge of the response to a terrorist incident. The Federal Emergency Management Agency, in coordination with the Virginia Department of Emergency Management and local Emergency Services, will support the FBI in coordinating and fulfilling non-law enforcement response and recovery missions.  The Virginia State Police, in coordination with local law enforcement personnel, will be supporting the FBI in their functional responsibilities.

CONCEPT OF OPERATIONS

Hazards Analysis/Plan Development

A vulnerability analysis for each healthcare facility should be completed and scrutinized. A capability assessment should also be conducted to identify what resources will be needed to effectively respond to and recover from the potential situations identified. A listing of resources available within the jurisdiction, as well as in and outside of the region, from public and private sources, should be developed. Potential target facilities and activities should be evaluated in terms of what measures could be implemented to mitigate against potential acts of terrorism. Facility plans should be developed, reviewed, and tested in coordination with the appropriate local, state, and federal government agencies. Plans should also be developed to deal with the mass congregation of people at both indoor and outdoor events. These gatherings pose a potential target for terroristic acts, and the safety and security of the crowd must be considered. Education and awareness should be the primary and constant means of mitigation and prevention of terrorism; this is as true for first responders as it is for the citizens affected.

Tab L5 contains Mitigation and Prevention information, including:

a.  Hazards Analysis – local groups; potential targets (law-enforcement 
  

     sensitive)

b.  Capability Assessment – county, mutual aid, and private sources.

c.  List of Resources –  

d.  Facility Emergency Plans – potential targets and select   facilities/ 

     businesses, and critical infrastructure protection.

e.  Education – topics available to be presented and speakers bureau.

f.   Large Gatherings – an action plan for regularly scheduled events and 

     large gatherings that will cause  hundreds or thousands of people to 

     congregate.

THE HAZARD

Nature of the Hazard. The hazard may be chemical, biological, nuclear/radiological, and/or explosive.

a.
Initial Warning. While specific events may vary, the emergency response and the protocol followed should remain consistent. When an overt WMD incident has occurred, the initial call for help will likely come through the local 911 center. This caller probably will not identify the incident as a terrorist incident, but rather state that there was an explosion, a major “accident,” or a mass casualty event. Information relayed through the dispatcher prior to arrival of first responders on scene, as well as the initial assessment, will provide first responders with the basic data to begin responding to the incident. With increased awareness and training about WMD incidents, first responders should recognize that a WMD incident has occurred. The information provided in this Attachment applies where it becomes obvious or strongly suspected that an incident has been intentionally perpetrated to harm people, compromise the public’s safety and well-being, disrupt essential government services, or damage the area’s economy or environment.

b.
Initial Detection. The initial detection of a WMD terrorist attack will likely occur at the local level by either first responders or private entities (e.g., hospitals, corporations, etc.). Consequently, first responders and members of the medical community—both public and private—should be trained to identify hazardous agents and take appropriate actions. State and local health departments, as well as local emergency first responders, will be relied upon to identify unusual symptoms, patterns of symptom occurrence, and any additional cases of symptoms as the effects spread throughout the community and beyond. First responders must be protected from the hazard prior to treating victims. Tab K contains an overview of first responder concerns and indicators related to chemical, biological, and nuclear/radiological WMDs.
The detection of a terrorism incident involving covert biological agents (as well as some chemical agents) will most likely occur through the recognition of similar symptoms or syndromes by clinicians in hospital or clinical settings. Detection of biological agents could occur days or weeks after exposed individuals have left the site of the release. Instead, the “scene” will shift to public health facilities receiving unusual numbers of patients, the majority of whom will self-transport. 

c.
Investigation and Containment of Hazards. Local first responders will provide initial assessment or scene surveillance of a hazard caused by an act of WMD terrorism. The proper local, State, and Federal authorities capable of dealing with and containing the hazard should be alerted to a suspected WMD attack after State/local health departments recognize the occurrence of symptoms that are highly unusual or of an unknown cause. Consequently, State and local emergency responders must be able to assess the situation and request assistance as quickly as possible. For a list of Federal departments and agencies with counter-terrorism-specific roles, see Tab K2; for telephone and online resources from selected organizations, see Tab K3.

2.
Hazard Agents
a.
Chemical. Chemical agents are intended to kill, seriously injure, or incapacitate pREOPle through physiological effects. A terrorist incident involving a chemical agent will demand immediate reaction from emergency responders—fire departments, police, hazardous materials (HazMat) teams, emergency medical services (EMS), and emergency room staff—who will need adequate training and equipment. Hazardous chemicals, including industrial chemicals and agents, can be introduced via aerosol devices (e.g., munitions, sprayers, or aerosol generators), breaking containers, or covert dissemination. Such an attack might involve the release of a chemical warfare agent, such as a nerve or blister agent or an industrial chemical, which may have serious consequences. Some indicators of the possible use of chemical agents are listed in Table K1. Early in an investigation, it may not be obvious whether an outbreak was caused by an infectious agent or a hazardous chemical; however, most chemical attacks will be localized, and their effects will be evident within a few minutes. There are both persistent and nonpersistent chemical agents. Persistent agents remain in the affected area for hours, days, or weeks. Nonpersistent agents have high evaporation rates, are lighter than air, and disperse rapidly, thereby losing their ability to cause casualties after 10 to 15 minutes, although they may be more persistent in small, unventilated areas.

Table K1. General Indicators of Possible Chemical Agent Use

	Stated Threat to Release a Chemical Agent

	Unusual Occurrence of Dead or Dying Animals

· For example, lack of insects, dead birds



	Unexplained Casualties

· Multiple victims

· Surge of similar 911 calls

· Serious illnesses

· Nausea, disorientation, difficulty breathing, or convulsions

· Definite casualty patterns



	Unusual Liquid, Spray, or Vapor

· Droplets, oily film

· Unexplained odor

· Low-lying clouds/fog unrelated to weather



	Suspicious Devices or Packages

· Unusual metal debris
· Abandoned spray devices
· Unexplained munitions


b.
Biological. Recognition of a biological hazard can occur through several methods, including identification of a credible threat, discovery of bioterrorism evidence (devices, agent, clandestine lab), diagnosis (identification of a disease caused by an agent identified as a possible bioterrorism agent), and detection (gathering and interpretation of public health surveillance data).

When people are exposed to a pathogen such as anthrax or smallpox, they may not know that they have been exposed, and those who are infected, or subsequently become infected, may not feel sick for some time. This delay between exposure and onset of illness, or incubation period, is character​istic of infectious diseases. The incubation period may range from several hours to a few weeks, depending on the exposure and pathogen. Unlike acute incidents involving explosives or some hazardous chemicals, the initial response to a biological attack on civilians is likely to be made by direct patient care providers and the public health community. 

Terrorists could also employ a biological agent that would affect agricultural commodities over a large area (e.g., wheat rust or a virus affecting livestock), potentially devastating the local or even national economy. The response to agricultural bioterrorism should also be considered during the planning process. 

Responders should be familiar with the characteristics of the biological agents of greatest concern for use in a bioterrorism event (see Tab K3 for resources). Unlike victims of exposure to chemical or radiological agents, victims of biological agent attack may serve as carriers of the disease with the capability of infecting others (e.g., smallpox, plague). Some indicators of biological attack are given in Table K2.

Table K2. General Indicators of Possible Biological Agent Use

	Stated Threat to Release a Biological Agent

	Unusual Occurrence of Dead or Dying Animals

	Unusual Casualties

· Unusual illness for region/area

· Definite pattern inconsistent with natural disease

	Unusual Liquid, Spray, or Vapor

· Spraying and suspicious devices or packages


c.
Nuclear/Radiological. The difficulty of responding to a nuclear or radio​logical incident is compounded by the nature of radiation itself. In an explosion, the fact that radioactive material was involved may or may not be obvious, depending upon the nature of the explosive device used. Unless confirmed by radiological detection equipment, the presence of a radiation hazard is difficult to ascertain. Although many detection devices exist, most are designed to detect specific types and levels of radiation and may not be appropriate for measuring or ruling out the presence of radiological hazards. Table K3 lists some indicators of a radiological release.
Table K3. General Indicators of Possible Nuclear 


Weapon/Radiological Agent Use 

	· A stated threat to deploy a nuclear or radiological device

	· The presence of nuclear or radiological equipment (e.g., spent fuel canisters or nuclear transport vehicles)

	· Nuclear placards or warning materials along with otherwise unexplained casualties


The scenarios constituting an intentional nuclear/radio​logical emergency include the following:

(1)
Use of an Improvised Nuclear Device (IND) includes any explosive device designed to cause a nuclear yield. Depending on the type of trigger device used, either uranium or plutonium isotopes can fuel these devices. While “weapons-grade” material increases the efficiency of a given device, materials of less than weapons grade can still be used.

(2)
Use of a Radiological Dispersal Device (RDD) includes any explosive device utilized to spread radioactive material upon detonation. Any improvised explo​sive device could be used by placing it in close proximity to radioactive material.

(3)
Use of a Simple RDD that spreads radiological material without the use of an explosive. Any nuclear material (including medical isotopes or waste) can be used in this manner.

d.
Conventional Explosive Devices. The easiest to obtain and use of all weapons is still a conventional explosive device, or improvised bomb, which may be used to cause massive local destruction or to disperse chemical, biological, or radiological agents. The components are readily available, as are detailed instructions to construct such a device. Improvised explosive devices are categorized as being explosive or incendiary, employing high or low filler explosive materials to explode and/or cause fires. Bombs and firebombs are cheap and easily constructed, involve low technology, and are the terrorist weapon most likely to be encountered. Large, powerful devices can be outfitted with timed or remotely triggered detonators and can be designed to be activated by light, pressure, movement, or radio transmission. The potential exists for single or multiple bombing incidents in single or multiple municipalities. Historically, less than five percent of actual or attempted bombings were preceded by a threat. Explosive materials can be employed covertly with little signature, and are not readily detectable. Secondary devices may be targeted against responders.

e.
Combined Hazards. WMD agents can be combined to achieve a synergistic effect—greater in total effect than the sum of their individual effects. They may be combined to achieve both immediate and delayed consequences. Mixed infections or intoxications may occur, thereby complicating or delaying diagnosis. Casualties of multiple agents may exist; casualties may also suffer from multiple effects, such as trauma and burns from an explosion, which exacerbate the likelihood of agent contamination. Attacks may be planned and executed so as to take advantage of the reduced effectiveness of protective measures produced by employment of an initial WMD agent. Finally, the potential exists for multiple incidents in single or multiple municipalities.

3.
Potential Targets. In determining the risk areas within a jurisdiction (and in multiple jurisdiction areas participating in an emergency response), the vulnerabilities of potential targets should be identified, and the targets themselves should be prepared to respond to a WMD incident. In-depth vulnerability assessments are needed for determining a response to such an incident. For examples of vulnerability areas to be considered, see Tab K4. In addition, reference Risk Management Plans and Emergency Planning and Community Right-to-Know Act (EPCRA) Plans, which include potential target areas and information on industrial chemical facilities, can be obtained from the Local Emergency Planning Committee (LEPC) in your area.

4.
Release Area. Standard models are available for estimating the effects of a nuclear, chemical, or biological release, including the area affected and consequences to population, resources, and infrastructure. Some of these models include databases on infrastructure that can be useful in preparing the TIA. A good source of information on available Federal government models is the Directory of Atmospheric Transport and Diffusion Consequence Assessment Models, published by the Office of the Federal Coordinator for Meteorology (OFCM). The directory is available both in print and online on OFCM’s web page, http://www.ofcm.gov (select “Publications,” then “Publications Available Online,” then the directory). The directory includes information on the capabilities and limitations of each model, technical requirements, and points of contact. 
Incident Management System

In responding to any emergency or disaster situation, the expanded Incident Management System will be utilized to effectively organize and integrate multiple disciplines into one multi-functional organization. This command system is comprised of five functions, including: command, operations, planning, logistics, and finance/administration. The Incident Commander is responsible for scene safety and developing an initial strategy with goals and objectives, as well as ensuring that all functions identified above are effectively working in a coordinated manner for the emergency at hand. An Operations Chief, who reports directly to the Incident Commander, is designated to conduct the necessary planning to ensure operational control during emergency operations. (See Tab K2, Expanded Incident Command System)

Site Assessment/Security

To ensure public safety and facilitate response and recovery, first responders will implement security and access control measures in and around the disaster site immediately. The area will be quickly evaluated in terms of public health and safety considerations in order to identify the need to implement any protective actions including the use of personal protective equipment by response personnel entering the area.  If a terrorist act is suspected or determined, the locality will notify the Virginia Department of Emergency Management, who will in turn notify the appropriate state and federal agencies. A status/damage report and a needs assessment must be given to VDEM as soon as possible.  Local law enforcement will immediately begin working with the Director of Emergency Services, the Fire Chief, and other emergency support functions on scene to ensure that the crime scene is preserved to the maximum extent possible.

Unified Command

Response to a suspected, threatened, or actual terrorist event will typically involve multiple jurisdictions and levels of government.  These situations will be managed under a Unified Command organization, which is illustrated in Tab K3.  Members of the Unified Command are jointly responsible for the development of objectives, priorities, and an overall strategy to effectively address the situation. The Unified Command Organization will be structured very similarly to the Incident Management System already in place and functioning at the local level.

All agencies involved in the emergency response report to one Incident Command post and follow one Incident Action Plan similar to a single command structure.  The Operations Section Chief, who is designated by the Unified Command, will be responsible for the implementation of the plan.  The designation of the Operations Section Chief is based on a variety of factors that may include, but not be limited to, such things as existing statutory authority, which agency has the greatest involvement, the amount of resources involved, or mutual knowledge of the individual’s qualifications.  A Joint Information Center will be established to support the Unified Command.  It will be composed of public information officers from essentially the same organizations that are represented in the Unified Command. 

Tactical Support

Once federal authorities have been notified of a suspected, threatened, or actual terrorist incident, a federal interagency Domestic Emergency Support Team will be rapidly deployed to the scene.  This team will be comprised of members who have the technical expertise to deal with a full range of terrorist tactics to include biological, chemical, and nuclear incidents.  In the case of an incident involving nuclear materials, weapons, or devices, the Department of Energy’s Nuclear Emergency Search Team (NEST) will be deployed to provide the necessary technical assistance in responding to and recovering from such events.  Local, regional, and state specialized teams (e.g., haz-mat, crime narcotics, gang, hostage, etc.) who have skills, equipment, and expertise to support these operations will support these teams as directed.

Preserving the Crime Scene
Due to the very nature of terrorist acts involving a variety of tactics, law enforcement personnel will work in tandem with one or more emergency support functions to preserve the crime scene, while carrying out life saving actions, implementing the necessary protective actions, developing strategies to protect response personnel, and in defining and containing the hazard.  Therefore, while responding to the incident and carrying out their functional responsibilities, first responders become potential witnesses, investigators, and sources of intelligence in support of the crime scene investigation.  As such, they must be trained in looking at the disaster area as a potential crime scene that may provide evidence in determining the cause of the event and identifying the responsible party(s).  Responders must also be aware that the crime scene may harbor additional hazards to responders as they carry out their responsibilities.  Emergency Support Functions will have to review and modify their response procedures to ensure that the crime scene can be preserved to the extent possible without compromising functional responsibilities or standards of service.

Accessibility Policies

Once the life saving activities and investigation of the crime scene are completed and the area is considered safe, the area will be made accessible to damage assessment teams, restoration teams, property owners, insurance adjusters, media, etc.  However, access to the area may still be limited depending on the extent of damage sustained, general conditions of the area, and who is requesting access.  Accessibility and reentry policies will be developed, in cooperation with the appropriate local, state, and federal officials to define who will be given access to the damaged areas, any time restrictions regarding access, whether escorts will be necessary, and what protective equipment, if any, will be required, to enter the area.  Methods to facilitate identification and accountability of emergency workers, media, insurance adjusters and property owners will also be developed for safety and security purposes, utilizing some system of colored badges, name tags, arm bands, etc.  Security personnel will be responsible for enforcing the policies and procedures developed.  Areas on site that pose a potential hazard or risk will be identified and cordoned off with the appropriate isolation and warning devices.

Training/Exercising

Trained and knowledgeable response personnel are essential in effectively assessing the scene and recognizing situations that may be of a suspicious nature or that could pose additional harm to responders as well as the general population.  Hospitals should ensure that all response personnel have a basic course to enhance their awareness and ability to recognize such situations.  Also, responders should be trained to fulfill their functional responsibilities in the context of a crime scene environment that may pose a variety of unique health, safety, and environmental challenges.  Responders should have a thorough understanding of their responsibilities in responding to a terrorist act, as well as how their roles and responsibilities interface with other state and federal response components of the terrorist response and recovery team.

To ensure an effective response capability, hospitals’ training for terrorist incidents should be integrated with state and federal training programs and based on state and federal guidance. Training should focus on tactical operations for explosive, chemical, and biological agents, hostage taking, skyjacking, barricade situations, kidnapping, assaults, and assassinations.  Local specialized crime units such as gang, organized crime, narcotics, SWAT, as well as haz-mat teams will have skills that terrorism training can use and build upon.

Direction and Control

1.
Direction and Control. Local government emergency response organizations will respond to the incident scene(s) and make appropriate and rapid notifications to local and State authorities (Table K5).
 Control of the incident scene(s) most likely will be established by local first responders from either fire or police. The Incident Command System (ICS) that was initially established likely will transition into a Unified Command System (UCS) as mutual-aid partners and State and Federal responders arrive to augment the local responders. It is recommended that local, State, and Federal regional law enforcement officials develop consensus “rules of engagement” early in the planning process to smooth the transition from ICS to UCS. This UC structure will facilitate both crisis management and consequence management activities. The UC structure used at the scene will expand as support units and agency representatives arrive to support crisis and consequence management operations. The site of a terrorist incident is a crime scene as well as a disaster scene, although the protection of lives, health, and safety remains the top priority. 

Figure 1 summarizes the coordination relationships between the UC and other response entities. It is assumed that normal disaster coordination accomplished at State and local emergency operations centers (RHCCs) and other locations away from the scene would be addressed in the basic REOP. Any special concerns relating to State and local coordination with Federal organizations should be addressed in the TIA.


Local, State, and Federal interface with the FBI On-Scene Commander (OSC) is coordinated through the Joint Operations Center (JOC). FEMA (represented in the command group) will recommend joint operational priorities to the FBI based on consultation with the FEMA-led consequence management group in the JOC. The FBI, working with local and State officials in the command group at the JOC, will establish operational priorities.

Response to any terrorist event requires direction and control. The planner must consider the unique characteristics of the event, identify the likely stage at which coordinated resources will be required, and tailor the direction and control process to merge into the ongoing public health response.
Table K5. Responses to a WMD Incident and the Participants Involved

	Events


	Participants

	
	

	1.
Incident occurs.
	

	2.
911 center receives calls, elicits information, dispatches first responders, relays information to first responders prior to their arrival on scene, makes notifications, and consults existing databases of chemical hazards in the community, as required.
	911 Center, first responders.

	3.
First responders arrive on scene and make initial assessment. Establish Incident Command. Determine potential weapon of mass destruction (WMD) incident and possible terrorist involvement; warn additional responders to scene of potential secondary hazards/devices. Perform any obvious rescues as incident permits. Establish security perimeter. Determine needs for additional assistance. Begin triage and treatment of victims. Begin hazard agent identification.
	Incident Command: Fire, Law Enforcement, Emergency Medical Services (EMS), and HazMat unit(s).

	4.
Incident Command manages incident response; notifies medical facility, emergency management (EM), and other local organizations outlined in Emergency Operations Plan; requests notification of Federal Bureau of Investigation (FBI) Field Office.
	Incident Command.

	5.
Special Agent in Charge (SAC) assesses information, supports local law enforcement, and determines WMD terrorist incident has occurred. Notifies Strategic Information and Operations Center (SIOC), activates Joint Operations Center (JOC),  coordinates the crisis management aspects of WMD incident, and acts as the Federal on-scene manager for the U.S. government while FBI is Lead Federal Agency (LFA).
	FBI Field Office: SAC.

	6.
Local Emergency Operations Center (RHCC) activated. Supports Incident Command, as required by Incident Commander (IC). Coordinates consequence management activities (e.g., mass care). Local authorities declare state of emergency. Coordinates with State RHCC and State and Federal agencies, as required. Requests State and Federal assistance, as necessary.
	Local RHCC: Local agencies, as identified in basic Emergency Operations Plan (REOP). 

	7.
Strategic local coordination of crisis management activities. Brief President, National Security Council (NSC), and Attorney General. Provide Headquarters support to JOC. Domestic Emergency Support Team (DEST) may be deployed. Notification of FEMA by FBI/SIOC triggers FEMA actions.a
	SIOC: FBI, Department of Justice (DOJ), Department of Energy (DOE), Federal Emergency Management Agency (FEMA), Department of Defense (DoD), Department of Health and Human Services (HHS), and Environmental Protection Agency (EPA).

	8.
Manage criminal investigation. Establish Joint Information Center (JIC). State and local agencies and FEMA ensure coordination of consequence management activities.
	FBI; other Federal, State, and local law enforcement agencies. Local Emergency Management (EM) representatives. FEMA, DoD, DOE, HHS, EPA, and other Federal Response Plan (FRP) agencies, as required.

	9.
State EMS support local consequence management. Brief Governor. Declare state of emergency. Develop/coordinate requests for Federal assistance through FEMA Regional Operations Center (ROC). Coordinate State request for Federal consequence management assistance. 
	State RHCC: State EMS and State agencies, as outlined in REOP.

	10.
DEST provides assistance to FBI SAC. Merges into JOC, as appropriate.
	DEST: DoD, DOJ, HHS, FEMA, EPA, and DOE.


Table K5  (Cont.) 

	Events
	Participants



	
	


	11.
FEMA representative coordinates Consequence Management Group. Expedites Federal consequence management activities and monitors crisis management response to advise on areas of decision that could impact consequence management response.
	FBI, FEMA, EPA, DoD, DOE, HHS, and other FRP agencies.

	12.
Crisis management response activities to incident may continue.
	FBI, Incident Command System (ICS), Special Operations, Hazardous Materials Response Unit (HMRU), Joint Technical Operations Team, Joint Inter-Agency Intelligence Support, and additional authorities, as needed.

	13.
Federal response efforts coordinated and mission assignments determined. A consequence management support team deploys to incident site. All RHCCs coordinate.
	ROC and regional-level agencies.

	14.
An Emergency Response Team - Advance Element (ERT-A) deploys to State RHCC and incident site, as needed. Base installation sites identified for mobilization centers. Liaisons from WMD-related agencies requested for Emergency Support Team (EST) and ROC. Disaster Field Office (DFO) liaisons as needed (may be after extended response phase).
	ERT-A: Regional-level FEMA and FRP primary support agencies, as needed.

	15.
A consequence management support team provides operational technical assistance to Unified Command.
	FEMA, DOE, DoD, HHS, EPA, and FBI.

	16.
Recovery operations. Transition of LFA from FBI to FEMA.
	


a FEMA may initiate FRP response prior to any FBI/SIOC notification.
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FIGURE K1:  Coordination Relationships in Terrorism Incident Response 

EMERGENCY MANAGEMENT ACTIONS - TERRORISM

1.
Normal Operations


a.
Establish the Unified Command Management System as the organizational framework that representatives of local, state, and federal government will operate under while responding to and recovering from acts of terrorism.


b.
Identify critical systems/facilities within the community, assess their vulnerability to terrorist actions, and develop and implement the necessary mitigation and response strategies.


c.
Assess local and regional resource capabilities in context of potential terrorist acts.


d.
Identify sources of special equipment and services to address shortfalls identified in capability assessment.


e.
Develop protective actions for response personnel, as well as the general population at risk, to follow in responding to a suspected or actual terrorist event involving a variety of tactics.


f.
Provide guidance for potential terrorist targets to follow in assessing their vulnerability to such events as well as in developing mitigation strategies and response capabilities.


g.
Coordinate and integrate planning efforts of critical public and private systems and facilities in order to ensure an effective response to, recovery from, and mitigation against terrorist attacks.


h.
Enhance and broaden local and regional response capabilities by developing a training program that integrates local, state, and federal resources.


i.
Ensure local and regional capability to effectively address mass casualty and mass fatality incidents involving both uncontaminated and contaminated victims.


j.
Develop the necessary decontamination, contamination containment, and monitoring procedures to ensure the safety of response personnel, the evacuated population, and the general population in situations involving chemical, biological, and radiological agents.


k.
Identify and address potential legal, environmental, and public safety health issues that may be generated by such events.


l.
Prepare mutual aid agreements with surrounding jurisdictions to augment local resources.


m.
Develop and coordinate with the public information office the necessary pre-scripted announcements regarding the appropriate protective actions for the various terrorist tactics and situations that may confront the jurisdiction.

2.
Increased Readiness


Although terrorist actions occur with little or no warning, there may be situations where the jurisdiction, target facility, or individual(s) just prior to the event occurring may receive notice of terrorist actions.


a.
Alert appropriate local, state, and federal agencies that have the expertise, resources, and responsibility in mitigating against, responding to, and recovering from such events.


b.
Attempt to prevent event from occurring by locating and eliminating the hazard, and identifying and apprehending responsible party(s).


c.
Notify public of threat, implement plan and advise risk population of the necessary protective actions to take in context of anticipated event.


d.
Stage resources out of harm’s way and in areas that can be effectively mobilized.

3.
Emergency Operations


a.
Dispatch emergency response teams to disaster area.


b.
Establish a command post and utilize the Unified Command Management System to effectively integrate and coordinate response resources and support from all levels of government.


c.
Provide for the security of evacuated areas, critical facilities, resources, and the impacted area to protect crime scene and facilitate response and recovery efforts.


d.
Develop, implement, and enforce accessibility policies that will define who will be given access to the damaged and impacted areas, any time restrictions regarding access, whether escorts will be necessary, and what protective gear and identification, if any, will be required, to enter these areas.


e.
Implement the necessary traffic control measures that will facilitate evacuation from the risk area and enhance and complement site security measures following the event.


f.
Activate mutual-aid agreements as necessary.


g.
Establish joint information center to coordinate the timely and appropriate release of information during the response and recovery phases.


h.
Coordinate and track resources (public, private) and document associated costs.

4.
Recovery


a.
Upon completion of crime investigation, restore scene to condition prior to event.


b.
Continue to monitor area as necessary for any residual after-effects.


c.
Maintain protective actions as situation dictates.


d.
Continue to coordinate and track resources, and document costs.


e.
Continue to keep public informed of recovery developments.


f.
Develop and implement long-term environmental decontamination plan, as necessary, in coordination with the appropriate local, state, and federal government agencies.

Tab K1 -- Homeland Security Advisory System

The Homeland Security Advisory System will provide a comprehensive and effective means to disseminate information regarding the risk of terrorist attacks to Federal, State, and local authorities and to the American pREOPle. 

Factors for assignment of Threat Conditions. The Homeland Security Advisory System will provide a framework for the Attorney General, in consultation with the Director of the Office of Homeland Security, to assign Threat Conditions, which can apply nationally, regionally, by sector or to a potential target. Cabinet Secretaries and other members of the Homeland Security Council will be consulted as appropriate. A variety of factors may be used to assess the threat. Among these: 

· Is the threat credible? 

· Is the threat corroborated? 

· Is the threat specific and/or imminent? 

· How grave is the threat? 

Low Condition
Green

Low risk of terrorist attacks. The following Protective Measures may be applied: 

· Refining and exercising preplanned Protective Measures 

· Ensuring personnel receive training on HSAS, departmental, or agency-specific Protective Measures; and 

· Regularly assessing facilities for vulnerabilities and taking measures to reduce them. 

Guarded Condition
Blue

General risk of terrorist attack. In addition to the previously outlined Protective Measures, the following may be applied: 

· Checking communications with designated emergency response or command locations; 

· Reviewing and updating emergency response procedures; and 

· Providing the public with necessary information. 

Elevated Condition
Yellow

Significant risk of terrorist attacks. In addition to the previously outlined Protective Measures, the following may be applied: 

· Increasing surveillance of critical locations; 

· Coordinating emergency plans with nearby jurisdictions; 

· Assessing further refinement of Protective Measures within the context of the current threat information; and 

· Implementing, as appropriate, contingency and emergency response plans. 

High Condition
Orange

High risk of terrorist attacks. In addition to the previously outlined Protective Measures, the following may be applied: 

· Coordinating necessary security efforts with armed forces or law enforcement agencies; 

· Taking additional precaution at public events; 

· Preparing to work at an alternate site or with a dispersed workforce; and Restricting access to essential personnel only. 

Severe Condition
Red

Severe risk of terrorist attacks. In addition to the previously outlined Protective Measures, the following may be applied: 

· Assigning emergency response personnel and pre-positioning specially trained teams; Monitoring, redirecting or constraining transportation systems; 

· Closing public and government facilities; and 

· Increasing or redirecting personnel to address critical emergency needs. 

Tab K2 -- UNIFIED COMMAND STRUCTURE


Tab K3 -- FBI  JOC STRUCTURE


Tab K4 -- State agencies and their specific tasks under the state plan

The Department of Agriculture: all food and dairy products, as well as contaminated and dead farm animals. VDACS also assists in obtaining assistance from federal agencies.

The Office of the Attorney General: responsible for the preparation of emergency legislation and proclamations, legal advice to state agencies, and to coordinate legal assistance for disaster victims; also, special injunctions and orders. 

The Department of Corrections: communications and resources to localities. Corrections staff and assets, i.e., blankets and sheltering activities can be utilized.

The Department of Emergency Management: overall coordination of consequence management; maintaining the State Plan; operating the State RHCC; expertise in emergency management; hazardous materials response; and search and rescue coordination. 

The Department of Environmental Quality: providing and obtaining technical assistance in dealing with chemical agents; coordinating sampling and monitoring efforts; interpreting technical data generated; management oversight for waste management activities or permitting; and lead agency for long-term remediation of contaminated areas.

The Department of Fire Programs: developing and maintaining plans to address large-scale firefighting activities; supports terrorism training efforts.

The Department of General Services: coordinates public works related activities; Division of Consolidated Laboratory Services provides emergency chemical laboratory support to state agencies and localities.

The Department of Health: coordinates local emergency medical and health operations; coordinates response and recovery actions for public health hazards; coordinates with U. S. Public Health Service and their terrorism response activities; coordinates state support to mass casualty and mass fatality incidents; determines whether an area impacted by radiological, chemical, or biological materials is protective of human health following any cleanup activities.


The Office of the State Medical Examiner: coordinating the collection, identification, and disposal of remains.


The Office of Emergency Medical Services: coordinating large-scale ambulance and rescue squad incidents.


The Bureau of Radiological Health: expertise relative to the health impacts of radiological materials; 

The Department of Military Affairs (National Guard): state military operations; trained personnel, heavy equipment, and aviation assets in support of state response to terrorist incidents within their overall mission; liaison between federal and state military forces; the Guards mission concerning terrorism is set to increase somewhat.

The Virginia State Police: lead agency for Crisis Management and coordination with federal and local law enforcement agencies; threat and risk assessment; support of consequence management activities by assisting in evacuations, traffic control, and site security; State level expertise and capabilities in explosives ordnance disposal.

The Department of Transportation: provides communications, traffic control, emergency engineering services, and debris clearance; assists in the emergency demolition of structures; coordinates the recovery efforts required to restore transportation infrastructure. 

Functional Annex L: Federal Disaster Assistance

Purpose

To coordinate with state and federal officials; to obtain needed manpower and equipment resources during both the response period, when such assistance can save lives and protect property; and during the post-disaster recovery period, to help the victims of the disaster.

Much of the information presented here is for awareness only. However, the Needs Assessment Report and the Resource Request Form may be utilized by hospitals and other facilities in an emergency. When these requests are submitted to the RHCC, RHCC staff will do everything possible to fulfill them.

ORGANIZATION

The County Administrator, City Manager, Director of Emergency Services, or the Coordinator of Emergency Services in any given municipality is responsible for requesting and coordinating state and federal disaster assistance. In the event of a major disaster, a federal Disaster Field Office (DFO) will be established near the disaster area. The county may be asked to send a liaison officer to the DFO.

CONCEPT OF OPERATIONS

Increased Readiness and Response

During Hurricanes Hugo and Andrew, state and local response capabilities were overwhelmed. As a result, the federal government developed the Federal Response Plan whereby federal resources and manpower can be made available during the increased readiness and response periods before and during the disaster as well as during the post-disaster recovery period.  When feasible (as with an approaching major hurricane), personnel, equipment, and other resources will be pre-positioned in anticipation of need.  Resources are to be provided by one or more of 26 federal agencies and the American Red Cross.  They are grouped into 12 emergency support functions (ESFs) and will be co-located at a Disaster Field Office (DFO) near the disaster site.  See Tab M1 for ESF’s. This plan designates local facilities, which potentially can be used as DFOs, mobilization centers, and staging areas. 

Recovery

Federal disaster recovery assistance is authorized under (1) the provisions of the Stafford Act (Public Law 93-288, as amended) when the Governor requests and the President declares an emergency or a major disaster to exist in the state, and (2) federal agencies' own statutory authority (prior to or in the absence of an emergency or a major disaster declaration by the President), when damage sustained by individuals or communities meets the eligibility criteria established by the various federal agencies. The Stafford Act authorizes two types of recovery assistance--individual assistance and public assistance.

1.
INDIVIDUAL ASSISTANCE

In the event a major peacetime disaster declared by the President occurs in an area of Virginia, the provisions of the Stafford Act become effective and as such authorize the establishment of Disaster Application Centers (DACs) to administer aid and assistance to disaster victims.  A DAC will house, in one central location, all federal, state, and local agencies and participating quasi-public and volunteer activities that deal directly with the needs of the individual disaster victims. Local government will provide space for DACs and supporting personnel as requested and as available. Types of assistance are:

a.
Emergency needs - Immediate shelter, food, clothing, medical aid, minor repairs, home cleanup, etc., are provided by volunteer agencies such as the American Red Cross, The Salvation Army, the Mennonite Disaster Service, and other private relief agencies.

b.
Temporary housing for disaster victims whose homes are damaged and unlivable until alternative housing is available.  No rental will be charged during the first year of occupancy.  (U. S. Department of Housing and Urban Development [HUD] or as assigned) (State Department of Housing and Community Development)

c.
Minimal repair program - A temporary housing program that provides minimum essential repairs to owner-occupied dwellings in lieu of other forms of temporary housing.  (State Department of Housing and Community Development)

d.
Mortgage or rental assistance - Assistance for up to one year for persons faced with loss of their residences because of certain disaster-created financial hardships.  (U. S. Department of Housing and Urban Development; State Department of Housing and Community Development)

e.
Disaster unemployment assistance (DUA) and job placement assistance - For those who lost their jobs because of the disaster.  (Department of Labor and Industry, through the State Employment Commission)

f.
Distribution of food stamp  allotments - Allotments to eligible victims.  (U. S. Department of Agriculture [USDA], through the state or local Social Services agency)

g.
Disaster loans - For refinancing, repair, replacement, or rehabilitation of damaged real and personal property not fully covered by insurance.  There are several types:

(1)
Farmers, ranchers, and oyster planters should apply to the Farmers Home Administration (FmHA).

(2)
All others, including home owners, businessmen, churches, and certain non-profit organizations should apply to the Small Business Administration (SBA).

(3)
Agricultural enterprises which were a major source of employment but no longer in substantial operation because of the disaster should apply to the FmHA.

(4)
Industries and businesses which were a major source of employment but no longer in substantial operation because of the disaster should apply to the SBA.

h.
Financial assistance to farmers - Assistance to farmers who perform emergency conservation measures on farmlands damaged by natural disaster, in the form of maximum 80 percent funding by the Agricultural Stabilization and Conservation Service (ASCS), USDA with remaining costs borne by the farmer.

i.
Tax assistance - Assistance in computing credits based on disaster casualty losses.  
(U. S. Internal Revenue Service [IRS])

j.
Veterans Administration (VA) assistance - Assistance, such as VA death benefits, pensions, insurance settlements, and adjustments to VA-insured home mortgages.

k.
Social Security assistance - Assistance for recipients in expediting delivery of checks delayed by the disaster; assistance in applying for disability, death, and survivor benefits.  (U. S. Social Security Administration, Department of Health and Human Services [HHS], State Department of Social Services)

l.
Emergency assistance - Assistance and services to families under the Social Security Act, including funds up to $500 for repair of homes owned by public assistance recipients, other shelter, and medical care (U. S.. Department of Health and Human Services [HHS], State Department of Social Services). This will be dependent upon eligibility and available funding. 

m.
Legal services - Legal services to needy individuals who are unable to secure such services.  (Young Lawyers Section, Virginia Bar Association; other lawyers) 

n.
Individual and family grants - Grants to meet necessary expenses or serious needs of individuals or families adversely affected by a major disaster; this assistance program is funded in part by the federal government and is administered by the state. (Dept of Social Services). This will be dependent upon eligibility and available funding.  

o.
Crisis counseling - Referrals to appropriate mental health agencies to relieve mental health problems related to a disaster.  (State or local mental health agencies, supported by the National Institute of Mental Health [NIMH], U. S. Department of Health and Human Services, State Department of Mental Health and Mental Retardation)

p.
In addition, other state and local agencies and private organizations may be asked to provide assistance, such as:

(1)
Adjustment of local property taxes

(2)
State income tax assistance

(3)
Health and safety inspections

(4)
Insurance claims counseling (American Insurance Association and/or State Insurance Agency)

(5)
Consumer protection services.  Individuals should be warned that disaster victims may be susceptible to unscrupulous business practices during the early stages of a disaster; victims should be advised of the Consumer Protection Agency or other local authority to contact should they encounter this type of problem.

q.
Procedures

(1)
When a disaster victim reports to the DAC, he will be greeted by a receptionist who will provide him with a registration form and will make certain the victim understands the use of the form.

(2)
The victim is then directed to a registrar where he is interviewed using the registration form he has been given; once the registrar determines the client's problems and needs, he will be directed to the appropriate agencies.

(3)
Once the client has completed his circuit through the agencies, he will receive an exit interview to insure that he has seen the proper agencies; that he is satisfied with the assistance being offered; and that he is clear as to the next steps to take.

2.
PUBLIC ASSISTANCE


As soon as practicable following the President's declaration of an emergency or a major disaster, FEMA personnel conduct briefings for state and local officials to inform them of the types of assistance available under the declaration and which funds are provided for eligible disaster assistance projects. Normally, the grant involving cost-sharing will be 75 percent of eligible costs. The remaining 25 percent (nonfederal share) will be the responsibility of the owning party with some exceptions (see Appendix 4 to Annex II-J, Repair and Restoration of Damaged Facilities, Commonwealth of Virginia Emergency Operations Plan, Volume II, Peacetime Disasters). The State Department of Emergency Management has been designated as the agency responsible for administering this program.  Types of public assistance are: 

a.
Clearance of debris on public or private lands or waters--debris removal from private property when in the public interest. (Local authorities for other-than-agricultural property; ASCS for agricultural property; State Department of Emergency Management, State Department of Transportation, and local governments)

b.
Emergency protective measures for the preservation of life and property.

c.
Repair or replacement of water control facilities (dikes, levees, irrigation works, and drainage facilities).

d.
Repair or replacement of roads, streets, and bridges.

e.
Repair or replacement of public buildings and related equipment.

f.
Repair or replacement of public utilities.

g.
Repair or restoration to pre-disaster condition of public facilities damaged while under construction.

h.
Repair or restoration of recreational facilities and parks.

i.
Repair or replacement of private, non-profit educational, utility, emergency, medical, and custodial care facilities, including those for the aged and disabled and facilities on Indian reservations.

j.
Disaster loans from FEMA for those communities that may suffer a substantial loss of tax and other revenues and have demonstrated a need for financial assistance in order to perform their governmental functions.

k.
Repairs and operating assistance to public elementary and secondary schools.

l.
Use of federal equipment, supplies, facilities, personnel, and other resources (other than the extension of credit) from various federal agencies.

m.
Procedures


A Project Application must be submitted, through the State Coordinator of Emergency Services, to the Regional Director, FEMA within 90 days of the date of the President's declaration of an emergency or a major disaster, unless the Regional Director specifically shortens or extends that period.


In addition to the Stafford Act, Public Law 93-288, assistance is available under federal agencies' own statutory authority without a Presidential declaration of an emergency or a major disaster.  Examples of such assistance are:

(1)
Search and Rescue - U. S. Coast Guard

(2)
Flood Protection - U. S. Army Corps of Engineers

(3)
Fire Suppression - Regional Director, FEMA

(4)
Health and Human Services - U. S. Department of Health and Human Services

(5)
Emergency Conservation Measures - U. S. Department of Agriculture

(6)
Emergency loans for agriculture - Farmers Home Administration

(7)
Disaster loans for home owners & businesses - Small Business Administration

(8)
Repair to Federal Aid System roads - U. S. Department of Transportation

(9)
Tax funds - U. S. Internal Revenue Service


The Governor must request that the President declare an emergency or a major disaster. The Governor will base his decision on whether to request a Presidential declaration primarily on the information submitted by local government in the Initial Damage Assessment Report.  However, it may be necessary to request additional information from the locality, as required, to support the Governor's request.


If a Presidential declaration is approved, the locality will submit a Notice of Interest for public assistance under guidance provided in the State Administrative Plan for Disaster Assistance.


The authorities for federal disaster assistance, in the absence of a Presidential declaration, cover a wide variety of interests and vary with changing federal laws, regulations, and policies.  Requests for this type of assistance will be forwarded to the Virginia Department of Emergency Management. The State Coordinator of Emergency Services will consolidate such requests for the Governor in coordination with the appropriate state agency. Once approved by the Governor, the request will be forwarded to the Director, FEMA Region III.  FEMA will then coordinate the state's request with the appropriate federal agency.


The state requires an After-Action Report no later than 20 days after the termination of relief operations. The purpose of this report is to summarize and recommend improvements for observed state and federal disaster assistance.

Tab L1-- FEDERAL RESPONSE PLAN EMERGENCY SUPPORT FUNCTIONS

ESF 1: TRANSPORTATION
Responsibility:  Provide civilian and military transportation support.

Primary Federal Agency:  Department of Transportation

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC,    

                                                TVA, and U. S. Postal Service

Primary State Agency:
Virginia Department of Transportation

Primary Local Agency:
Virginia Department of Transportation

ESF 2: COMMUNICATIONS
Responsibility:  Provide telecommunications support

Primary Federal Agency:  National Communications System

Supporting Federal Agencies: Agriculture, Commerce, Defense, Interior, FCC, 

    Transportation, FEMA, and GSA

Primary State Agency:
Department of Information Technology

Primary Local Agency:
[Locality] Communications Center

ESF 3: PUBLIC WORKS AND ENGINEERING
Responsibility:  Restore essential public services and facilities

Primary Federal Agency:
U. S. Army Corps of Engineers, Dept. of Defense

Supporting Federal Agencies: Agriculture, Commerce, Energy, Health & Human Services, Interior, Labor, Transportation, VA, EPA, GSA, and TVA

Primary State Agency:
Department of General Services


Housing and Community Development

Primary Local Agency:
[Locality] General Services Department

ESF 4: FIRE FIGHTING
Responsibility:  Detect and suppress wildland, rural, and urban fires

Primary Federal Agency: U. S. Forest Service, Dept. of Agriculture

Supporting Federal Agencies: Commerce, Defense, Interior, EPA, and FEMA

Primary State Agency:
Department of Forestry

Primary Local Agency:
[Locality] Fire and Rescue Department

ESF 5: INFORMATION AND PLANNING
Responsibility:
Collect, analyze, and disseminate critical information to facilitate the overall federal response and recovery operations.

Primary Federal Agency:
Federal Emergency Management Agency

Supporting Federal Agencies: Agriculture, Commerce, Defense, Education, Energy, Health & Human Services, Interior, Justice, Transportation, Treasury, ARC, EPA, GSA, NASA, National Communications System, and NRC.

Primary State Agency:
Department of Emergency Management

Primary Local Agency:
[Locality] Emergency Services

ESF 6: MASS CARE
Responsibility:
Manage and coordinate food, shelter, and first aid for victims; provide bulk distribution of relief supplies; operate a system to assist family reunification.

Primary Federal Agency: American Red Cross

Supporting Federal Agencies: Agriculture, Commerce, Defense, Health & Human 
Services, HUD, Transportation, VA, FEMA, GSA, 

                                            GSA, and U. S. Postal Service

Primary State Agency:
Department of Social Services, American Red Cross

Primary Local Agency:
American Red Cross and/or School Board in most localities.

ESF 7: RESOURCE SUPPORT
Responsibility:
Provide equipment, materials, supplies, and personnel to federal 

                    entities during response operations.

Primary Federal Agency: Department of Transportation

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of General Services

Primary Local Agency:
[Locality] Emergency Services

ESF 8: HEALTH AND MEDICAL SERVICES
Responsibility:  Provide assistance for public health and medical care needs.

Primary Federal Agency: U. S. Public Health Service, Dept. of Health and Human

                                     Services 

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of Health

Primary Local Agency:
[Locality] Fire and Rescue Department

ESF 9: URBAN SEARCH AND RESCUE
Responsibility:
Locate, extricate, and provide initial medical treatment to victims

                    trapped in collapsed structures.

Primary Federal Agency:  Department of Defense

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                       TVA, and U. S. Postal Service

Primary State Agency: Department of Emergency Management

Primary Local Agency: Determined locally.

ESF 10: HAZARDOUS MATERIALS
Responsibility:
Support federal response to actual or potential releases of oil and 


hazardous materials.

Primary Federal Agency:  Environmental Protection Agency

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                         TVA, and U. S. Postal Service

Primary State Agency:
Department of Environmental Quality

Primary Local Agency:
Determined locally.

ESF 11: FOOD
Responsibility:
Identify food needs; ensure that food gets to areas affected by 

                   disaster. 

Primary Federal Agency: Food and Nutrition Service, Department of Agriculture

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                          TVA, and US Postal Service

Primary State Agency:
Department of Agriculture and Consumer Services

Primary Local Agency:
American Red Cross or determined locally.

ESF 12: ENERGY
Responsibility:
Restore power systems and fuel supplies

Primary Federal Agency:  Department of Energy

Supporting Federal Agencies: Agriculture, Defense, Energy, State, GSA, ICC, 

                                           TVA, and U. S. Postal Service

Primary State Agency:
Department of Mines, Minerals, and Energy


State Corporation Commission

Primary Local Agency:
[Locality] Emergency Services

Tab L2 -- DISASTER APPLICATION CENTERS 

The Disaster Application Center (DAC) is designed to facilitate the review, application, and delivery of disaster assistance programs provided by federal, state, local, and quasi-public relief organizations to disaster victims following a major disaster, by establishing a centrally located Disaster Application Center that is comprehensive in scope.

Disaster victims will look to all levels of government and quasi-public relief groups to assist them in recovery from the disaster. Most individuals impacted by a major disaster, are generally not aware of the many government programs available to assist them in their recovery. Many first responders, relief workers, and health care providers are also victims of a large-scale disaster. Disaster assistance programs are provided by a variety of government agencies, some of which are located within the state, others are located outside the state.

ORGANIZATION

A Federal Coordinating Officer (FCO), appointed by the President following the declaration of a major disaster, is responsible for the coordination of all federal disaster efforts in the disaster area.  The Virginia State Coordinator of Emergency Management is designated as the State Coordinating Officer (SCO) and will assist the FCO in coordinating disaster assistance efforts, as well as ensuring the expedient review and processing of disaster victims' applications and the delivery of aid and assistance. 

The FCO and supporting staff are usually located in a Disaster Field Office (DFO) established to serve as the central management point for all federal disaster operations.  The FCO's staff includes a Public Information Officer (PIO), a Public Assistance Officer, a Civil Rights Compliance Officer, a Hazard Mitigation Officer, and an Individual Assistance Officer (IAO).

The Individual Assistance Officer is responsible for all matters relating to individual assistance, which includes medical care, operation of emergency shelters, mass feeding, as well as other relief and rehabilitation programs.  The IAO appoints the DAC manager(s). The Public Assistance Officer is responsible for coordinating all public assistance programs available to the county to restore public facilities and services.  

The Hazard Mitigation Officer is responsible for developing a program to identify and implement cost-effective measures to reduce, prevent, or avoid the severity of future events.

The State Coordinating Officer and staff are co-located with federal officials in the DFO.  State staff positions correspond to federal staff positions. The SCO appoints the assistant DAC Manager. The state will also provide support personnel from such state departments as the Virginia Employment Commission, Mental Health, Mental Retardation, and Substance Abuse, Social Services, Motor Vehicles, and Emergency Management to assist the DAC managers in carrying out their mission.

The Disaster Application Center staff includes a receptionist, registrar(s), lead registrar(s), flood map reader, exit interviewer, program representatives from the Temporary Housing, SBA, and the IFG programs, and the DAC Manager.  DAC staff roles and responsibilities are shown in Attachment 1.  The recommended DAC layout is illustrated in Attachment 2.  Attachment 3 illustrates how the applicant is processed through the facility.

Localities are responsible for assisting the Federal and State Coordinating Officers in locating and designating space to house the Disaster Assistance Center, as well as provide available support personnel to assist in its operation. Contingent upon availability and prevailing conditions, retail space in and around major shopping areas is the preferred location area for the DAC. If space is not available there, community centers may be designated as secondary locations for the DAC.

CONCEPT OF OPERATIONS

The DAC receptionist is responsible for greeting disaster assistance applicants and maintaining traffic control within the facility.  The receptionist directs the applicant to the registration area where he/she completes an application and is interviewed to determine the type and extent of losses sustained, and to define his/her needs. Once the applicant's needs are determined, he/she is referred to the appropriate disaster assistance program--Temporary Housing, SBA Disaster Home/Personal Property Loan and Individual and/or Family Grant (IFG) programs.

Depending on the situation, the registrar will issue a SBA Disaster Home/Personal Property Loan application or refer the applicant to the SBA representative for a summary decision.  An application is processed for the Individual and Family Grant Program only if the applicant has received a summary decision from the SBA, or the applicant has needs outside the SBA Disaster Home/Personal Property Loan Program (i.e., medical, dental, or funeral expenses).

The flood map reader makes a single determination of the flood hazard area. This is noted on the registration/application form for use in all assistance programs.

The lead registrar monitors and supervises the registration process.  He/she performs a quick review of registration for completeness and required signatures. There are no identified stations for the IFG or Temporary Housing programs. The representative for the IFG program "floats" to provide program-specific information for registrars. The Temporary Housing representative serves as one of the lead registrars.

The exit interview consists of a review of indicated resources and an explanation of programs that may be able to assist the applicant. The exit interviewer answers any final questions that the applicant may have and completes the application summary.  A summary of the disaster assistance programs is provided in Volume II of the State EOP, Annex II-A.

Attachment 1 to Tab L2: DAC Staff Roles and Responsibilities


Attachment 2 to Tab L2 – Disaster Recovery Center Flow Chart

HAZARD-SPECIFIC APPENDICES

Hazard-Specific Appendix 1: Chemical Emergencies

PURPOSE

To recognize the threat of chemical emergencies whether known or unknown, so that emergency first responders and healthcare providers do not become secondary victims to the emergency; and 

To utilize proper personal protective equipment when dealing with chemical emergencies;

To report these incidents to the proper authorities; and

To manage chemical emergencies safely and effectively in both the hospital and the community.

ORGANIZATION

Chemical emergencies can be accidental in nature, such as industrial and transportation accidents, or they can be intentional, such as terrorism. The chemical involved may be well known or completely unknown to first responders and healthcare providers. In any case, they can be dangerous and life threatening. These emergencies can also be localized or they may involve very large areas depending upon the chemical involved and the weather. Chemical emergencies can pose a huge decontamination problem to personnel and to facilities. (See Appendix C - Decontamination)

Medical personnel must pay careful attention to toxidromes of chemical warfare agents in the field and when patients arrive at the hospital. Once the public is notified of the emergency, and especially if evacuation is necessary, there may be self-transporting patients with real or psychosomatic symptoms arriving at hospitals. These “worried well” patients must also be dealt with.

The lead agency for information on chemical emergencies is CHEMTREC® (Chemical Transportation Emergency Center) which was established in 1971 by the chemical industry as a public service hotline for fire fighters, law enforcement, and other emergency responders to obtain information and assistance for emergency incidents involving chemicals and hazardous materials. 

CHEMTREC also helps shippers of hazardous materials comply with the US Department of Transportation Hazardous Materials regulations (49CFR§ 172.604). These regulations require shippers to provide a 24-hour emergency telephone number on shipping documents that can be called in the event of an emergency involving the hazardous material that was shipped. 


Manufacturers and shippers that register with CHEMTREC must provide material safety data sheets (MSDS) as well as emergency and administrative contacts for their companies, in the event additional information or assistance is required. The MSDS’s may be the best source of information in the short-term. Because of the number of companies that use CHEMTREC, the emergency number appears frequently on shipping documents, material safety data sheets, rail cars, trucks, and other containers. Companies that list CHEMTREC's emergency number must be registered with CHEMTREC. 

CHEMTREC's 24-hour Emergency Call Center is located in Arlington, Virginia (Washington, DC metropolitan area) and is an integral part of the American Chemistry Council (formerly known as the Chemical Manufacturers Association).
 *See Tab 2: National Information Resources for Chemical Emergencies

CONCEPT OF OPERATIONS

In any chemical emergency, it will be imperative that the emergency department and healthcare providers not be contaminated or exposed to harmful chemicals. Early recognition and identification of the chemical and the exposure is most important to safely managing the emergency and good patient care.

Knowing the “mode of injury” or method of chemical exposure can be very helpful. This added to patient signs and symptoms can save time in making an accurate diagnosis. Included in the chemical agent types associated with terrorism or warfare are: 

	Nerve agents
	Tabun, Sarin, Soman, VX

	Cyanide
	Hydrogen cyanide, Cyanogen Chloride

	Pulmonary intoxicants
	Phosgene, Chlorine

	Miscellaneous 

	Ammonia

	Vesicants
	Mustard gas, Lewisite

	Riot control
	Mace, Pepper spray (Oleoresin Capsicum)


Leading Indicators

The following may indicate a potential chemical WMD has been released. There may be one or more of these indicators present:

· An unusually large or noticeable number of sick or dead wildlife. These may range from pigeons in parks to rodents near trash containers.

· Lack of insect life. Shorelines, puddles, and any standing water should be checked for the presence of dead insects.

· Considerable number of persons experiencing water-like blisters, weals (like bee-stings), and/or rashes.

· Numbers of individuals exhibiting serious heath problems, ranging from nausea, excessive secretions (saliva, diarrhea, vomiting), disorientation, and difficulty breathing to convulsions and death. 

· Discernable pattern to the casualties. This may be “aligned” with the wind direction or related to where the weapon was released (indoors/outdoors).

· Presence of unusual liquid droplets, e.g., surfaces exhibit oily droplets or film or water surfaces have an oily film (with no recent rain).

· Unscheduled spraying or unusual application of spray.

· Abandoned spray devices, such as chemical sprayers used by landscaping crews.

· Presence of unexplained or unusual odors (where that particular scent or smell is not normally noted).

· Presence of low-lying clouds or fog-like condition not compatible with the weather.

· Presence of unusual metal debris—unexplained bomb/munitions material, particularly if it contains a liquid.

· Explosions that disperse or dispense liquids, mists, vapors, or gas.

· Explosions that seem to destroy only a package or bomb device.

· Civilian panic in potential high-profile target areas (e.g., government buildings, mass transit systems, sports arenas, etc.).

· Mass casualties without obvious trauma.

· “SLUDGE” (nerve agents): Salivation, Lacrimation, Urination, Defecation, GI secretions will increase, Emesis

· Pin point pupils (nerve agents)

First Responder Concerns. 

The first concern must be to recognize a chemical event and protect the first responders. Unless first responders recognize the danger, they will very possibly become casualties in a chemical environment. It may not be possible to determine from the symptoms experienced by affected personnel which chemical agent has been used. Chemical agents may be combined and therefore recognition of agents involved becomes more difficult.

Tab 1:  US EPA Personal Protective Equipment (PPE) Levels of Protection

Level A protection : 

Vapor protective suit (meets NFPA 1991)
Pressure-demand, full-face SCBA
Inner chemical-resistant gloves, chemical-resistant safety boots, two-way radio communication 

OPTIONAL: Cooling system, outer gloves, hard hat 

Protection Provided: Highest available level of respiratory, skin, and eye protection from solid, liquid and gaseous chemicals. 

Used When: The chemical(s) have been identified and have high level of hazards to respiratory system, skin and eyes. Substances are present with known or suspected skin toxicity or carcinogenity. Operations must be conducted in confined or poorly ventilated areas. 

Limitations: Protective clothing must resist permeation by the chemical or mixtures present. Ensemble items must allow integration without loss of performance. 

Level B protection : 

Liquid splash-protective suit (meets NFPA 1992)
Pressure-demand, full-facepiece SCBA
Inner chemical-resistant gloves, chemical-resistant safety boots, two-way radio communications
Hard hat. 

OPTIONAL: Cooling system, outer gloves 

Protection Provided: Provides same level of respiratory protection as Level A, but less skin protection. Liquid splash protection, but no protection against chemical vapors or gases. 

Used When: The chemical(s) have been identified but do not require a high level of skin protection. Initial site surveys are required until higher levels of hazards are identified. The primary hazards associated with site entry are from liquid and not vapor contact. 

Limitations: Protective clothing items must resist penetration by the chemicals or mixtures present. Ensemble items must allow integration without loss of performance.

Level C protection : 

Support Function Protective Garment (meets NFPA 1993)
Full-facepiece, air-purifying, canister-equipped respirator
Chemical resistant gloves and safety boots
Two-way communications system, hard hat 

OPTIONAL: Faceshield, escape SCBA 

Protection Provided: The same level of skin protection as Level B, but a lower level of respiratory protection. Liquid splash protection but no protection to chemical vapors or gases. 

Used When: Contact with site chemical(s) will not affect the skin. Air contaminants have been identified and concentrations measured. A canister is available which can remove the contaminant. The site and its hazards have been completely characterized. 

Limitations: Protective clothing items must resist penetration by the chemical or mixtures present. Chemical airborne concentration must be less than IDLH levels. The atmosphere must contain at least 19.5% oxygen. 

*Not Acceptable for Chemical Emergency Response


Level D protection : 

Coveralls, safety boots/shoes, safety glasses or chemical splash goggles 

OPTIONAL: Gloves, escape SCBA, face-shield 

Protection Provided: No respiratory protection, minimal skin protection. 

Used When: The atmosphere contains no known hazard. Work functions preclude splashes, immersion, potential for inhalation, or direct contact with hazard chemicals. 

Limitations: This level should not be worn in the Hot Zone. The atmosphere must contain at least 19.5% oxygen. 

*Not Acceptable for Chemical Emergency Response

Tab 2: National Information Resources for Chemical Emergencies

1. CHEMTREC®, a 24-hour emergency response communication service, can be reached as follows:

CALL CHEMTREC® (24 hours)

1-800-424-9300  (Toll-free in the U.S.)

2. CHEM-TEL, INC., a 24-hour emergency response communication service, can be reached as follows:

CALL CHEM-TEL, INC. (24 hours)

1-800-255-3924  (Toll-free in the U.S.)

3. INFOTRAC, a 24-hour emergency response communication service, can be reached as follows:

CALL INFOTRAC (24 hours)

1-800-535-5053  (Toll-free in the U.S.)

4. 3E COMPANY, a 24-hour emergency response communication service, can be reached as follows:

CALL 3E COMPANY (24 hours)

1-800-451-8346  (Toll-free in the U.S.)

*The emergency response information services shown above have requested to be listed as providers of emergency response information and have agreed to provide emergency response information to all callers. They maintain periodically updated lists of state and Federal radiation authorities who provide information and technical assistance on handling incidents involving radioactive materials.

Tab 3: VDEM Quick Reference Chart

	Agent 
	Description 
	Transmission 
	Symptoms 
	Treatment 
	Decontamination 
	Comment 

	Cyanide

CHEMICAL

(Read more)
	Chemical blood agent. Causes rapid respiratory arrest and death. Odor of bitter or burnt almond or peach kernels. 
	Aerosol, vapor. 
	Blocks absorption of oxygen in blood. High heart rate, difficulty breathing, vomiting, convulsion, cardiac arrest.
	Remove contaminated clothes. Flush eyes and skin with water and soap. Respiratory support.
	 
	Readily available industrial product. 

	Chlorine

CHEMICAL

(Read more)
	Choking, pulmonary chemical agent. 
	Inhalation of vapors, exposure through skin or eyes. 
	Fluid build-up in lungs, causing "dry-land drowning." Eye, airway irritation. Shortness of breath, nausea, vomiting and choking.
	Remove contaminated clothes. Flush eyes and skin with water. For inhalation, fresh air for victim. 
	 
	Readily available industrial product. Gas heavier than air. Very reactive with other chemicals.

	Mace

CHEMICAL

(Read more)
	Chemical irritant agent used in riot control. 
	Grenades, canisters 
	Burning eyes, coughing, eye closure, respiratory discomfort.
	Remove contaminated clothing. Flush eyes and wash skin with water.
	 
	Non-lethal weapon used in crowd control. 

	Mustard

CHEMICAL

(Read more)
	Chemical blister agent damages eyes, airways and skin. 

Oil liquid with odor of garlic or onion.
	Aerosol, vapor.

Clothing provides no protection. 
	Effects similar to chemical burns. Reddening of skin, burning, itching, stinging pain. May be fatal if inhaled. 
	Remove clothing. Wash skin with soap and water. Flush eyes with water. 
	 
	 

	Pepper spray

CHEMICAL

(Read more)
	Chemical irritant agent used in riot control. 
	Grenades, canisters 
	Burning eyes, coughing, eye closure, respiratory discomfort.
	Wash with water and soap. Flush eyes. 
	 
	Non-lethal weapon used in crowd control. 

	Sarin

CHEMICAL

(Read more) 

 
	Chemical nerve agent, high mortality. Oil-like liquid, which can be released as an aerosol or mixed with other liquids.
	Inhalation, ingestion, or exposure through skin or eyes, to aerosol
	Pinpoint pupils, excessive secretions, seizures, convulsions, death.
	Remove agent from skin with soap and water. Flush eyes. Call 911. Antidotes available. 
	
	Evaporates same rate as water. Moderately difficult to manufacture, some ingredients hard to obtain.

	Soman

CHEMICAL

(Read more) 

 
	Chemical nerve agent. High mortality. Oil-like liquid, which can be released as an aerosol or mixed with other liquids.
	Inhalation, ingestion, or exposure through skin or eyes, to aerosol
	Pinpoint pupils, excessive secretions, seizures, convulsions, death.
	Remove agent from skin with soap and water, flush eyes. Remove contaminated clothes. Antidotes available.
	 
	Hard to manufacture.

	Tabun

CHEMICAL

(Read more) 

 
	Chemical nerve agent, high mortality. Oil-like liquid, which can be released as an aerosol or mixed with other liquids.
	Inhalation, ingestion, or exposure through skin or eyes, to aerosol
	Pinpoint pupils, excessive secretions, seizures, convulsions, death
	Remove agent from skin with water and soap, flush eyes. Remove contaminated clothes. Call 911. Antidotes available.
	 
	Evaporates 20 times more slowly than water. Easy to make. 

	Tear gas

CHEMICAL

(Read more) 

 
	Chemical irritant agent used in riot control. 
	Grenades, canisters 
	Burning eyes, coughing, eye closure, respiratory discomfort.
	Remove contaminated clothing. Wash skin with soap and water. Flush eyes.
	 
	Non-lethal weapon used in crowd control.

	VX

CHEMICAL

(Read more) 

 
	Nerve agent with very high mortality rate.
	Inhalation, ingestion, or exposure through skin or eyes, to aerosol 
	Pinpoint pupils, excessive secretions, seizures, convulsions, Death 
	Remove agent from skin with soap and water, flush eyes. Remove contaminated clothes. Call 911. Antidotes available.
	
	Hard to manufacture. Very persistent after dispersal.


Hazard-Specific Appendix 2: Biological Emergencies

PURPOSE

To recognize incidents of biological emergencies, especially if related to terrorism; and

To utilize proper personal protective equipment when dealing with biological emergencies; and

To report these incidents to the proper authorities; and

To manage biological emergencies safely and effectively in both the hospital and the community.

ORGANIZATION

EMS field personnel and other first responders may be the first to encounter or discover a biological emergency, but they may not recognize it. It may not be readily apparent or may be slow onset of signs and symptoms that would render a definitive diagnosis. Keen awareness and vigilance by all healthcare providers associated with patients exposed to biological agents may be the only way to develop any kind of an “early warning system” for these types of emergencies.

What is Bioterrorism?

Bioterrorism is the deliberate release of pathogenic microorganisms (bacteria, viruses, fungi or toxins) into a community. The most likely diseases associated with bioterrorism include smallpox, anthrax, botulism, plague, and tularemia. Additionally viral hemorrhagic fever (VHF) viruses such as Lassa, Marburg, and Ebola rarely, if ever, identified in North America, may be deliberately introduced. Other potential agents include brucellosis, western and eastern equine viruses that cause encephalitis, Q fever, glanders, and toxin-producing Staphylococcus aureus. With the exception of small pox, VHF, and the encephalitis viruses, all bioterrorism agents can be treated with antibiotics or toxin antagonists if promptly diagnosed. Persons who received one or more smallpox vaccinations before the disease was declared eradicated worldwide have little or no immunity and virtually every living person in the world is now susceptible to the disease. There is no treatment for smallpox and, to date, there is a limited supply of vaccine available in the U.S. The above-mentioned diseases are not meant to be all-inclusive since there are many food- or water-borne agents that could potentially be used in a bioterrorist event.

CONCEPT OF OPERATIONS

Recognizing a Bioterrorist Event

The key to rapid intervention and prevention is to maintain a high level of vigilance. To minimize the number of casualties, early identification that an outbreak is from an unnatural source is essential. A bioterrorist event may be suspected when increasing numbers of otherwise healthy persons with similar symptoms seek treatment in hospital emergency departments, physician’s offices, or clinics over a period of several hours, days, or weeks. The early clinical symptoms of infection for most bioterrorism agents may be similar to common diseases seen by health care professionals every day. The principles of epidemiology should be used to assess whether the patient’s symptoms are typical of an endemic disease (influenza) currently circulating in the community or an unusual event. 

Indications

Indicators that a WMD incident involving biological agents has taken place may take days or weeks to manifest themselves, depending on the biological toxin or pathogen involved. The Centers for Disease Control and Prevention (CDC) recently developed the following list of epidemiological clues that may signal a bioterrorist event:

· A rapid increase (hours to days) in the number of previously healthy persons with similar symptoms seeking medical treatment;

· Large numbers of unexplained disease, syndrome, or deaths; ill pREOPle presenting near the same time frame;

· A cluster of previously healthy persons with similar symptoms who live, work, or recreate in a common geographical area;

· An unusual clinical presentation or unusual illness in a population;

· Deaths or illness among animals that precedes or accompanies illness or death in humans; or an increase in reports of dead animals;

· Lower incident rates in those persons who are protected (e.g., confined to home; no exposure to large crowds);

· An increased number of patients who expire within 72 hours after admission to the hospital; 

· Higher morbidity and mortality than expected with a common disease or syndrome.

· Failure of a common disease to respond to usual therapy.

· Single case of disease caused by an uncommon agent.

· Multiple unusual or unexplained disease entities coexisting in the same patient without other explanation.

· Multiple atypical presentations of disease agents.

· Similar genetic type among agents isolated from temporally or spatially distinct sources.

· Unusual, atypical, genetically engineered, or antiquated strain of agent.

· Endemic disease with unexplained increase in incidence.

· Simultaneous clusters of similar illness in noncontiguous areas, domestic or foreign.

· Atypical aerosol, food, or water transmission.

· No illness in pREOPle not exposed to common ventilation systems, but illness among those pREOPle in proximity to the systems.

· Disease with an unusual geographic or seasonal distribution.

· Any person with a history of recent (within the past 2-4 weeks) travel to a foreign country who presents with symptoms of high fever, rigors, delirium, rash (not characteristic of measles or chick pox), extreme myalgias, prostration, shock, diffuse hemorrhagic lesions or petechiae; and/or extreme dehydration due to vomiting or diarrhea with or without blood loss.
Exposure Concerns
The most practical method of initiating widespread infection using biological agents is through aerosolization, where fine particles are sprayed over or upwind of a target where the particles may be inhaled. An aerosol may be effective for some time after delivery, since it will be deposited on clothing, equipment, and soil. When the clothing is used later, or dust is stirred up, responding personnel may be subject to “secondary” contamination.

Biological agents may be able to use portals of entry into the body other than the respiratory tract. Individuals may be infected by ingestion of contaminated food and water, or even by direct contact with the skin or mucous membranes through abraded or broken skin. Use protective clothing or commercially available Level C clothing. Protect the respiratory tract through the use of a mask with biological high-efficiency particulate air (HEPA) filters. 

Exposure to biological agents, as noted above, may not be immediately apparent. Casualties may occur minutes, hours, days, or weeks after an exposure has occurred. The time required before signs and symptoms are observed is dependent on the agent used. While symptoms will be evident, often the first confirmation will come from blood tests or by other diagnostic means used by medical personnel. 

For the definition of levels of personal protective equipment, see:

Hazard-Specific Appendix 1, Tab 1: US EPA Personal Protective Equipment (PPE) Levels of Protection

Tab 1: National Information Resources for Biological Emergencies

U.S. Department of Health and Human Services; Disasters and Emergencies

http://www.hhs.gov/disasters/index.shtml 

University of Alabama CCHS Health Sciences Digital Libraries Program

http://cchs-dl.slis.ua.edu/pubhealth/emergency/nbc/ 

Bioterrorism Readiness Plan: A Template for Healthcare Facilities
Document prepared by: APIC Bioterrorism Alliance, Judith F. English, Mae Y. Cundiff, John D. Malone, & Jeanne A. Pfeiffer and CDC Hospital Infections Program Bioterrorism Working Group, Michael Bell, Lynn Steele, & J. Michael Miller

http://www.cdc.gov/ncidod/hip/Bio/13apr99APIC-CDCBioterrorism.PDF 

VDEM; Terrorism Information: The Facts - How to Prepare - How to Respond

http://165.176.249.147/prepare/terrorismtoolkit/terrguide/weapons/bio.htm 

VDEM; Quick Reference Chart

http://165.176.249.147/prepare/terrorismtoolkit/terrguide/ref.htm 

Tab 2: VDEM Quick Reference Chart

	Agent 
	Description 
	Transmission 
	Symptoms 
	Treatment 
	Decontamination 
	Comment 

	Anthrax

Bacillus anthracis

BACTERIA

(Read more)
	Acute bacterial disease. Fatal if not treated early. 

Three forms: 

Inhalation (most deadly) 80-90 percent fatality rate.

Cutaneous (skin) 20 percent fatality rate.

Intestinal
50 percent fatality rate. (rarest form)
	Inhalation, a break in the skin, or ingestion.

Not transmitted between humans.
	Flu-like symptoms. Incubation 1-7 days. 

Inhalation: fever, respiratory distress and shock. 

Cutaneous:

Evolving skin lesion. First appears as a swollen area that looks like a large insect bite. Progresses to depressed ulcer and black lesion.

Gastrointestinal: nausea, vomiting, abdominal pain, bloody diarrhea, sepsis.
	Early treatment with antibiotics after known exposure essential.

Antibiotics may also be used as preventive. Vaccine not available to public.
	Resistant to sunlight, heat and some disinfectants.
	Difficult to produce in effective form, but very stable. Easy to disperse. 

	Arboviral encephalitis

Venezuelan (VEE), Eastern (EEE), West Nile 

VIRUS

(Read more)
	A group of viruses that can cause encephalitis (swelling of the brain). Lives in non-human vertebrate host, especially horses.
	Insect bites, primarily mosquitoes.

Inhalation following intentional aerosol release. 
	Flu-like symptoms include headache, malaise, spiking fevers. 

May develop encephalitis in advanced stage. Rarely fatal. (<1percent fatality rate)
	No effective antiviral drugs.

Supportive care, analgesics. 
	No vaccine available. Vaccine being developed. 
	Incidence of neurological symptoms may be higher following a bioterrorist release. 

	Botulism Toxin

Clostridium botulinum

TOXIN

(Read more)
	Serious paralytic illness caused by a potent nerve toxin. 

If respiratory support not available, paralysis leads to death in 60 percent of patients. 
	Aerosol or food-borne release.

Does not transmit person to person.
	Blurred vision, slurred speech, muscle weakness and paralysis,

Incubation can be 1 to 5 days, typically 12-36 hours. 
	Antitoxin to reduce symptoms.

Supportive care. Ventilation may be necessary.
	Extremes of temperature and humidity degrade the toxin.

Aerosolized toxin dissipates after 2 days.

Wash with soap and water.

Disinfect with bleach solution.
	Easily produced.

Can spread through air or food supply.

Among most poisonous toxins known.

	Brucellosis

Brucella melitensis,, abortus, suis and canis

BACTERIA

(Read more) 
	Infectious disease also known as Undulant Fever.

Primarily passed among animals. 

Mortality is low

(<5 percent). 
	Inhalation of organisms,

Organism-contaminated food or water,

through skin break.

Person-to-person infection is rare.
	Incubation period 3 weeks to several months. Flu-like symptoms.

Symptoms can persist for months or years with relapses and remissions.
	Effective treatment with antibiotics possible but relapses can occur.
	Basic sanitation and disinfectant procedures. 
	Aerosol potential as biological weapon. 

	Cholera

Vibrio cholerae

BACTERIA

(Read more)
	Acute diarrheal bacterial illness caused by infection of the intestine.

Fatal in 1 percent of treated cases and 50 percent if untreated 
	Aerosol (rare), contaminated drinking water or food, often related to fecal contamination.

Not likely to spread person-to-person. 
	Sudden onset of profuse watery diarrhea with rapid loss of body fluids, nausea,vomiting, toxemia and collapse. 

Incubation 1-5 days.
	Rehydration. 

Antibiotics.

Vaccine available but offers only 50 percent protection for 6 months.
	Sanitary procedures. 
	May be used as an aerosol. Without treatment, death can occur in hours. 

	Ebola hemoragic fever

VIRUS

(Read more) 
	Severe, often-fatal hemorrhagic fever found in humans and primates.

Death can occur within one week of symptom onset.

Indigenous to Africa. Unknown host. 90 percent mortality rate.
	Direct contact with bodily fluids of infected person. Contaminated surfaces.

Humans are not carriers.
	Flu-like symptoms within a few days of exposure. Additional symptoms: hiccups, rash, red itchy eyes, bloody vomit and diarrhea, chest pain, massive hemorrhaging, shock, and multi-organ dysfunction.
	No standard treatment. Supportive therapy for secondary infections.
	Isolation.

Barrier nursing techniques.

No contact with blood or secretions or the deceased.
	Aerosol release potential.

	Glanders

Burkholderia mallei

BACTERIA

(Read more)
	Primarily a bacterial disease of animals. Infections may occur in humans. Mortality up to 50 percent. 
	Transmitted from infected animals to humans through membranes, inhalation or broken skin.
	Localized infections, fever, muscle aches, chest pain, muscle tightness and headache.
	Information on antibiotic treatment is limited.
	No vaccine is available. 
	Rarely occurs in humans, but considered a possible terrorist weapon using an aerosol. Requires few organisms for infection. 

	Lassa Fever 

Arenaviruses

VIRUS

(Read more)
	Animal-borne viral disease with significant morbidity and mortality. During epidemics of Lassa there is a 50 percent mortality rate.
	Airborne transmission, rodent contaminated objects or food, infected rodents or person-to-person by secretions. 
	Flu-like, 1-3 weeks after exposure. Conjunctivitis, facial swelling, urine protein, mucosal bleeding, hearing loss, tremors and encephalitis. 
	Ribavirin, an antiviral drug, used with some success when administered early.

Supportive care.
	Isolation.

Barrier nursing methods.

No contact with blood or secretions. 
	Aerosol release potential. 

	Marburg hemorrhagic fever

VIRUS

(Read more) 
	Rare, severe type of hemorrhagic fever. Affects humans and non-human primates, with 25 percent fatality rate.
	Direct contact with bodily fluids or blood of infected person. Contaminated surfaces.

Indigenous to Africa. Animal host unknown.
	Flu-like within 5 to 10 days of exposure. Trunk rash, chest pain, vomiting after day 5. Then, delirium, shock, liver failure, hemorrhaging, multi-organ dysfunction.
	No determined treatment.

Supportive hospital therapy.
	Isolation.

Barrier nursing techniques.

No contact with blood or secretions or the deceased. 
	Aerosol release potential. 

	Mycotoxins

Fusarium, Myarotecium, Trichoderma, Stachybotrys and others.

TOXIN

(Read more)
	Naturally occurring poisonous compounds produced by various fungi.
	Through the skin, eyes or respiratory and digestive tracts. 
	Skin: pain, redness, blistering within moments, necrosis. Inhaled: nose and throat pain, cough, chest pain, bloody sputum.

Ingestion: nausea, vomiting, watery or bloody diarrhea.

Eye: tearing, pain, blurred vision. Later: Loss of coordination, collapse.
	No specific antidote. Eyes should be flushed and the skin thoroughly washed with soap and water. Superactivated charcoal if the toxin is ingested. 
	Clean surfaces with a hypoclorite solution. Remove contaminated clothes and seal in bags.

Mycotoxins are extremely stable in heat and sunlight. 
	Easy to produce, adapted for aerosol dispersal. 

	Plague

Yersinia pestis

BACTERIA

(Read more) 

 
	Highly infectious, contagious bacterial disease. Almost 100 percent fatality rate in pneumonic plague and a 50 percent rate in bubonic plague if untreated.

20-60 percent fatality rate for pneumonic when treated within 18-24 hours of symptom onset.

Death 2-4 days after symptoms if untreated.
	Person-to-person through respiratory droplets.

The bite of an infected flea.

An intentional airborne release. 
	Flu-like symptoms 1-6 days after exposure.

Pneumonic progresses to chest discomfort. By day 2 to 4 progresses to respiratory distress and cyanosis.

Enlarged lymph nodes, which often turn black.
	Antibiotics highly effective if given within 24 hours of first symptoms.

There is no vaccine in the U.S.
	Sensitive to sunlight and heat and does not survive long outside its host.
	Bacterium easy to produce. Easily disseminated by aerosol.

	Q fever

Coxiella burnetii

BACTERIA

(Read more) 

 
	Normally not fatal. 1-3 percent fatality rate if left untreated.

Relapsing symptoms may occur.
	Easily inhaled if airborne.

Ingestion of contaminated milk.

Human-to-human and tick bite transmission is rare.
	Flu-like symptoms. 

2-3 week incubation. Cough, weakness, chest pain, pneumonia. In severe cases: inflammation of the brain and membranes surrounding the heart. 
	Antibiotic treatment — most effective when initiated within 3 days of illness.

Vaccine developed in Australia. Not available in U.S. 
	Isolate infected animals.

Pasteurize milk and milk products. 
	Resistant to heat and many disinfectants. 

Easily airborne.

Survives for long time in environment. Few organisms required for infection. 

	Ricin

Ricinus communis

TOXIN

(Read more) 

 
	A potent protein toxin derived from the beans of the castor plant. Very toxic to human cells.

Mortality rates are high.
	Ingestion, deliberate injection (assassination attempts), inhalation (deliberate aerosol releases).
	Ingestion: severe abdominal pain, vomiting, diarrhea, fever, thirst, headache, sore throat, dilation of pupils within few hours of ingestion. Death can occur within days. 

Inhalation: weakness, fever, cough, nausea, chest tightness, pulmonary edema 8-24 hours after inhalation. Severe respiratory distress and cardiovascular collapse within 36-72 hours.
	Supportive for respiratory failure and dehydration.

No vaccine or antitoxin available. 
	Clean contaminated objects or surfaces with a hypoclorite solution (1 part bleach to 9 parts water). Wash with soap and water. 
	Can be produced relatively easily and inexpensively.

Is extremely toxic by several exposure routes.

Widely available and quite stable. 

	Smallpox

Variola major

VIRUS

(Read more) 

 
	Infectious and contagious disease unique to humans. Historic case fatality rate of 30 percent.
	Spreads person-to-person or by aerosol.
	Flu-like symptoms 12-14 days after exposure, followed by rash. Forms pus-filled lesions that crust over. Differs from chickenpox in that lesions are at the same stage on all parts of the body. Rash is denser on face and extremities and can appear on palms and soles.
	Vaccination within four days of exposure.

The U.S. has a small stockpile of vaccine.
	Isolation of patients.

Traditional disinfectants.
	Easy to disseminate via aerosol.

High infective rate, long incubation period and relatively high rate of mortality contribute to its effectiveness as a weapon. Early identification vital.

	Staphylococcal enterotoxin B

Staphylococcus aureus

TOXIN

(Read more) 

 
	A toxin that interacts with the immune system to produce a variety of effects. 
	Ingestion. Inhalation following an intentional aerosol release.

No person-to-person transmission.
	3-12 hours. Ingestion: nausea, vomiting, profuse watery diarrhea.

Inhalation: high fever, dry cough, eye inflammation, chest pain, fluid in lungs. 
	No specific treatment, drug therapy under investigation. Supportive respiratory treatment and fluid replacement.
	Contaminated objects or surfaces can be cleaned with a hypoclorite solution (1 part bleach to 9 parts water) or soap and water. Destroy contaminated food. 
	Easily aerosolized and very stable. Classified as an incapacitating agent. 

	Tularemia

Francisella tularensis

BACTERIA

(Read more)
	Highly infectious flu-like disease, 5-15 percent fatalities if not treated. For inhalation, 30-60 percent fatality rate if left untreated.
	Not transmitted person-to-person,

Transmitted by aerosol and numerous habitat vectors. (ticks, flies, mosquitoes).
	Abrupt onset of flu-like symptoms 1-10 days after exposure. Dry cough, chest pain, pneumonia, progressive weakness, sepsis and organ failure. 

Ulcer usually forms at bite site.
	Treatable with antibiotics. 

No vaccine available for general use. (IND status) New drug under investigation.
	Susceptible to a 10 percent bleach solution. 

Body surfaces can be cleaned with soap and water. 

Thrives in cold moist areas.
	Extremely infectious — It only takes 10 organisms to infect a person.

Easily disseminated.


Sources: CDC bulletins, VDEM publications, AMA bulletins
Hazard-Specific Appendix 3: Nuclear and Radiological Emergencies

Purpose

To establish open-ended plans and procedures which could be used in conjunction with state plans and guidance; and 

To develop an emergency response capability during the anticipated crisis buildup period prior to a full-scale nuclear attack upon the USA; and

To prepare for and respond appropriately to the use of a Radiological Dispersion Device (RDD), or what is more commonly called a “Dirty Bomb.”

ORGANIZATION

The Virginia Department of Emergency Management has developed detailed plans and procedures and will, over a several-day period, direct localities to prepare for a nuclear attack. Local emergency services coordinators maintain copies and have a working knowledge of these plans.

The use of an RDD must be treated initially as a terrorist or illegal action, and therefore will be treated as a crime with law enforcement (FBI) in charge. The injured must be treated, and the affected public must be advised on safety measures. 

CONCEPT OF OPERATIONS

A nuclear attack upon the USA would most likely be preceded by a period of increasing international tension and crisis. Sufficient time would be available for protective actions to be taken, to include the large-scale evacuation of probable target areas and the development of fallout shelters.

Should the USA be subjected to a full-scale nuclear attack, it is not likely that our region would be subject to direct weapons effects. However, it may be subject to radioactive fallout. Also, although we are not at direct risk of nuclear fallout from generating plants, but it is possible with the right weather patterns; Oak Ridge, TN may be closest plant (check)

Residents of high-risk areas may be advised to relocate to safer areas such as our region during a several-day period of intense international tension wherein nuclear war appears likely. Localities beyond the high-risk area may be directed to provide public shelters for several thousand evacuees. We may also receive large numbers of trauma and/or burn patients from Eastern Virginia.

Virginia Radiological Emergency Response Plan, Basic Plan
http://www.mwcog.org/security/security/otherplans/Virginia%20Radiological%20Emergency%20Response%20Basicplan.pdf 

Organization for a war-caused disaster parallels that required for other emergency operations using existing government departments and offices and appropriate private organizations as required for planned emergency functions.

For fallout shelter, home basements and selected public buildings need to be upgraded in order to provide adequate protection. Earth should be placed in 5- to 6-inch layers on roofs and/or floors above ground until the desired depth of 15-18 inches is achieved.  A list of public buildings to be upgraded, procedures for upgrading them, and manpower and equipment resources needed should be developed during the increased readiness period.

The coordinators of emergency services in localities should keep a Nuclear Civil Protection Plan, on file. Additional information and guidance concerning fallout shelter development, radiological monitoring, and other aspects of attack preparedness is available from the Virginia Department of Emergency Management.

Radiological Dispersion Device

However, if an RDD is used, there may be no warning or advanced notice. Initially, the scene should be treated as an explosion, and an intense effort should be made to determine the nature of the explosion. The radiological nature of the incident may not be readily apparent. First responders must exercise extreme caution in effecting rescues upon arrival until the true nature of the incident is determined. The regional hazardous materials team must be utilized to make the initial determination. Department of Transportation regulations have made highway transportation of radioactive materials fairly safe. Any incident of this nature will probably not be an accident and must be treated as a crime scene. Law enforcement (ultimately the FBI) has jurisdiction.

Basically, the principal type of dirty bomb, or Radiological Dispersal Device (RDD), combines a conventional explosive, such as dynamite, with radioactive material. In most instances, the conventional explosive itself would have more immediate lethality than the radioactive material. At the levels created by most probable sources, not enough radiation would be present in a dirty bomb to kill pREOPle or cause severe illness. For example, most radioactive material employed in hospitals for diagnosis or treatment of cancer is sufficiently benign that about 100,000 patients a day are released with this material in their bodies. 

However, certain other radioactive materials, dispersed in the air, could contaminate up to several city blocks, creating fear and possibly panic and requiring potentially costly cleanup. Prompt, accurate, non-emotional public information might prevent the panic sought by terrorists.

A second type of RDD might involve a powerful radioactive source hidden in a public place, such as a trash receptacle in a busy train or subway station, where pREOPle passing close to the source might get a significant dose of radiation.

A dirty bomb is in no way similar to a nuclear weapon. The presumed purpose of its use would be therefore not as a Weapon of Mass Destruction but rather as a Weapon of Mass Disruption. 

Impact of a Dirty Bomb

The extent of local contamination would depend on a number of factors, including the size of the explosive, the amount and type of radioactive material used, and weather conditions. Prompt detection and determination of the kind of radioactive material employed would greatly assist local authorities in advising the community on protective measures, such as quickly leaving the immediate area, or going inside until being further advised. Subsequent decontamination of the affected area could involve considerable time and expense.

Sources of Radioactive Material

Radioactive materials are widely used at hospitals, research facilities, industrial, and construction sites. These radioactive materials are used for such purposes as in diagnosing and treating illnesses, sterilizing equipment, and inspecting welding seams. For example, the Nuclear Regulatory Commission, together with 32 states, which regulate radioactive material, has over 21,000 organizations licensed to use such materials. The vast majority of these sources are not useful for constructing an RDD.

What PREOPle Should Do Following an Explosion

· Move away from the immediate area--at least several blocks from the explosion--and go inside. This will reduce exposure to any radioactive airborne dust. 

· Turn on local radio or TV channels for advisories from emergency response and health authorities. 

· If facilities are available, remove clothes and place them in a sealed plastic bag. Saving contaminated clothing will allow testing for radiation exposure. 

· Take a shower to wash off dust and dirt. This will reduce total radiation exposure, if the explosive device contained radioactive material. 

· If radioactive material was released, local news broadcasts will advise pREOPle where to report for radiation monitoring and blood and other tests to determine whether they were in fact exposed and what steps to take to protect their health. 

Taking Shelter 

In-house shelter may be recommended during a radiological event. In-house shelter means going indoors and remaining indoors until the emergency is over. Such action will reduce an individual’s exposure to radiation resulting from a radioactive release of short duration.

When instructed by local and state emergency officials to take shelter: 

· If you have livestock, put them under cover and provide them with stored feed and water.

· Go indoors and close all windows and doors. Turn off fans and heating and air conditioning that require outside air, and close any other air intakes.

· Do not use your telephone unless it is absolutely necessary. Keep phone lines open for emergency communication. 

· Cover all open food containers. The food, water and milk supplies in your home are safe for consumption. 

· Do not eat any produce from a vegetable garden until you are advised. In the event of a radioactive release, the produce may become contaminated. 

· Remain indoors until officially notified that the emergency is over.

· Remember to stay tuned to your local EAS radio or television stations for emergency information.

Risk of Cancer

Just because a person is near a radioactive source for a short time or gets a small amount of radioactive dust on himself or herself does not mean he or she will get cancer. The additional risk will likely be very small. Doctors will be able to assess the risks and suggest mitigating measures once the radioactive source and exposure level have been determined.

It should be noted that Potassium Iodide (KI) would not be protective except in the very unlikely event that the dirty bomb contained radioactive iodine isotopes in large quantities. Radioactive iodine isotopes are not particularly attractive for use in an RDD for a variety of technical reasons. KI only protects the thyroid from radioactive iodine, but offers no protection to other parts of the body or against other radioactive isotopes. 

Preparing for radiological terrorism means planning in advance so as to act appropriately.

In the event of a terrorist disaster, you and your facility will be required to carry out these "10 basics of response."

1. Assure medical staff that when an incident combines radiation exposure with physical injury, initial actions must focus on treating the injuries and stabilizing the patient. 

2. You or your hospital must be prepared to manage large numbers of frightened, concerned pREOPle who may overwhelm your treatment facility. 

3. You or your hospital must have a plan for distinguishing between patients needing hospital care and those who can go to an off-site facility.
4. You or your hospital must know how to set up an area for treating radiation incident victims in an emergency room. 
5. You or your hospital should be aware that a good way to approach decontaminating a radioactively contaminated individual is to act as if he or she had been contaminated with raw sewage.

6. You or your hospital must know how to avoid spreading radioactive contamination by using a double sheet and stretcher method for transporting contaminated patients from the ambulance to the emergency treatment area. 
7. You must know how to recognize and treat a patient who has been exposed to significant levels of radiation. 
8. You should recognize the radiological findings of illness/injury caused by biological or chemical terrorist agents. 
9. You should know what agencies or organizations to contact in the event of a radiation emergency and how to reach them. 
10. You or your hospital must have a plan to evaluate and counsel non-injured patients exposed to radiation at a location outside of the hospital.
Tab 1: National Information Resources for Nuclear & Radiological Emergencies

A number of federal agencies have responsibilities for dealing with possible detonations of dirty bombs. Their websites and phone numbers follow:

Department of Energy: www.energy.gov/; tel 202-586-4940.


Environmental Protection Agency: www.epa.gov; tel 202-564-9828.


Nuclear Regulatory Commission: www.nrc.gov; tel 301-415-8200.


Federal Emergency Management Agency: www.fema.gov; tel 202-646-4600.


Department of Justice: www.usdoj.gov; tel 202-514-2007.


Federal Bureau of Investigation: www.fbi.gov; tel 202-324-3691.


Department of Health and Human Services: www.hhs.gov; tel 202-690-6343.


Department of Homeland Security: www.dhs.gov; tel 202-282-8010.


Transportation Security Administration: www.tsa.gov/public/; tel 571-227-2829.


National Nuclear Security Administration: www.nnsa.doe.gov/; tel 202-586-7371.

Tab 2: VDEM Quick Reference Chart

	Agent 
	Description 
	Transmission 
	Symptoms 
	Treatment 
	Decontamination 
	Comment 

	Nuclear bomb (conventional)

NUCLEAR

(Read more)
	Conventional atomic weapon acquired and detonated by terrorist group.
	Weapon launched by aircraft, ship, submarine. 
	Massive injuries, loss of life and property. Severe trauma. Radiation exposure.
	Mass casualty treatment for radiation and trauma by mobile emergency treatment centers. 
	Mass radiation decontamination procedures required. 
	Terrorist group acquisition from rogue nation or other sources.

Latent effects: Increase in some forms of cancer. 

	Nuclear power plant

NUCLEAR

(Read more)
	Explosive device used to penetrate containment structure.
	Unknown. 
	Potential widespread radiation exposure. 
	Mass casualty treatment for radiation and trauma. 
	Mass radiation decontamination procedures required. 
	Use of a high impact conventional or non-conventional weapon from the air (such as a suicide airplane attack).

	Nuclear waste bomb

NUCLEAR

(Read more)
	Explosive device packed with radioactive waste. 
	Weapon launched by aircraft, ship, submarine, vehicle bomb.
	Large loss of life and property and mass casualties from radiation exposure, contamination.
	Mass casualty treatment for radiation by mobile emergency treatment centers.
	Mass radiation decontamination procedures required. 
	Creation of radioactive dust and debris from a conventional explosion. 


Hazard-Specific Appendix 4: Explosives

PURPOSE

To understand the nature and destructive force of explosives; and 

To plan and prepare for the illegal use of explosives.

ORGANIZATION

Explosives are in every community—in urban centers and rural areas. Explosives are also transported through many if not all communities at some time. Emergencies involving explosives are usually accidental, due to carelessness, or intentional. Accidents occur in transportation and industry; these usually involve very few victims. Intentional explosions usually involve massive property damage and/or many victims. In fact, most large public gatherings are considered “soft” targets. 

An accidental emergency involving explosives may be of any magnitude depending upon the type and amount of explosives involved, its location, and the proximity of materials that could become “shrapnel”. Similarly, explosives may be delivered in intentional bombings in person (a vest), in a briefcase, in a car, or in a truck, and they may be improvised devices carrying shrapnel to maximize injuries and damage. Burns and trauma are the most frequent injuries as a result of explosions. Patients may also require decontamination and close inspection before treatment. 

Secondary devices may also be used in intentional bombings in the area or along the travel route to the area of an explosion. Unexploded pieces of an explosive device may also lodge in a victim—live or dead (hence the close inspection). Another consideration is that pieces of an explosive device may be lodged in live or dead victims of an explosion and they need to be preserved for forensic analysis by law enforcement personnel.

CONCEPT OF OPERATIONS

The easiest to obtain and use of all weapons is still a “conventional” explosive device, or improvised bomb, which may be used to cause massive local destruction or to disperse chemical, biological, or radiological agents. The components are readily available, as are detailed instructions to construct such a device. Improvised explosive devices are categorized as being explosive or incendiary, employing high or low filler explosive materials to explode and/or cause fires. Bombs and firebombs are cheap and easily constructed, involve low technology, and are the terrorist weapon most likely to be encountered. Large, powerful devices can be outfitted with timed or remotely triggered detonators and can be designed to be activated by light, pressure, movement, or radio transmission. The potential exists for single or multiple bombing incidents in single or multiple municipalities. Historically, less than five percent of actual or attempted bombings were preceded by a threat. Explosive materials can be employed covertly with little signature, and are not readily detectable. Secondary devices may be targeted against responders.

Hospital personnel must be extremely cautious when multiple victims arrive at the emergency department from an explosion. The mode of injury and whether or not the explosion was accidental or intentional may be very important in protecting health care workers. 

Tab 1: National Information Resources for Explosives

Bureau of Alcohol, Tobacco, and Firearms

http://www.atf.gov/index.htm 

International Society of Explosives Engineers

http://www.isee.org/ 

The Institute of makers of Explosives

http://www.ime.org/ 

EXPLOSIVES SCIENCE, Raymond N. Rogers and Joan L. Rogers, Los Alamos, NM

http://home.att.net/~rnrogers/ 

Tab 2: VDEM Quick Reference Chart

	Agent 
	Description 
	Transmission 
	Symptoms 
	Treatment 
	Decontamination 
	Comment 

	Package/letter bomb

EXPLOSIVE
	Small device in a mailed package or letter. 
	Explosion occurs when package or letter is opened.
	Numerous injuries, contamination, death. 
	Emergency medical services response. 
	 
	 

	Pipe bomb

EXPLOSIVES

 
	Explosive device in piece of plastic or metal pipe. 
	Timing fuse, electronic timers, remote triggers or motion sensors used in detonation.
	Loss of life and property in large explosion, usually in a crowded area. Trauma. 
	Emergency medical services response. 
	 
	 

	Satchel charge

EXPLOSIVE

 
	Daypacks or knapsacks used as carrying device for explosives and antipersonnel materials such as nails and broken glass. 
	Timing fuse, electronic timers, remote triggers or motion sensors used in detonation, or by suicide of terrorist perpetrator.
	Loss of life and property in large explosion, usually in a crowded area. 
	Mass casualty response. 
	Potential hazmat procedures. 
	Portable, easily disguised weapon. 

	Unconventional bomb

EXPLOSIVE

 
	Any conventional object used in an unconventional manner to produce maximum loss of life, destruction and disruption, such as a large airliner or motor vehicle.
	Hijacked craft or vehicle exploded near target either remotely or by suicide of perpetrator.
	Large loss of life and property in catastrophic explosion. 
	Mass casualty response, mobile emergency care facilities or units. 
	Possible environmental contamination. 
	Maximum disruption, loss of life and damage. Weapons readily available.


Tab 3: Classifications of Explosives

Explosive substances may be classified by their reaction, composition, or service use.

Military explosives are divided into two general classes, high explosives and low explosives, according to their rates of decomposition. They may be further classified according to use.

High explosive: A high explosive is characterized by the extreme rapidity with which its decomposition occurs; this action is known as detonation. When initiated by a blow or shock, it decomposes almost instantaneously, either in a manner similar to an extremely rapid combustion or with rupture and rearrangement of the molecules themselves. 

Low explosives are mostly solid combustible materials that decompose rapidly, but do not normally explode. This action is known as deflagration.

Low explosives do not usually propagate a detonation. Under certain conditions, however they react in the same manner as high explosives and they may detonate. 

From the standpoint of their composition, explosives may be divided into explosive mixtures and explosive compounds.

Classification of explosives thus far has been based on characteristics. A more practical classification from the standpoint of the Aviation Ordnanceman is based on their service use:

PROPELLANTS AND IMPULSE EXPLOSIVES- These explosives are used to propel projectiles from guns, to propel rockets and missiles, launch torpedoes, and launch depth charges from projectors. They are all burning or low explosive.

DISRUPTING OR BURSTING EXPLOSIVES- Explosives of this classification are employed to create damage to the target under attack. They are high-explosive charges that are used alone or as part of the explosive charge in mines, bombs, depth charges, missile and torpedo warheads, and in projectiles as a burster charge.

INITIATING EXPLOSIVES- The initiation of an explosive reaction requires the application of energy in some form. Propellants are commonly ignited by the application of flame, while disrupting explosives are set off by a severe shock. The device used to initiate the burning of a propellant is called a primer. The device used to initiate the reaction of a disrupting explosive is called a detonator.

AUXILIARY EXPLOSIVES- These are large propellant charges and relatively insensitive disrupting explosives which require an intermediate charge, so that the flame or shock of the initiating explosive may be increased to ensure proper reaction of the main explosive charge. The intermediate or auxiliary explosive used with propellants is called an ignition charge and consists of a quantity of flame-producing material sufficient to engulf the propellant grains. The auxiliary explosive used with disrupting explosives is called a booster and consists of a quantity of high explosives more sensitive than the burster charge.

PYROTECHNIC SUBSTANCES- Military pyrotechnic substances are used to send signals by visual means, such as color, to illuminate areas of interest, to simulate other weapons or activities, and as ignition elements for certain types of weapons. Pyrotechnic compositions, with respect to rapidity of action, are low explosives because of their low rates of combustion.
The functional characteristics of pyrotechnic compositions are their luminous intensity (candlepower), burning rate, color, color value, and efficiency of light production. Thus, for military use, pyrotechnic compositions must have acceptable explosive as well as burning characteristics.

A military chemical agent is a substance that produces a toxic (casualty) or an irritating (harassing) effect, a screening smoke, and incendiary action, or a combination thereof. These agents include compounds and mixtures other than pyrotechnics and are used as fillers in artillery shell, mortar shell, grenades, rockets, and bombs. They are classified according to tactical use, physiological effect and purpose.

MILITARY GASES- A military gas is any agent or combination of agents that can produce either a toxic or irritating physiological effect. Such agents may be in solid, liquid, or gaseous state, either before or after dispersion. The military gas may be classed as persistent if it remains effective at its point of release for more than 10 minutes, or non-persistent if it becomes ineffective within 10 minutes. Military gases can be further classified according to their toxic and irritating effects.

SCREENING SMOKE- A screening smoke is a cloud that consists of small particles of solids, liquids, or both, dispersed and suspended in air.

INCENDIARIES- An incendiary may be a solid, liquid, or a gelled semi-plastic material that, by its intense heat and flame, can start fires and scorch combustible and noncombustible materials, as well as injure and inactivate personnel.

SIMULATED MILITARY GASES- Simulated agents are essentially mild nontoxic harassing agents (substitutes for the real agent) designed specifically for training purposes. 

Tab 4: Recognizing a Package Bomb
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Tab 5: Bomb Threat Stand-Off Distances

	Threat Description
	Explosives Capacity1
(TNT Equivalent)
	Building Evacuation Distance2
	Outdoor Evacuation Distance3

	Pipe Bomb
	5 lbs./ 2.3.kg.
	70 ft./ 21 M
	850 ft./ 259 M

	Briefcase or Suitcase Bomb
	50 lbs./ 23 kg.
	150 ft. / 46 M
	1850 ft./ 564 M

	Compact Sedan
	500 lbs./ 227 kg.
	320 ft./ 98 M
	1500 ft./ 457 M

	Sedan
	1000 lbs./ 454 kg.
	400 ft./ 122 M
	1750 ft./ 534 M

	Passenger/Cargo Van
	4000 lbs./ 1814 kg.
	640 ft./ 195 M
	2750 ft./ 838 M

	Small moving van/ Delivery Truck
	10,000 lbs./ 4536 kg.
	860 ft./ 263 M
	3750 ft./ 1143 M

	Moving Van / 

Water Truck
	30,000 lbs./ 13,608 kg.
	1240 ft./ 375 M
	6500 ft./ 1982 M

	Semi-Trailer
	60,000 lbs./ 27,216 kg.
	1570 ft./ 475 M
	7000 ft./ 2134 M

	1. Based on maximum volume or weight of explosive (TNT equivalent) that could reasonably fit in a suitcase or vehicle.

2. Governed by the ability of an unstrengthened building to withstand severe damage or collapse.

3. Governed by the greater of fragment throw distance or glass breakage/falling glass hazard distance. Note that pipe and briefcase bombs assume cased charges, which throw fragments farther than vehicle bombs.


Building Evacuation Distance: all personnel must either seek shelter inside a building (with some risk) away from windows and exterior walls, or move beyond the Outdoor Evacuation Distance.

Outdoor Evacuation Distance: preferred area for evacuation of pREOPle in buildings and mandatory for pREOPle outdoors. 

As a general rule, it is now widely accepted that no evacuation distance should be less than 1000 feet when dealing with explosives.

Hazard-Specific Appendix 5: Flooding

PURPOSE

To protect the public health and safety in the event of severe flooding, primarily flash flooding; and

To prevent or mitigate the loss of health care services available to the public; and

To mitigate the losses from property damage to health care facilities.

ORGANIZATION

The Hospital Preparedness Coordinator has the responsibility of assisting health care facilities in managing and mitigating the loss of services and property damage when threatened by flooding. The Coordinator may open the RHCC or take other actions as necessary for this purpose. The Coordinator shall monitor weather conditions and develop an “early warning system” for health care facilities in the region (suggest “EM System” and/or phone tree).

CONCEPT OF OPERATIONS

When notified by a health care facility that is threatened by flooding, the Coordinator will take whatever actions he/she deems necessary, including opening the RHCC, to render assistance. The regional REOP may be utilized to assist the facility in any way possible. Communications and transportation are most often affected by flooding conditions. 

The following hospitals and facilities have experienced flooding in the past:

Allegheny County

Bedford 

Danville

Franklin County

Giles County

Lynchburg

Martinsville

New River Valley

Patrick County

Pulaski County

Roanoke Valley

Carilion Roanoke Memorial Hospital – 1985.

The flooding of November 1985 was the worst of record on the Roanoke River and many of its tributaries. The flooding of June 1985 was an example of isolated storm that flooded streets, floated cars, and seriously damaged buildings in the Garden City area, yet caused little damage anywhere else in the city.

Flooding constitutes a major hazard for the County of Roanoke. Flooding has been experienced in 1972, 1978, 1985, 1992, 1995 and 1996. 

Due to the mountainous terrain, flash flooding constitutes a major hazard in the Roanoke Valley. The city and the county participate in the Integrated Flood Observing and Warning System (IFLOWS), which was developed through a grant provided by the National Weather Service to provide the earliest possible warning of an impending flash flood. This system is completely automated with radio-reporting rain gauges placed at strategic locations, which automatically send reports to the computer in the County Communication Center, which interprets the data and provides a warning to dispatchers when appropriate. This information system can be accessed by the Coordinator to determine potential flooding at Roanoke Memorial Hospital.

*Visit the “Hydrology” page of the National Weather Service station in Blacksburg here: http://www.erh.noaa.gov/rnk/hydro.html 
EMERGENCY MANAGEMENT ACTIONS - FLOODING

1.
Normal Operations

a.
Develop and maintain plans and procedures for flooding. Determine which facilities are vulnerable, and work with them to mitigate the effects of flooding.

b.
Develop and maintain a relationship with emergency communications centers in each jurisdiction in the region. 

c.
Identify needed flood mitigation measures and encourage their implementation.

2.
Increased Readiness 


Characterized by events such as extended periods of heavy rains and/or large approaching storm systems. A “flash flood watch” may be issued by the National Weather Service or the local coordinator.

a.
Review and update plans and procedures if needed.

b.
Monitor weather advisories, river, tributary and reservoir levels, and flood gauge reports.

c.  Go to the local NOAA weather web site at: http://www.erh.noaa.gov/er/rnk/  to monitor weather conditions and river stages.
3.
Emergency Operations

a.
Mobilization Phase

"Flash Flood Warning"

(1)
Activate regional “early warning system”.

(2)
Place the RHCC staff on standby.

(3)
Test primary and alternate communications.

(4)
Review and update plans and procedures for warning and emergency public information.

(5)
Identify vehicles and equipment which should be moved to higher ground.

(6) Place emergency responders on standby.

b.
Response Phase

(1)
Designate an on-scene commander for each area. Provide back-up radio communications.

(2)
Relocate vehicles and equipment to higher ground.

(3)
Provide emergency public information as appropriate.

(4)
Report situation and support requirements if any to the VDH. Continue to provide daily status reports throughout the emergency.

 (5)
Establish traffic control for flooded areas.

 (6)
Evaluate the situation and advise protective action as required.

 (7)
Advise when the area is safe for re-entry after danger has passed.

4.
Recovery


Help to restore facilities and services. Request post-disaster assistance, as appropriate. Provide public information as appropriate.

Tab 1-1:  AREAS SUBJECT TO FLOODING
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Hazard-Specific Appendix 6: Severe Weather and Storms

purpose

To better understand severe weather and the associated risks of response operations during severe weather events.

ORGANIZATION

In our region, we occasionally experience severe weather conditions. However, essential functions, such as health care, must continue. In fact, demand for health care may dramatically increase as a result of severe weather conditions. Severe weather produces such events as extreme heat with high humidity, high winds, snow/ice, heavy rainfall, tornadoes, flooding or a combination thereof. Damage potential includes flooding and erosion, heavy snow or ice build up, diminution of public services and communications and damage to or destruction of public and private property and, most seriously, loss of life. 

Some unusual aspects of severe weather include: flat, low-lying areas are particularly vulnerable to the effects of high winds and floods, the counter-clockwise rotation of the winds in hurricanes causes the most severe damage upon landfall in the right front quadrant of the storm, and the unpredictable nature of heat waves often leads pREOPle to believe that a heat spell will abate at any time. As a result, pREOPle fail to take appropriate precautions while the heat wave continues.

CONCEPT OF OPERATIONS

Because of access to state-of-the-art meteorology and warning systems, adequate severe weather warnings may be provided to the citizens of the region. Most localities will respond initially to most of a severe weather effect; however, if damage is severe, it may take hours or days for emergency response personnel to reach all affected areas. In extreme conditions - heavy snows or ice, flooding, tornadoes, property damage or personal injury - localities may require State and Federal assistance. Electric power may be most susceptible to damage and, at the same time, be most essential for recovery from the effects of a severe weather emergency. 

Effective communications may be a major concern due to the disruption of telephone service and the loss and/or damage of radio antenna towers and related equipment. A significant number of severe weather casualties may occur during the post-emergency period from fires, electrocution, stress-related illness, snow/ice/debris-clearing accidents, etc.

Both response and recovery operations may be hampered by snow/ice/debris blocked roads, damaged bridges or roads, and downed trees and utility poles. The need for increased security may exist. Demand for resources may be critical. 

Enhanced public awareness via techniques such as citizen handouts, ad campaigns, evacuation routes and mapping information may be helpful. The impact on homeless individuals may increase. 

There may be a need to assess advanced evacuation/closing of low-lying areas, businesses/industries, public parks and local campgrounds. Advance preparation by health care facilities, businesses, industries, and utilities is essential to maintain needed services during response and recovery operations.

EMERGENCY MANAGEMENT ACTIONS – SEVERE WEATHER AND STORMS

1.
Normal Operations

a.
Develop and maintain plans and procedures for severe weather and storms. Determine which facilities are vulnerable, and work with them to mitigate the effects of severe weather and storms.

b.
Develop and maintain a relationship with emergency communications centers in each jurisdiction in the region. 

c.
Identify needed mitigation measures and encourage their implementation.

2.
Increased Readiness – Severe Weather “Watches”
a.
Review and update plans and procedures if needed.

b.   Check power generator and fuel supply.

c.
Go to the local NOAA National Weather Service web site at: http://www.erh.noaa.gov/er/rnk/  to monitor weather conditions, weather advisories, and special reports.

d.  Notify all facilities that may be adversely affected. 

e.  Ensure that basic procedures are in place for rapid procurement of services, equipment and supplies.

3.
Emergency Operations – Severe Weather “Warnings”

a.
Mobilization Phase

(1)
Activate regional “early warning system”.

(2)
Place the RHCC staff on standby.

(3)  Activate the REOP and open the RHCC, if necessary.

(4)
Review and update plans and procedures for severe weather..

(3)
Test primary and alternate communications; check availability of RACES personnel.

(5)
Determine the status of all facilities. 

b.
Response Phase

(1)
Designate an Incident Commander. 

(2)
Report situation and support requirements if any to the VDH. Continue to provide daily status reports throughout the emergency.

 (3)
Respond to requests.

 (4)
Evaluate the situation and advise protective action as required.

 (5)
Advise when the area is safe for re-entry after danger has passed.

4.
Recovery


Help to restore facilities and services. Request post-disaster assistance, as appropriate. Provide update information to VDH, as appropriate.

      Assemble records of events.

TAB 6-1: Definitions and Acronyms

In addition to those provided in the Basic Plan, see the following:

Advisories and Bulletins are issued by the national Weather Service (NWS) frequently

throughout the day and night and inform where the storm is located, intensity of its winds, and the speed and direction of movement.

The term Watch is used as an alerting procedure for an event that may occur

A Warning is issued to forewarn of an event that is imminent or has a high probability of occurring.

Blizzards are the most dramatic and perilous of all winter storms, characterized by low temperatures and by strong winds bearing large amount of snow. Most of the snow accompanying a blizzard is in the form of fine, powdery particles of snow, which are whipped in such great quantities that at times visibility is only a few yards.

Blizzard warnings are issued when wind speeds of at least 35 mph are accompanied by considerable falling or blowing snow and temperatures of 20 degrees F or lower are expected to prevail for an extended period of time. 

Blowing and drifting snow generally occur together and result from strong winds and falling snow or loose snow on the ground. "Blowing snow" is defined as snow lifted from the surface by wind and blown about to a degree that horizontal visibility is greatly restricted. “Drifting snow” is used in forecasts to indicate that strong winds will blow falling snow or loose snow on the ground into significant drifts.

A cold wave warning indicates an expected rapid fall in temperature within a 24-hour period that will require substantially increased protection to agricultural, industrial, commercial, and social activity. The temperature falls and minimum temperatures required to justify cold wave warnings vary with the changing of the season and with geographic location. Regardless of the month or the section of the country, a cold wave warning is a red flag alert to the public that during a forthcoming forecast period a change to very cold weather will require greater than normal protective measures. 

Flash floods are the result of intense storms dropping large amounts of rain within a short period of time, rapid snowmelts or dam failures. Flash floods occur with little or no warning and can reach full peak in only a few minutes.

Flood Warning is a forecast of impending floods advising of the expected severity of flooding (minor, moderate, or major), the affected river or body of water, and when and where flooding will begin. 

Fujita - Pearson Tornado Scale - A descriptive scale categorizing tornadoes by intensity, relating intensity to damage potential.

Hazardous driving (travelers') warnings are issued to indicate that falling, blowing or drifting snow, freezing rain or drizzle, sleet or strong winds will make driving difficult. 

Heavy Snow warnings are issued to the public when a fall of four inches or more is expected in a 12 hour period, or a fall of six inches or more is expected in a 24-hour period. Some variations on these rules may be used in different parts of the country, in metropolitan areas with heavy traffic, a snowfall of two or three inches will justify a heavy snow warning.

Hurricane - A tropical cyclone with sustained surface winds (1-minute mean) of 63 knots (73 mph) or greater. 

Hurricane/Tropical Storm Probabilities – As issued by the National Weather Service, expresses the percentage chance that the center of a hurricane/tropical storm will pass within approximately 65 miles of 44 selected locations from Brownsville, Texas, to Eastport, Maine. 

Hurricane Warning - Notification that within 24 hours or less a area may be subject to either hurricane-force winds (74 miles per hour or greater) or storm surge. 

Hurricane Watch - The notification of a possible hurricane threat to a community, within a 36 hour time period. 

Ice Storm - Freezing rain or drizzle is called an Ice Storm. Moisture falls in liquid form but freezes upon impact. The term "heavy" is used to indicate an ice coating sufficiently heavy to cause significant damage to trees, overhead wires, and similar objects. Ice storms are sometimes incorrectly referred to as "sleet storms". Sleet is easily identified as frozen raindrops (ice pellets with bounce when hitting the ground or other objects. Sleet does not stick to trees and wires but sleet in sufficient depth does cause hazardous driving conditions. 

Saffir/Simpson Hurricane Scale - A descriptive scale categorizing hurricanes by intensity, relating intensity to damage potential. 

Severe blizzard warnings are issued when blizzards of extreme proportions are expected and indicate wind with speeds of at least 45 mph plus a great density of falling or blowing snow and a temperature of 10 degrees or lower.

Severe Thunderstorm Watch - Issued by the National Weather Service when the weather conditions are such that a severe storm (damaging winds 58 miles per hour or more, or hail 3/4 of an inch in diameter or greater) is likely to develop.

Severe Thunderstorm Warning - Issued by the National Weather Service when a severe thunderstorm has been sighted or indicated by weather radar.

Snow - Snow in a forecast, without a qualifying word such as "occasional" or "intermittent", means that the fall of snow is of a steady nature and will probably continue for several hours without letup.

Snow Flurries are defined as snow falling for short durations at intermittent periods; however, snowfall during the flurries may reduce visibility to an eighth of a mile or less.

Accumulations from snow flurries are generally small.

Snow Squalls are brief, intense falls of snow and are comparable to summer rain showers. They are accompanied by gusty surface winds. 

Stockmen's warnings alert ranchers and farmers that livestock will require protection from a large accumulation of snow or ice, a rapid drop in temperature, or strong winds

Tornado - A rotating column of air usually accompanied by a funnel shaped downward extension of cloud with speeds up to 300 mph (also called a cyclone).

Tornado Watch - Issued by the National Weather Service when weather conditions are such that tornadoes are likely to develop.

Tornado Warning - Issued by the National Weather Service when a tornado has been sighted or indicated by radar.

Tropical Cyclone is a general term, which includes hurricanes, tropical storms, and tropical depressions. These storms are born in the tropical and subtropical Atlantic Ocean including the Caribbean Sea and the Gulf of Mexico. Tropical cyclones are classified mainly by the wind speed:

Tropical Storms the highest sustained wind speed ranges from 39 - 73 mph.

Tropical Depressions the highest sustained wind speed is 39 mph or less.

Tropical Depression - A tropical low-pressure system in which the maximum sustained surface wind (1-minute mean) is 33 knots (38 mph) or less.

Tropical Disturbance - Organized convection originating in the tropics/sub-tropics with a non-frontal migratory character, sustained for twenty-four hours or more.

Tropical Storm - A tropical low-pressure system in which the maximum sustained surface wind (1-minute mean) ranges from 34 to 63 knots (39 to 73 mph).

Tropical Storm Warning - A warning that hurricane conditions are expected in a specified coastal area within twenty-four hours.

Tropical Storm Watch - Tropical storm conditions pose a threat to a coastal area generally within thirty-six hours.

Wind Chill - Wind chill is a term used to describe the rate of heat loss on the human body resulting from the combined effect of low temperature and wind. As winds increase, heat is carried away from the body at a faster rate, driving down both the skin temperature and eventually the internal body temperature. Animals are also affected by wind chill.

Winter Storm Watch - a storm is developing or approaching which may affect your area.

Winter Storm Warning - Severe winter weather conditions are imminent and will affect

part or all of your area.

TAB 6-2: The Saffir/Simpson Scale
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TAB 6-3: Knots to Miles Per Hour Conversion
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TAB 6-4: Fujita - Pearson Tornado Scale

F-0: 40-72 mph, chimney damage, tree branches broken

F-1: 73-112 mph, mobile homes pushed off foundation or overturned

F-2: 113-157 mph, considerable damage, mobile homes demolished, trees uprooted

F-3: 158-205 mph, roofs and walls torn down, trains overturned, cars thrown

F-4: 207-260 mph, well-constructed walls leveled

F-5: 261-318 mph, homes lifted off foundation and carried considerable distances, autos thrown as far as 100 meters.

TAB 6-5: WIND CHILL CHART
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TAB 6-6: HEAT INDEX
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TAB 6-7: Richter Scale Measure

4
Minor Earthquake

5
Moderate Earthquake

6
Strong Earthquake

7
Major Earthquake

8
Great Earthquake

Standard Operating Procedures and Checklists

RHCC Operating Procedures:

Activation; staffing & shifts; security; sign-in & -out; message flow; taking requests; answering requests; record-keeping; 

Checklist for the RHCC:

Building access (keys); RHCC room; radio communications; tele-communications; EM equipment & supplies; Internet and cable TV connection; food & water (drinks); kitchen facility; bathroom facility; sleeping quarters; HVAC system.

Safety / PPE:

State RHCC





VDH State RHCC





Local RHCC





Regional Hospital Command Center





Hospitals





Reports Repository





�





Communications Officer





Medical Control





Transportation Officer





Treatment Officer





Medical Sector





Triage/Extrication Officer





Incident Commander





State RHCC





VDH / VDEM





Local RHCC





RHCC / Hospitals





�





Command





Operations





Logistics





Planning





Admin/Finance





IC / Command Post





Individual representatives from assorted agencies develop incident action plan with IC.





Logistics Section Chief





Planning Section Chief





Operations Section Chief





Admin/Finance Section Chief




















Recorder



































Dispatcher /


Communications





Entry    Exit





Message Clerk





Sign-in / Sign-out


Security








Information Technology





Building Maintenance





Agency





Finance/Admin Sector





Logistics Sector





CPTS Supervisor





Agency





VA Dept of Health





Planning Sector





Operations Sector





Incident Commander and RHCC Manager








































































































�





�





�





�





�





�





�





RHCC Call List





WVEMS Executive Director





Hospital Preparedness Trainer





NSPA Chairperson








Hospital Preparedness Coordinator





VDH Regional RHCC





Incoming message.





Recorded and delivered to IC.





Action taken & returned to IC.





Action taken or delegated.





IC returns to Message Clerk.





Action recorded and requestor notified of action.





Message/Action is compiled & collated.








� 	Table K5 provides an overview of events likely to occur in a WMD incident. It is designed to help planners better understand the interface that State and local response will likely have with Federal response organizations. The table includes both crisis management and consequence management activities that would be operating in parallel and is intended to illustrate the complex constellation of responses that would be involved in a WMD incident.
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